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1 TK100 Series - Introduction

Copyright notice

Copyright © 2018 Welotec GmbH All rights reserved.
Duplication without authorization is not permitted.
Trademarks

Welotec is a registered trademark of Welotec GmbH. Other trademarks mentioned in this manual are the property
of their respective companies.

Legal notice
The information in this document is subject to change without notice and is not binding for Welotec GmbH.

Itis possible that this user manual contains technical or typographical errors. Corrections are made regularly with-
out being pointed out in new versions.

Technical support contact information
Welotec GmbH

Zum Hagenbach 7

48366 Laer

Tel.: +49 2554 9130 00

Fax.: +49 2554 9130 10

[Email: support@welotec.com]
Description

The TK100 series industrial routers provide stable, high-speed connectivity between remote devices and customer
sites over LAN and (depending on model) LAN or 3G/4G networks. They can operate in a voltage range of 9 to 36
V DC and have a temperature range of -20°C to 70°C with a relative humidity of 95%, ensuring high stability and
reliability under severe conditions. The TK100 can be used on the workstation or mounted on DIN rails.

TK100 series products support VPN (IPSec/PPTP/L2TP/GRE/SSL VPN), which guarantees secure connections be-
tween remote devices and customer sites.

Important safety notice:

This product is not suitable for the following applications:

« Areas where radio applications (such as cell phones) are not allowed

« Hospitals and other places where the use of cell phones is not allowed

« Gas stations, fuel depots and places where chemicals are stored

« Chemical plants or other locations with explosion hazards Metal surfaces that can weaken the radio signal level
WEEE notice

The European Directive on Waste Electrical and Electronic Equipment (WEEE), which came into force on February
13,2003, has led to major changes with regard to the reuse and recycling of electrical equipment.

The main objective of this directive is to prevent waste from electrical and electronic equipment and to promote
reuse, recycling and other forms of recovery. The WEEE logo (see figure on the left) on the product or packaging
indicates that the product must not be disposed of with other household waste. You are responsible for disposing of
all discarded electrical and electronic equipment at appropriate collection points. Separate collection and sensible

Welotec GmbH www.welotec.com
Zum Hagenbach 7 info@welotec.com

Page 3
48366 Laer +49 2554 9130 00



weLoTec

a byte smarter

recycling of your electronic waste helps to use natural resources more sparingly. In addition, proper recycling of
waste electrical and electronic equipment ensures human health and environmental protection.

For more information on disposal, recycling, and collection points for waste electrical and electronic equipment,
contact your local municipality, waste disposal companies, the distributor, or the manufacturer of the equipment.

1.1 Content checklist

Each TK100 wireless router is delivered in a package with standard accessories. Additional accessories can be or-
dered. Check the contents of your package carefully and if anything is missing or damaged, contact your sales
partner from Welotec GmbH.

Scope of delivery:

Standard accessories:

Accessories Quantity | Description ‘

TK100-Router 1 TK100 series industrial router

Network cable | 1 Network cable CAT5, 1,5 Meter

Manual 1 Data medium with manual

License terms 1 “Third Party Software Notifications and Licenses”
Power supply

Terminal block | 1 2-pole terminal for power supply

Components set (depending on model)

Product Quan- Description
tity
TK100-Router | 1 TK100 series industrial router
Network cable | 1 Network cable CAT5, 1,5 Meter
Cellular an- | 1 5 m Magnetic base antenna 2G/3G/4G
tenna
Manual 1 Data medium with manual
Licenseterms | 1 “Third Party Software Notification and Licenses”
Power supply
1 Table power supply, input 100-240 V AC, output 12 V DC (for TK100), incl. 2-pole
terminal block
1 Plug, European standard
Welotec GmbH www.welotec.com
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1.2 Productinformation

1.2.1 Environmental requirements

Operating temperature: -20 to 70°C
Relative humidity during operation: 5 to 95 % (non-condensing)

Storage temperature: -40 to +85°C

1.2.2 Power supply

Power supply: 1 terminal strip (2-pole) incl. voltage socket and serial connection

Input voltage: 9-36V DC

1.2.3 Physical properties

Housing: steel, protection class IP30
Weight: 259 g

Dimensions (mm): 90 x 90 x 25 mm

Welotec GmbH www.welotec.com
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2 Installation Manual

2.1 Typicaluse

With TK100 series routers, you can connect devices to the Internet with Ethernet, via GPRS/HSUPA/ UMTS/LTE. To
ensure security and uninterrupted access, the TK100 series supports VPN connections, enabling remote access and
secure data transmission over the Internet.

2.2 Connection plan

Interface Description ‘

Power connection

9-36VDC

Ethernet ports

Zwei 10/100 Base-TX RJ45-Ports

Antenna connection (mobile radio) | SMA (f)

SIM card slot

Two slots for SIM card insertion

2.2.1 Meaning of the LED lights

Power Status Mobile Bedeutung

Off Off Off Turned off

On Off Off System error

On On Off The module or SIM card is not recognized
On On Flashing | Dialup

On On On Dial up successful

On Flashing On System upgrade

On Flashing->On | Off Reset

Signal strength

Welotec GmbH
Zum Hagenbach 7
48366 Laer

Color  Signal strength

Red Signal 0- 10
Yellow | Signal11-20
Green | Signal21-30

www.welotec.com
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2.3 Fast internet connection
2.3.1 Inserting the SIM card

Open the TC router SIM/UIM slot at the top of the device and insert the SIM card into the card holder.

2.3.2 Antennainstallation

Afterinstalling the TK100, connect the antenna and screw the antenna tight. Place the antenna where a good signal
strength is achieved.

A Note: Position and angle may affect signal strength.

2.3.3 Power supply

Connect the power supply included in the package to the device and check whether the LED display for “Power”
lights up. Contact Welotec technical support if no indicator lights up. You can configure the TK100 when the power
indicator is flashing.

2.3.4 Connecting

Connect the TK100 to the PC:
1. Connect the Ethernet cable of the TK100 to the PC.
2. Then one LED indicator of the RJ45 interface lights up green and the other indicators flash.

2.3.5 Connecting the TK router device to the PC for the first
time

The TK100 router can assign IP addresses for the PC automatically. Set up the PC so that IP addresses are retrieved

automatically via DHCP. (Basis is the Windows operating system):

1. Openthe Control Panel, double-click the “Network and Sharing Center” icon to open the “Network and Sharing
Center” screen.

2. Click “LAN Connection” and open the “Status of LAN Connection” screen:

Welotec GmbH www.welotec.com
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Alctrert
£ Tage 00:43:22
100,0 MBiYs

Bytes: 347,131 | 56.5996. 486

| Begenschaften | | BjDesgveren | | Dggrose |

3.

Click “Properties” and open the LAN connection properties screen:

L Eigenschaften von LAN-Verbindung

=)

| Netzwerk | reigabe

Verbindung herstellan uber:
&¥ Realek PCle GBE Famiy Cortroller

Deese Verbindung verwendet folgends Blements:

¥ 0% Cliant fir Microsoft-Metrwerke

& Sl \itualBox NDISE Bridged Networking Driver

W J= G S-Paketplaner

) 8 Dstei- und Druckedreigabe fir Microsolt-Netzwerke
& s intemetprotolooll Version 6 (TCPAPYE)
W | eoretprot okoll Version 4 (TCP/Pv)
W i E/A Tredber fir Verbindungsschicht-Tepologieerkennun .,

Derstatersn
Beschreibung

TCPAP, das Standardprotokol fur WAN-Netowedke, das den
Mt rwerce amaghcht,

[ ok ][ Avtrechen |

— ———
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1. Select “Internet Protocol Version 4 (TCP/IPv4)”, click the “Properties” button, and check if your PC can obtain IP

and DNS address automatically. (You can also set up the PCin the subnet: 192.168.2.0/24, e.g. IP: 192.168.2.10,
netmask: 255.255.255.0, default gateway: 192.168.2.1)

By clicking “OK”, the TK router assigns an IP address to the PC: 192.168.2.X, and the gateway: 192.168.2.1 (the
default address of the TK100).

Welotec GmbH
Zum Hagenbach 7
48366 Laer
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Esgerschafien von Infernetpeotcicoll Viersion 4 (TCRP) b -

Alge=en | Agrnatve Konfigurston

P-Ergtelungen kirnen sutomatisch augewitsen werden, wern &5
Mtk dhese Furichion unberstitzt, Wienden Sie sch andemifaly an
der Metswerkadmrest ator, um de gesgreten [P -Erstehngen 5
s mahen

& 1P-Adresse sutoematsch be nehen

Epdoenide [P-Sdrege verwenden:

@ DiSeGerveradnesse SUSOmatah benehen

Fekgeride OG- Serveradressen yermenden

Erwaiert...

After configuring the TCP/IP protocols, you can use the ping command to check whether the connection between
the PC and the router is established without errors. The following is an example of running the ping command
under Windows 7 :

Windows key+R -> enter “cmd” -> Enter key -> enter “Ping 192.168.2.1” -> Enter key For this display:

icrosotft Windows [Uer h.1.7E
opyright (c> 2007 Microsoft Corporation. Alle Rechte vorhehalten.

sUzepss N ping 192.168.2 .1

ing wird ausgefiihet fiir 192.168.2.1 mit 32 Bytes Daten:
Antwort von 192.168.2.1:- Bytes=32 Zeit=1ims TTL=6C4
Antwort von 192.168.2.1: Bytes=32 Zeit<ims TTL=64
Antwort von 1%2.168.2.1: Bytes=32 Zeit<ims TTL=64
Antwort von 1?22.168.2.1:- Buytes=32 Zeit<ims TTL=64

ing—Statistik fiir 192.168.2_1:
Pakete: Gesendet = 4. Empfangen = 4, Uerloren = @
CAx Uerlust>.

a. Zeitangaben in Millisek.:
Minimum = @mz,. Maximum = 1mz,. Mittelwert = Bms

sUzerss N

The connection between the PC and the router has been established correctly.

In the following example there are errors:

Welotec GmbH www.welotec.com
Zum Hagenbach 7 info@welotec.com
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Microsoft Windows [Version 6.1.76881
Copyright <c>» 2009 Microsoft Corporation. Alle Rechte vorhehalten.

Ceslzserss N > ping 192 .168.2 .1

wird ausgefiihet fiir 192.168.2.1 mit 32 Bytes Daten:
Fehler bei der Ubertragung. Allgemeiner Fehler.
Fehler hei der Ubertr ng. Allgemeiner Fehler.
Fehler bei der Ubertr ng. Allgemeiner Fehler.
Fehler bei der Ubertragung. Allgemeiner Fehlew.

Ping-Statistik fii» 192.168.2.1:
Pake Gesendet 4, Empfangen B, Uerloren
€188x Verlust),

C:slzerss I

The connection is not working properly and you should go through the instructions again and check your settings.

2.3.6 Configuring the TK100 (Optional)

After you have performed the steps described in the previous chapter, you can configure the router:

1. Open any Internet browser (e.g. Google Chrome) and enter the default IP address of the router:
[http://192.168.2.1**] The following login page opens:

Router Login
Usermname

Password

Login

Enter the user name (default: adm) and password (default: 123456), and then click “Login” to open the configura-
tion screen.

weLoTrec

Hyshem o Lt aly Sanices Frewa J0E YEN Toots ADPRCAHGN Siatus.

Your password have sacurty nsk, please chck here 1o changeal

Status

If you want to set your own IP for the router: Click Network >LAN.

Welotec GmbH www.welotec.com
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System MNeiwork Services Fireaall oS VPN Tooks ApDRCAtion Stalus
Your password have security nsk, please click hare 1o changel
LAM
Type [ ~
MALC Address B0-18.05 1CAD EB | Diatauh
|P Address TR EEEA
Metmask JLEJEEFLE
MTU Dalaudt w1
LAM Mode [Autn Negotiation |
MultidP Settings
IF Address Hedmask DL plicm
[ ]
[ ]
Apply | Cancel |

Change the IP address to 192.168.1.254, for example.
Click “Apply” and the following screen will be displayed:

Exscuting
e will 1or 8 Saconds

-

The IP address of the TK100 has been changed. So that you can now access the configuration page again,
the PC must be set up in the same subnet, for example: 192.168.1.10/24 - Then enter the changed IP address
(192.168.1.254) in your browser.

2.3.7 Connecting the TK router to the Internet

Perform the following configuration steps to establish a connection between the TK100 and the Internet.

Click Network > Cellular, and enable the function with Enable:

Hywem Fotarcan Sareicey Tt -] W Toxsin Agpicaten. St
Wensr paridwcrd have Secunly fisk, please dhok here 1o change!
Collar o |
i [}
Tt Pl M w Sifeblou bt T
PPl Bndge
St Carwraciiong AT [ ]
et Foasne L]
Y Ptk Prirver T-Mokde (publc [P~ Manage
Portmawh S| Py LY -
Siatc P
[ N T -
Pzl e - Sacoraiy
riem A araiad Cyptiseri
Profisy
LT e Baens K e e Prn iarmaera Favemeed
i i na
e ok -
w
iy Gl

Check the entries and select a preset network provider under SIM1 Network Provider, or add a self-created profile
of a provider:

www.welotec.com
info@welotec.com
+49 2554 9130 00
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You can obtain the APN, dial-in number, user name and password from your local network provider. Ask them for
the details.

Via Show Advanced Options you can make further settings, such as the PIN code if it is set on the SIM card.

Show Advanced Options =
Dual SiM Enable o
Initiad GCommands AT
Bindng 1GCID
FiN Code
Dial Timecut 11 Seconds
MTL 1500
MRL 1500
TX it Length B4
Enable IF head compression
Use detault asyncmap a
Use Peer DNS ]
Link Dretection interval 53 Seconds(: disable)
Link Detection Max Relnes a3
Debug o
Debug Modem a
Expert Options nomppe nomppc nodeflate nobsdcomp nowj noviccomp nocge
ICMP Delection Mode Ignore Traffe ~
ICMP Detaction Senver
ICMP Detachon Inlerval ] Seconds
ICMP Detection Temeout 20 Seconds
ICMP Delechon Retes 5

If you have set the correct configuration, the TK100 can now connect to the Internet. Open an Internet browser,
type “[www.welotec.com][www.welotec.com]” and the Welotec website will open.

2.4 Reset to factory settings
2.4.1 Hardware method

‘: LED leuchtetO = LED leuchtet nicht® = LED blinkt

1. Pressthe RESET key while turning on the TK100:

Welotec GmbH www.welotec.com
Zum Hagenbach 7 info@welotec.com
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POWER @
STATUS O
MOBILE O

Yi O

|:> / Reset

o . SV
I » SIM2

&
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2. Assoon as the Status LED lights up (approx. 15 seconds after switching on), release the RESET button:

POWER @
STATUS @
MOBILE O

Y &

3. After a few seconds, the Status LED light will stop glowing. Now press the RESET button again:

Welotec GmbH
Zum Hagenbach 7
48366 Laer
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POWER @
STATUS O
MOBILE O

Y1 O

|::> oy o M SV
!’/ I . S

4. The Status LED light will then flash, indicating that the reset to the default setting was successful.

POWER @
STATUS ©
MOBILE O

Y ©

<}:| R o SiM
d I . 52

Welotec GmbH www.welotec.com
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2.4.2 Web method

1.) Log in to the TK100 web-based user interface and select System > Config Management:
System Matwork Sarvices Firewall s VPN Tools Apphcation Status
Your password have security risk, please click here to change!

Config Management
Router Configuration

Mo file seleched, Browse... Impart | Backup

Restore cefaull conhgueaticn

Network Provider (ISP)

e fibe selected, Browse. . Import | Backup

2.) Click Restore default configuration to reset the TK100 to its factory settings. After that the router will be re-
booted.

2.5 Factory default settings:

IP:192.168.2.1

Netmask: 255.255.255.0

Username: adm

Password: 123456

Serial Parameter: 115200-N-8-1

Welotec GmbH www.welotec.com
Zum Hagenbach 7 info@welotec.com
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3 System

The TK-500 Router must be properly configured before use. This chapter describes the web-based configuration.

3.1 Preparation

First connect your devices to the TK100 via cable or hub (switch) and set the IP address for the PC and TK100 in
the same subnet, e.g.: set the PC IP address to 192.168.2.2, netmask: 255.255.255.0, gateway (default IP of TK100:
192.168.2.1):

U Eigenschaften von LAN-Verbindung [r———
Metzwerk | Freigabe Exgerchafien ﬂb‘h‘w Versaon 4 (TCP/ P &“
Algemen
&¥ Realek PCle GBE Famiy Cortroller -
Petrwerk deese Funichion unterstitzt, Wenden Se sich andemifalls an
o e, m e Geeapeien 5 Ereiehngen
Dhese Verbindung venwendst folgende Elemerte besthn.
] "% Client fir Microsoft-Metrweske 1P-Adresse mutomatsch beziehen
& g=VitualBox MDISE Bridged Networking Driver @ Folgende [P-Adresse verwenden:
W 2 Qo S -Pakstplansr [Pradresse: w208, 2.2
| %) Datei- und Druckedreigabe for Microsof-Netzwede )
¥ - intemetprotokoll Version 6 (TCP/1PvE) Subretrmadie: 265.255.2%5. O
TS irtemetprotokoll Version 4 (TCP/1Pvd) Standar dpatemay; 8318, 1. 1
¥ i E/A Treder fir Vadndungssehicht-Tepolopesdkennun. .,
¥l i Antwost fr Verbindungaschicht-Topologieerkennung DS Serveradnesse automatsch benehen
8 Foigende DS Serveradnessen yerwenden:
Derstaberen
Bevorsugter DNG-Server: L
Beschrebung
TCPAP, das Standardprotokel fur WAN-Netowedke, das den Alterratoer DPS-Server:
etresedce emoghcht. ¥ Ensselungen bem Beenden uberorufen|
| i : J
Ll [ oKk || Abbrechen | i
= — =4l 20Pics

Open an Internet browser and enter the IP address of the TK100: [http://192.168.2.1][http://192.168.2.1**] (de-
fault IP of the TK100).

On the following login page, you must log in as an administrator. Enter the user name and password (default:
adm/123456).

Router Login
Usernane

Password

Click on “Login” to open the configuration page.

Welotec GmbH www.welotec.com
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Syshem Metwork BerviCes Firewall QoS VEN Toils Appacaion Slatus
Your password have security risk, please click here to changel

Status
Marme Router
Serial Number RF0E24TOT481Z
Descriplion THAG
Current Viersion VIEM
Current Bootioacer Version 1.1.3.r4956
Rowter Time E022-02-08 121200
Pl Thme H22.02.08 1212:00
Lip time 0 day, 01:18:02
CPU Load {175/ 15 mins) 0,05 7 0.04 / .05

Memany consumplion TolabFree 121 30MB /99 8408 (B2 31%)

3.2 System

The system settings include the following 9 areas: Basic Setup, Time, Admin Access, System Log, Config Manage-
ment, Scheduler, Upgrade, Reboot and Logout.

Basic Setup
Time

Admin Access
System Log

Config
Management

Scheduler
Upgrade
Reboot

Logout

Welotec GmbH www.welotec.com
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3.3 Basic Setup

In the Basic Setup you can change the language of the menu and the host name. This menu item can be accessed
via System > Basic Setup.

System Matwork Sarices Firanweall QoS VPN Toots Applcation
Your password have security risk, please click here to change!

Status

Basic Setup
Languags Ensglish *
Hostname Router
Apply | Cancel
Parameter Name  Description ’ Standard
Language Set language for configuration page | English
Host Name Hostname TK100 Router

3.4 Time

In this menu item the system time of the router can be adjusted. Itis also possible to set up a time server (NTP Time
Server) to automatically keep the system time up to date.

System Nabtwork Servicos Firgrwall oS VPN Tooks Application Status
Your password have security risk, please click here to change!

Time
Router Time 2018-10-01 14:05:36
PC Tima 2018-10-01 140537 Sync Thme:
Tirmazona UTC+01:00 France, Germany, aly b
Auto Daylight Savings Time Ed
Auto Update Time Every 1 hour *
Trigger Connect On Damand
HTP Tima Senars e posl_Aip.CNg
1.t sl At g
.00 pool.nip.ong

Welotec GmbH www.welotec.com
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Name Description Standard

Router Time Router time 2017-08-01 16:00:00

PCTime Time of the PC (or the time | The Sync Time button can be used to syn-
of the device connected to the | chronize the time with the connected de-
router) vice.

Timezone Set time zone Selectable time zone

Auto Daylight Savings Time Automatic changeover summer | Disabled
time/winter time

Auto Update Time Time of the automatic time up- | Disabled
date

NTP Time Servers (after en- | Setting for NTP time server | pool.ntp.org

abling the “Auto Update Time”
option)

(maximum three entries)

3.5 Admin Access

In this area you can change or adjust important settings, such as the password of the administrator or the port
assignment for access to the router. These settings can be reached via System > Admin Access.
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22

Name Description Standard
User-
name/Password
Username Username for login to the configuration page adm
Old Password To change the password, it is necessary to enter the old password 123456
New Password Enter new password
Confirm New Pass- | Enter new password again
word
Connection Man-
agement
Enable Select to enable Enabled
Service Type HTTP/HTTPS/TELNET/SSH 80/443/23/
Local Access Enabled - allow router to be managed over LAN (e.g. : HTTP) Enabled
Remote Access Enabled - Allow the TK100 to be managed over WAN (e.g. : HTTP) Enabled
Description Describe management parameters (without effect on TK100)
Non-privileged
users
Username Create username without administrator rights
Password Create password for user without administrator rights
Andere Parameter
Login Timeout Set log timeout, after this value the configuration page will be disconnected
and you have to log in again
3.6 System Log
Settings options for logging log files. You can reach these via System > System Log.
System Hatwork Sarvicos Firowall QoS VPN Tools Application  Status
Your password have securily risk, please click here to change!
System Log
Log o Remote System -
IP Addrass | Port{UDP) 192.168.2.254 514
Laog o Console
Agply | Cancel
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Name Description Standard

Log to Remote | Enable remote log server Disabled (if enabled, IP address and port can
System be entered)

IP Adress/Port | SetIP addressand port of the remote pro- | Port: 514

(UDP) tocol server

Log to Console Output of the log on the serial interface Disabled

3.7 Configuration Management

Backup and import of router configurations, as well as reset to factory settings of the router and backup or restore
the provider data. You can reach this menu item via System > Config Management.

Systom MNatwark Sanvichs Firanacall Oos VPN Toals Appheation Status
Your password have security risk, please click here to changa!

Config Management

Router Configuration

o fie selected. Browse... import | Backup

| Restore default configuration
Network Provider (ISP)

o fie setected, Browse... mpot |  Backup

Name ’ Description

Router Configuration Upload/save configuration file for import/backup

Restore default configura- | Click to reset the TK100 (to activate the default configuration, the TK100 must be
tion restarted)

Network Provider (ISP) Toimportorsave APN, username, password and other parameters from traditional
operator

Browse With the Browse button you can select the file with the settings to be uploaded via
Import

3.8 Scheduler

The scheduler is used to set the automatic reboot for the router. You can define the settings for this via System >
Scheduler.

Syslem Nabwork Sannces Firowall Qos VPN Tools Application Status
Your password have security risk, please click here to change!

Scheduler
Reboot
Enabla -
Tima 000 v
Danys Everyday v
Apply | Cancel
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Name  Description

Enable | Switches the Auto Reboot on or off

Time Time when the TK100 router should be rebooted

Days Select “Everyday” for daily rebooting

3.9 Upgrade

In this area, the router provides you with an interface for updating the firmware. To be reached via System > Up-
grade.

System Metwork Senaces Firewall QoS VPN Toois Application  Status
Your peassword have secunty nsk, please chck hare to changel

Upgrace

Sada] he fie 1D use
Ko e selactad Brewsa..

Curment Version | V3534
Current Socfioacer Wiersion | 1.1.3.r4506

To update the system, use the Select file button to select the update file (e.g. TK100-V3.5.xxx.bin) in your file system.
Click the “Upgrade” button and confirm the start of the upgrade

. 0:14

Upgrading firmware...
It will take about 1-5 minutes depending on network. Please wailt and don't Interrupt!

After successfully updating the firmware, click Reboot to restart the TK100.

3.10
3.11 Reboot

If you need to reboot your router, select System > Reboot. Then click “OK” to reboot the system.

razeazn

Confirm Reboat ¥
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3.12 Logout

To log out from the system, click System > Logout and confirm the logout with “OK”.

& 1szaeazn

Coanfiem Logout 7

Wrdrre J'mlﬂ'u:ln'uuprrl vor 19X 1687 1 verkseion

L
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4 Network

Use the network settings to configure Cellular, WAN/LAN Switch, LAN, Link Backup, VRRP, IP Passthrough, Static
Route

4.1 Cellular

In this menu area you define and configure the dial-up of your router. Can be reached via Network > Cellular.

Check the entries and select a preset network provider under SIM1 Network Provider, or add a self-created profile
of a provider:

You can obtain the APN, dial-in number, user name and password from your local network provider. Ask them for
the details.

Via Show Advanced Options you can make further settings, such as the PIN code if it is set on the SIM card.
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Name Description Standard
Enable Enables the dialup function Enabled
Time Schedule Set time for online and offline (see also 3.2.1.1) All
Shared  Connec- | Enabled - device connected to router Enabled
tion (NAT)

Default Route Mobile radio interface as standard route to the Internet Enabled
Network Provider | Select local ISP, if not listed here select “Custom” Custom

(ISP)

APN APN parameters supplied by the provider internet.t-d1-de
(Telekom)

Access Number Dial-up parameters provided by the local ISP 99**1#

Username Username provided by the provider tm

Password Password provided by the local ISP tm

Network  Select | Select mobile network type (2G, 3G, 4G only) Auto

Type

Connection Mode

Connection mode: Router is always online

Always Online

Redial Interval If dial-up fails, the TK router dials again after this interval 30 seconds
Show  Advanced | Allows configuring advanced options Disabled
Options

PIN Code Field for the PIN number of the SIM card Empty
MTU Set MTU (Maximum Transmisson Unit) 1500
Authentication PAP, CHAP Auto

Type

Use Peer DNS Enable the option to accept peer DNS Enabled
Link Detection In- | Setinterval for connection detection (0 = disabled) 55 seconds
terval

Debug Enable debug mode Disabled
Debug Modem Enable debug modem Disabled
ICMP  Detection | Monitor Traffic: Only when no data is flowing a Keep Alive pingis | Monitor Traffic
Mode sent at regular intervals

ICMP  Detection | Setserverfor ICMP detection; empty field means none is available | Empty
Server

ICMP Detection In- | Setinterval for ICMP detection 30 seconds
terval

ICMP  Detection | Set timeout for ICMP detection (TK100 is restarted on ICMP time- | 20 seconds
Timeout out)

ICMP  Detection | Set maximum number of retries if ICMP fails 5

Retries
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4.1.1 Schedule Management

Schedule management (next to “Time schedule “):

Enable v
Time schedule ALL 'I Schedule Management

Here you can run your own dialup strategy, i.e. you can specify here over three time ranges when the router should
be online.

Sem  Hewd Swaes  Frees O e Tt saaeen
Fawe (o]
CT——
e e e S0 e SR Wesamages s
ey E B @ @ ® WeE1200  [H0GM00 (000000 [Wechenium e
Name Description Standard
Name Name for the schedule | Schedule_1
Sunday Sunday Empty
Monday Monday Enabled
Tuesday Tuesday Enabled
Wednesday Wednesday Enabled
Thursday Thursday Enabled
Friday Friday Enabled
Saturday Saturday Empty
TimeRangel | Settimerangel 9:00 - 12:00
Time Range2 | Settimerange?2 14:00 - 18:00
Time Range 3 | Settimerange3 0:00-0:00
Description Describe configuration | Empty

You can also create multiple schedules if, for example, different working hours apply on one working day.

4.2 WAN/LAN Switch

Here you can set up a new WAN (Wide Area Network) or make settings for your LAN. To be reached via Network >
WAN/LAN Switch. Under this tab you can decide whether the port should be used for WAN or LAN.

Systom Nutwvork Serdices Firewall QoS VPN Tools Application Status
Your password have security risk, please click here to change!
WAN
Typa Dynamic Address (DHCP) v |
Shared Connection(NAT) Static IP
Dwfault Route Dynamic Adcress [DHCP)
MAC Addrass Disatied Sefaul ]
. Defaut ¥ |1

Apply | Cancel
On this page the type of the WAN port can be set:
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Name Description Standard

Type Static IP Dynamic Address (DHCP) ADSL Dialup (PPPoE) Disabled | Disabled

Only one WAN type can be enabled at a time. Enabling one type disables another.

4.2.1 StaticlP

Static IP can also be used for configuring the LAN.

Systom Matwork Services Firewall QoS VIPM Tools Application Status
Your password have securily fisk, please click hené o change!
WAN
Typir Static P v
Shared Connection|MNAT) o
Default Reute L
MAC Address 00:18:05:0C-C3:-08 Dwetaull | Clone |
IP Address 162.168.2.254
HNotmask 255,255 2550
Gatoway 162.168.2.1
MTU Defaul * 1500
Multi-IP Settings
IP Address Hetmank Description
Apply ] Cancel
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Name Description Stan-
dard
Type Static IP Dis-
abled
Shared Connection (NAT) Enabled - local device connected to router can access | En-
the Internet abled
Default Route Mobile radio interface as standard route to the Inter- | En-
net abled
MAC Adress Set MAC address (button Default = standard, Clone = | Default
newly created MAC address)
IP Address Set IP address for WAN port 192.168.1,29
Netmask Set netmask for WAN port 255.255.255.0
Gateway Set WAN gateway 192.168.1}1
MTU Set the Maximum Transmission Unit (MTU), the op- | Default
tions “Default” and “Manual” are possible. =1500
Multi-IP Settings (a maximum of 8 addi-
tional IP addresses can be defined)
IP Address Set another IP address for LAN Empty
Netmask Set netmask Empty
Description Describe settings Empty
4.2.2 Dynamic Address (DHCP)
Dynamic Address can also be used for LAN settings.
System Matwork Services Firawall OoS VPN Tools Application  Status
Your password have security risk, please click here to change!
WAN
Typ [Ernamlc Address (DHCP) v |
Shared Connaction{NAT) +
Dwdault Route <+
MAC Address 00:18:05:0C:C3:98 | Default | Cione
MTU Detault * 1500
Apply | Cancel
Name Description Standard
Type Dynamic Address (DHCP) Disabled
Share Connection | Enabled - local device connected to router can access the Internet Enabled
(NAT)
Default Route Mobile radio interface as standard route to the Internet Enabled
MAC Address Set MAC address
MTU Set the Maximum Transmission Unit (MTU), the options “Default” and | Default =
“Manual” are possible 1500
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4.2.3 ADSL Dialup (PPPOE)

System Network Services Firewall QoS VPN Tools Application Status
Your password have security risk, please click here to change!

WAN
Type ADSL Dialup (PPPoOE) v
Shared Connection(NAT) i
Default Route v
MAC Address 00:18:05:0C:C3:9B | Default | Clone
MTU Default v 1492
ADSL Dialup (PPPoOE) Settings
Username
Password
Static IP
Connection Mode Always Online v
Show Advanced Options 4]
Service Name
TX Queue Length 3
Enable IP head compression
Use Peer DNS v
Link Detection Interval 55 Seconds
Link Detection Max Retries 10
Debug
Expert Options
ICMP Detection Server
ICMP Detection Interval 30 Seconds
ICMP Detection Timeout 20 Seconds
ICMP Detection Retries 3
| Apply Cancel |
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Name Description Standard

Type ADSL Dialup (PPPoE) Disabled

Share Connection | Enabled - local device connected to router can access the Internet Enabled

(NAT)

Default Route Mobile radio interface as standard route to the Internet Enabled

MAC Address Set MAC address

MTU Set the maximum transmission unit (MTU), the options “Default” and | Default =
“Manual” are possible 1492

ADSL Dialup (PPPoE)

Settings

Username Set username for dialing in Empty

Password Set password for dialing in Empty

Static IP Enable static IP addresses Disabled

Connection Mode Set connection mode (“Connect on Demand”/”Always On- | Always
line”/”Manual”) Online

Show Advanced Op-

tions

Show advanced op- | Enable advanced configuration Disabled

tions

Service Name Here you can enter a name for the service Empty

TX Queue Length Set the length of the transfer queue 3

Enable IP head com- | Click to enable IP header compression Empty

pression

Use Peer DNS Enable peer DNS for users Disabled

Link Detection Interval | Setinterval for connection detection 55 sec-

onds

Link Detection Max Re- | Set maximum number of retries for link detection 10 (times)

tries

Debug Select to enable debug mode Disabled

Expert Options Set expert parameters Empty

ICMP Detection Server | Set server for ICMP detection Empty

ICMP Detection Inter- | Settime for ICMP detection 30

vall

ICMP Detection Time- | Settimeout for ICMP detection 3

out

ICMP Detection Retries | Set maximum number of retries for ICMP detection 3
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4.3 Link Backup

This option secures connections between wireless WAN and Ethernet WAN. If one WAN fails, the TK100 automati-
cally uses the other. You can configure this under Network > Link Backup.

System Metwork Senaces Firewall QoS VPN Tools Apphcation Stabus
Your password have secunty nisk, please click h

Link Backup
Enable
Backup Mode | Hot Falover ~
Main Link |'I'l'm """:
ICHMP Detection Server
Backup Link [Cebir1 v |
ICMP Detection Interval 0 Seconds
ICMP Detection Timeout 3 Seconds
ICMP Detection Retnes 3
Restan Interface When ICMP o
Failed
| hpply | Cancel |
Name Description ’ Standard
Enable Enable the connection backup service Disabled
Main Link Selection of WAN, dialup and WAN (STA) as main WAN possible WAN
ICMP Detection Server | ICMP can ensure a connection to a specific destination Enabled
ICMP Detection Inter- | Time interval between ICMP packets 10
val
ICMP Detection Time- | Timeout for the individual ICMP packets 3 (sec-
out onds)

ICMP Detection Re- | If no retry of ICMP detection was successful, the backup connection is | 3
tries selected

Backup Link Select backup link Dialup
Backup Mode Hot Backup / Cold Backup Hot
Backup

4.4 VRRP

The Virtual Router Redundancy Protocol (VRRP) is a method for increasing the availability of important gateways
in local networks by means of redundant routers. Several physical routers are combined into a logical group. This
group of routers now presents itself in the network as a logical virtual router. For this purpose, the logical router
is assigned a virtual IP address and a virtual MAC address. One of the routers within the group is defined as the
virtual master router, which then binds the virtual MAC address and the virtual IP address to its network interface
and informs the other routers of the group, which act as virtual backup routers. You can set up this function under
Services > VRRP.
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Systom Matwork

Enabls VRRPI
Group 1D
Pricity
Advedtisemaent Interval
Virtual IP
Authentication Type
Monitor

Enable VRRP-II
Group 1D
Priority
Advedtisemant Intonval
Virtual IP
Authentication Type
Mondtor

Apply | Cancel

Sorvices Fingarall QoS
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VPN Tools Appleation  Staius

Your password hawve secunty risk, please click here to change!

w
= [254:highest)

-
1
20
80 T Seconds

|

i

2 -

10 T (254 highest)

B0 v Soconds
E—
Hone b
None *

VRRP

The TK100 series offers the possibility to create two different VRRP (VRRP | and VRRP I1) groups.

Name Description Standard
Enable VRRP-I Select to enable VRRP Disabled
Group ID Select group ID for router (range 1- | 1
255)
Priority Select priority for router (range 1- | 20 (the larger the number, the higher the priority)
254)
Advertisement Set advertisement interval 60 seconds
Interval
Virtual IP Setvirtual IP address for the group | Empty
Authentication Optional: Typ “None/Password | None. If Password Authentication is selected, a pass-
Type Authentication” word can be assigned
Virtual MAC Virtual MAC address Disabled
Monitor Checking the WAN connection None
Enable VRRP-II Select to activate VRRP Disabled
Group ID Select group ID for router (range 1- | 2
255)
Priority Select priority for router (range 1- | 10 (the larger the number, the higher the priority)

254)

Advertisement Set advertisement interval 60 seconds

Interval

Virtual IP Set virtual IP for the 2nd group Empty

Authentication Optional: Typ “None/Password | None. If Password Authentication is selected, a pass-
type Authentication” word can be assigned

Virtual MAC Virtual MAC address Disabled

Monitor Checking the WAN connection None
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4.5 IP Passthrough

Here you can assign the WAN IP to a device connected to a LAN port.

System Matwork Sarvicas Firewall QoS5 VPHM Tools
Your password have security risk, please click here to change!
IP Passthrough E
Enable IP Pagsthrough =
IP Passthrough Moda DHCP Dynamic ~
DHCP Lease 2 Minutes

Apply | Cancel

Only one device can get this IP address and access the Internet. The LAN port should be of the Static type. The
function does not work with a link backup.

4.6 Static Route

Hereitis possible to add static routes. Static routes provide your router with additional routing information. Under
normal circumstances, the router has sufficient information when configured for Internet access, and no additional
static routes need to be configured. Static routes need to be set only in exceptional circumstances, such as when
your network contains multiple routers or IP subnets. You can add static routes under Network > Static Route by
clicking the Add button.

Systemn Mabwork Services Firgrwall QoS VPN Tools Application Slatus
Your password have security risk, please click here to change!

Static Route
Destination Netmask Gateway interface Description
0.00.0 255.255.285.0 0.0.00 v
Apply Cancel
Name ’ Description ’ Standard ‘
Destination | SetIP address of the destination Empty
Netmask Set subnet mask of the destination 255.255.255.0
Gateway Set gateway of the destination Empty
Interface Optional LAN/WAN port access to destination | Empty
Description | Freely selectable name for the static route Empty
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5 Services

Within the service settings you configure the DHCP service, DNS forwarding and other related parameters.

5.1 DHCP Service

The Dynamic Host Configuration Protocol (DHCP) is a communication protocol in network technology. It enables
the assignment of the network configuration to clients by a server. In this way, devices in the network can be
assigned IP addresses dynamically. You can reach this service under Services > DHCP Service.

Systam Motwork Soricos Firaravall oS VPN Tools Application Status

Your password have security risk, please dick here to change!

DHCP Service
Enable DHCP .
IP Pood Starting Addross 192.168.2.2
IP Pool Ending Address 192.168.2.100
Lia s 60 Mirutes
DNS 182.168.2.1 Edit
Windows Name Serser (WINS)  0.0.0.0
Static DHCP
MAC Addresd IF Address Heat
00:00:00:00:00:00 | 192.168.2.2
Agply | Cancel
Name Description Standard
Enable DHCP Click to enable DHCP Enabled
IP Pool Starting Address Set start IP address of the DHCP pool 192.168.2.2
IP Pool Ending Address Set end IP address of the DHCP pool 192.168.2.100
Lease Set valid lease time for the IP address received from | 60  min-
the DHCP server utes
DNS Set DNS server (click on Edit) 192.168.2.1
Windows Name Server Set WINS Empty
Static DHCP (a maximum of 20 IP ad-
dresses can be set)
MAC Address Set MAC address of a designated IP address Empty
IP Address Set static IP address 192.168.2.2
Host Set hostname Empty
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5.2 DNS

Up to two DNS servers can be entered here if the router is part of a domain network that uses DNS for address
resolution. You can enter the data under Network > DNS.

Syslem Mabaodi Sonvices Firarwrall OoS ViEN Tools Application Status
‘Your password have security risk, please click here to changea!
ONE
Primary DNS 182.168.2. 100
Soecondary DNS CEEY ]
Apply | Canced
Name Description ’ Standard

Primary DNS Set Primary DNS Empty

Secondary DNS | Set Secondary DNS | Empty

5.3 DNS Relay

When DNSrelay is enabled (by default, if DHCP is set up), the IP address of the router is assigned to the DHCP clients
as the DNS server. All DNS requests to the router are forwarded to your ISP’s DNS servers. If DNS Relay is disabled,
the Router assigns the ISP’s DNS servers to the DHCP clients. You can access these settings via Services > DNS Relay.

Sysbormn Nabaori Services Firgwall oS VPN Tools Application Status
Your password have security risk, pleasa dick hene 1o changa!

DNS Relay
Enable DNS Ralay +*

Static [IP address <=> Domain Hame] Pairing

IP Address Host Description *

With the Add button up to 20 DNS pairs can be created.

Description Standard
Enable DNS Relay Click to enable DNS for- | Enabled (after en-
warding abling DHCP)

Static (IP Address <-> Domain Name) Pairing (hoch-
stens 20 DNS-Paare)

IP Address Set IP address <-> DNS | Enable
pairs
Host Set IP address name <-> | Empty
DNS pairs
Description Describe IP address <-> | Empty
DNS pairs
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5.4 DDNS (Dynamic DNS)

DDNS or dynamic DNS is used if the WAN connection does not have a fixed public IP address, but services are still
to be accessed externally. Since the IP address of the provider can change again and again with a normal WAN
connection, a secure setup, e.g. of a VPN tunnel, is not possible. Therefore one uses providers of dynamic DNS
servers, which make sure that your WAN connection always gets the IP address. You can reach the configuration

via Network > DDNS.

System Network

Dynamic DNS ==> WAN

Current Address
Service Type

Dynamic DNS ==> Dialup

Current Address
Service Type
URL
Username
Password
Hostname
Wildcard
MX
Backup MX
Force Update

Last Update
Last Response

Apply Cancel

Services Firewall
| Disabled v
37.80.83.157

No-IP.com v

http://www.no-ip.com/
gh-admin
welotec.ddns.net

(]

(]

(@]

2018-10-01 13:49:17
2018-10-01 13:49:17 Update successful.

QoS VPN Tools
Your password have security risk, please click here to change!

DDNS

weLoilrec

Application

’ Standard

Name Description
Current Address | Show current IP address | Empty
Service Type Select DDNS provider Disabled

a byte smarter

Status

There are various setting options for different DDNS service providers. These are selected via the service type.
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Syslem Matwork Sorvices Firowall QoS VPN Tools Application Slatus
Your password have security risk, please click hene to change!

DDONE
Dynamic DNS ==> WAN

Current Address
Service Type

Dynamic DNS ==> Dialup

Current Address

Service Type
URL

Usernama

Password —
Hadtname wehdles ddng nel
Wildcard
MX
Backup MX
Force Update

No-IPisused here as an example for the setup. For this, you need a No-IP account, which you have to create yourself.
There are various providers here, some of which are free of charge, but some of which are subject to a charge. The
assignment of the Dynamic DNS can be assigned to the WAN as well as to the dialup connection.

Dynamic DNS === Dialup

Current Address 37.80.83.157

Service Type Mo-IP.com A
URL htp:fiwadan, nd-ip.com/

Username gh-admin

Password srmmrnrnas

Hostname welotec.ddns.net
Wildeard

MX
Backup MX

Force Update

Last Update 2018-10-01 134917

Last Response 2018-10-01 13:49:17 Update successful.

Apply Cancel
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Name Description Standard
Service Type DynDNS - Dynamic Disabled
URL http://www.dyndns.com/ gesetzt
Username Registrierter Benutzername fiir DDNS Empty
Password Registriertes Kennwort fiir DDNS Empty
Hostname Registrierter Hostname flir DDNS Empty
Wildcard Kann aktiviert werden, wenn Wildcard genutzt werden soll | Disabled
MX Eintragen eine MX-Records Empty
Backup MX Can be activated if MX-Record should run as backup Disabled
Force Update Forces the account to be updated Disabled
Last Update Shows when the IP address was last changed

Last Response | Indicates when the service was last communicated with

5.5 SMS

The TK100 can be reached via SMS from the outside and reacts to various commands sent via SMS. You have the
possibility to query the status of the device or to restart the device. The router is configured via Services > SMS.

System Natwork Services Firgwall QoS VPN Tools Application Status
Your password have secunty risk, please click here to change!

SMms

Enabda -
Status Query (English Only)
Raboot (Englsh Oniy)

SMS Access Control
Dwfaul Policy Accept v

Phins Number Acticn Description
491TZIZM56TE Acoept T | |1. 545 Emplanged
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Name Description

Enable Click to enable or disable SMS control Dis-
abled

Status Set status request SMS to display the status of the router via SMS (e.g. : show status) Empty

Query

Reboot Lets the router reboot Empty

SMS Access

Control

Default Pol- | Block or Accept control SMS from specific phone. Ac-

icy cept

Phone Enter the phone numbers for sending SMS to the router. The format for the mobile | Empty

Number number is 491712345678 (please do not enter +49 or 0049)

Action Accept or block the previously entered phone number Ac-
cept

Description | Description for the created data set Empty

To be able to send an SMS to the router, the mobile number of the inserted card must be known. The SMS is then
sent to this number.

s Tolgkomde ¥ WM PisSYED
¢ Mossages 0170 BEEEEER ~ Contact

Host:RP8121307193023,U

ptime:
5001s,State:Up(37. Su.
135)

@ | Send
QWERTZUI OFP

A|S|DIF|GIH]JK]L

ivxcvaumn

T

23 @ 0 Leozocren | Reum

SMS that you receive on your cell phone:

Host: (SN);

Uptime: (the operating time of the router at the time of this restart);
State: (Online/Offline) (Wireless WAN IP)

LAN: (Ready) (LAN-IP)
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5.6 Traffic Manager

The Traffic Manager can be used to provide the data consumption of the dial-up connection interface. You can
configure this service under Services -> Traffic Manager.

System Metwork Senices Fuewal =] WM Tacls Applcation  Stabes
Your passwend hine secunty sk please cick heee i changs!

Tratt: Manager
Enabie a8
Fart Doy 1
My Ty et ] [~
Wt Cwer Loty Thieshol! | Ol Repasing -
Las! 4 Hoips —
i —— J Lok
e ' 2E-riourd Thoeshoie wﬂ“
Trxer papct when encsecss [
Advarced )
By Cancal 1
Description
Enable Click to enable or disable SMS control Dis-
abled
Alarm Thresh- | Setsthe amount of data in MB per month at which an alarm should be generated. If | Empty
old 0 is set as the value, no alarm is generated
Disconnect Wird der eingestellte Wert erreicht, wird die Einwahlverbindung unterbrochen Empty
Threshold

The amount of data used can be checked at any time under Traffic Statistics (see 3.8.3)

5.7 Alarm Manager

The Alarm Manager can be used to generate various alarms. You can configure this service under Services -> Alarm
Manager.

Systom Hotwork Soavices Firgwall QoS VPN Taols Application  Status
Your password have security risk, please click here (o changa!

Alarm Manager
Alarm Input
System Service Faull
Mamaory Low /
WAN Link-UpDown ]
LAN Link-Up/Dawn ]
Dialup Up/Diowm o
Traffic Alarm
Traffic Disconnect Alarm
SIMAUIM Card F ault
Signal Cueality Fault

Alarm Output

Caonsok -

Apply | Cancel
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Name Description Standard

Alarm Inout Select here the areas for which an alarm is to be generated None

Alarm Output | Here you can choose whether the alarms should be issued via the console or not | Selected
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6 Firewall

The Firewall menu item allows you to set the parameters for the router’s firewall. Various settings are possible here.

6.1 Basic

Here you can configure the basic settings of the firewall.

System Mabwork Sanices Firowall QoS VPN Tools Application Status
Your password have security risk, please click here to change!

Basic
Dwfaul Filter Policy Mccpl ¥
Block Anonymous WAN
Requasts (ping)
Filbor Multheast -
Defond DioS Anack o
Apply Cancel

Description

Default Filter Policy The options “Accept” and “Block” are possible. Accept

Block Anonymous WAN Request | Enableto block pingrequests generated anonymously fromthe | Dis-

(ping) network abled

Filter Multicast Click to enable filtering of Multicast En-
abled

Defend DoS Attack Click to enable Defend against DoS attacks En-
abled

6.2 Filtering

At this point you can filter what the firewall should let through and what not. Various configurations are possible
here, which you can reach via Firewall > Filtering.

Systern Mabwork Services Firarwall oS VPN Tools Application Status
Your password have secunity risk, please dick here 1o changea!

Filtering
Enable Prots Source Source Port  Duatination Permon | Action Leg Description
Yea TCP 00,000 THO-TINY 182 188242 THi0 Accupt Yes Tast
# AL v | 0.0.0.00 Accept v
Apply | Cancel
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Name Description Standard
Enable Click to enable filtering Enabled
Protocol Selection of the protocol. Possible options are “TCP” / “UDP” / “ICMP” All
Source Set source IP address Empty
Source Port Set source port if corresponding protocol was selected Empty
Destination Set destination IP Empty
Destination Port | Set destination port if corresponding protocol was selected Empty
Action Selection whether settings should be allowed (Accept) or blocked (Block) | Accept
Log Click to enable logging of settings Disabled
Description Describe configuration Empty

6.3 Content Filtering

The content filter in the firewall allows to filter the call of special URL’s, which can then be blocked or allowed. You
can create the configuration under Firewall > Content Filtering.

Systoam MNatwork Sanices Firerwall QoS VPN Tools Application Stalus
Your password have security risk, please click here to change!

Content Filtering

Action Leg Ducription
- Accepl  *

Name Description Standard
Enable Enable or disable the content filter function Enabled
URL Enter the URL to block or filter Empty
Action Selection whether URL is blocked (Block) or allowed (Accept) | Erlaubt
Log Can be enabled for logging Disabled
Description | Describe configuration Empty

6.4 Port Mapping

NAT-PMP (NAT Port Mapping) allows a computer in a private network (behind a NAT router) to automatically con-
figure the router so that devices behind the router can be reached from outside the private network. It essentially
controls what is known as port forwarding. NAT-PMP, like UPnP, allows a program to request all incoming data from
outside on a specific TCP or UDP port. You can perform the configuration under Firewall > Port Mapping.
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Sryatee Heatweirs. s ] Frowal OeS WPM Tk Al gt Gt
Wil password Purned SOCURSy Fisie. lanse Clol heed 10 charge!
ot Mapping ==
Enatis Froto Source Service Port -termal Addenn m"‘"‘" Lea Batwmad ity i - e TN Dwncrptan
¢ TCP LT 1T O 13 AT 13 (P :Mnnt-d
Apply | Cancel

Name Description Stan-
dard

Enable Enable or disable port mapping En-
abled

Protocol Selection of TCP, UDP or TCP&UDP protocols TCP

Source Enter source IP 0.0.0.0/0

Service Port Enter the service port 8080

Internal Address Set internal IP for mapping Empty

Internal Port Set port mapping to “inter” 8080

Log Click to enable port mapping logging Dis-
abled

External Address (Optional) / | Used in conjunction with VPN. For port forwarding with VPN, the vir- | Empty

Tunnel Name (OpenVPN) tual IP address of the TC router must be entered here

Description Describe the meaning of the individual assignments Empty

6.5 Virtual IP Mapping

ThelIP of aninternal PC can be assigned to a virtual IP. An external network can access the internal PC via this virtual
IP address. You can set up this configuration under Firewall > Virtual IP Mapping.

Gysiem [ Servican L (=0 VPN Tosly Appicaton Statuy
Your password have security fisk, pleass ook bens 1o change!
Wrtesl 1P Magging = =
Wirtaal B0 o Rosdge
Stnrie P Range (Examgiec *1,1.1.17, "L 00", "1.1.1.1 - 22227
Erabiy Vi # Rl Loy Dttty
i
Aepy | Canesl
Name Description Standard
Virtual IP for Router | Setvirtual IP for router Empty
Source IP range Set range of source IP addresses | Empty
Virtual IP Set virtual IP Empty
Real IP Set real IP Empty
Log Enable logging for virtual IP Disabled
Description Describe configuration Empty
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A Demilitarized Zone (DMZ) refers to a computer network with security-controlled access to the servers connected

toit.

The systems set up in the DMZ are shielded from other networks (e.g. Internet, LAN) by one or more firewalls. This
separation allows access to publicly accessible services while protecting the internal network (LAN) from unautho-

rized access from the outside.

The purpose is to make services of the computer network available to both the Internet (WAN) and the intranet

(LAN) on a secure basis.

A DMZ provides protection by isolating a system from two or more networks.

Intranet Intranet DMZ

(LAN) (LAN)
Router (WAN) Router (WAN) — *
DT it ganas P DT it Tossd FW
Sysbom Motwork Sarvitos Findearall QoS VPN Teols Applicabon Status
Your password have security risk, please click here to change!
DMz

Enable DMZ +*

DMZ Host |

Sourct Addioss Range {Optional Examphe: *1.1.1,1% *1.1.1.004%, *1.1.1.1 . 22229
Interiace -

By mapping all ports and the external PC, you can access all ports of the device connected to the TK100.

With this function it is not possible to assign the management port of the TK100 (e.g.: 80 TCP) to the port of the

device. To forward port 80, change the management port of the router under System > Admin Access.

Name Description ’ Standard

Enable DMZ Click to enable DMZ Disabled
DMZ Host Set DMZ host IP Empty
Source Address Range | Set IP address with restricted IP access Empty
Interface Selection of the corresponding interface | Empty
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6.7 MAC-IP Bundling

MAC IP bundling means assigning a predefined IP address to a defined MAC address. Thus the given MAC address
always gets the same IP address. You can reach this menu item under Firewall > MAC-IP Bundling.

System MNabwork Servicos Firgrarall DS WPN Tools Application Status
Your password have security risk, please click here 1o changa!
MAC-IP Bundling

BAC Address P Address Descripbon
00-00:00-00:00:00 19216822

ﬂ,pw_f.‘-a-w

If a firewall blocks all access to the external network, only PCs with MAC-IP bundling will gain access to the external
network.

Name Description Standard
MAC Address | Set MAC address for bundling | Empty
IP Address Set IP address for bundling 192.168.2.2
Description Describe configuration Empty

6.8 NAT

In computer networks, Network Address Translation (NAT) is the collective term for procedures that automatically
replace address information in data packets with other information in order to connect different networks. They
are therefore typically used on routers.

Use of Source NAT (SNAT)

It allows devices with private network addresses to connect to the Internet. Private IP addresses cannot usually be
routed by the provider, so they must be translated into a public, routable IP address. The TK100 has implemented
this function, which enables communication between different networks. In addition, a relevant security aspect is
found in NAT, since a public IP address cannot be traced back to the associated private IP address.

Use of Destination NAT (DNAT)

This is used to offer services that are operated on computers under a single IP address. Itis often referred to as port
mapping or port forwarding.

Saudere. Ftanh Sy Fevant b N oy Ao o Shah
o panawond havl oty b, peuna chol hees o ohange!
AT =
Lo ] Poyin e By Puei Garplegi Cpsir gl gt imirioyy Ve ke Tt Fard Loy L ]
B AT - [ w| BBBLA BOAMS | BhbD
e
s ]

Configuration - To configure NAT, go to the Firewall menu item and select the NAT subitem - Here you will find a list
of all existing NAT rules - New NAT rules can be added using the Add button
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In the TCP/IP world, QoS describes the quality of a communication service from the user’s point of view. Network
service quality is often defined on the basis of the parameters bandwidth, delay, packet loss and jitter.

The network load influences the quality of the transmission. For example, how long does it take for a data packet to
reach the recipient? For this reason, attempts are made to mark data packets with corresponding service classes.
Prioritized data packets are then forwarded preferentially in routers or switches. In the TK 500 series it is therefore
possible to limit and allocate the bandwidths accordingly. You can set this up via “QoS”.

7.1 IPBW Limit

Under the menu item QoS > IP BW Limit you can limit the down- or upload bandwidth and bind it to IP addresses,

as well as prioritize them.

Eptem et airs Lorwne Frowst Ol WP Tosds Mgl gt jLTE )

Your password hane secunty rsk, ploase cick hane ko change!

W Lima !
[Enabile -
Drvaiaded Buirnchvrscih kLol sty
Upoaid] liwredaiadih bl BEE'n
it CELLULAR »
Hetit Dowrload BasSwiat
I}“H'Jﬁlﬁ T;;“m m . Dt Pt
Mopy | Cancat
Name Description Standard
Enable Click to enable Disabled
Download Bandwith Set the bandwidth for download 1000 kbit/s
Upload Bandwith Set the bandwidth for upload 1000 kbit/s
Interface Selection of the interfaces to which the bandwidthis to be allocated | Cellular
Host Download Bandwith
Enable Enable the function Enabled
IP Address Specifying the IP address for mapping Empty
Guaranteed Rate (kbit/s) Specification of the guaranteed bandwidth in kbit/s 1000
Priority Priority assignment Medium
Description Rule description Empty
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8 VPN

A VPN (virtual private network) is a closed logical network in which the participants are physically separated from
each other and connected via an IP tunnel. With this VPN, you can access a local network, e.g. the company net-
work, while on the road or from your home office. This requires VPN software that is both communicating with the
network’s router and installed on the computer you want to use to access the network. There are different types
of VPN connections (tunnels) that can be configured under this menu item on the TK 500 series.

Srste e Sarees T ol PN Tocis Appicance  Stakus
fiour parssword havar security risk, please chck heew bo changa!

PN = =]

[P Frran [t el eagn 1 P pmatary Fhasa § P aeatery “"'D‘ml

Eriitis DPD. bl
i L ‘]
Facsder RGBT Y gL _:;'-"' i ?Mww:th"m.l
ES Sorven Miishe Llar Liode Liaressly Actsated - tetrma cssns

MOOSeo0nds ;u:"-m

P a1

Dt Prorbenct
¥ prmte] Sarerp ¥ &
Dt WAL

Overview of the existing VPN connections. With Add a new tunnel can be created, see 3.6.2.

8.1 IPSec Settings

In this menu item you configure the settings for IPSec, which can be reached via VPN > [PSec Settings.

Systern Notwork Sorvices Firgwall o VPN Tooks Application  Status
Your password have security risk, please click here to change!

IPSec Settings

Enabla NAT-Travarsal (NATT) Ea

FK‘L:'E!I_ alrve Bme intorval of &0 g da

Enable Compréssion L

Dabiug

Forco NATT

Dynamic NATT Pont

Apply | Cancel

Name ’ Description Standard
Enable NAT-Traversal (NATT) Click to enable Disabled
Keep alive time interval of NATT | Set the duration for maintaining the NATT | 60 Seconds
Enable Compression Enable or disable compression Enabled
Debug Switch debug mode on or off Disabled
Force NATT Switch Force NATT on or off Disabled
Dynamic NATT Port Enabling or disabling a dynamic NATT port | Disabled

The address change via NAT is interpreted by a VPN gateway as a security-critical change to the data packets, the
VPN negotiation fails, and no connection is established. These problems occur, for example, when dialing in via
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some UMTS mobile networks, where the network operator’s servers do not support address conversion in connec-
tion with IPSec-based VPNs.

In order to be able to successfully establish a VPN connection in these cases, NATT (NAT Traversal) provides a
method to overcome these problems when handling data packets with changed addresses.

NATT can only be used for VPN connections that use ESP (Encapsulating Security Payload) for authentication. Un-
like AH (Authentication Header), ESP does not take the IP header of the data packets into account when determin-
ing the hash value for authentication. The hash value calculated by the receiver therefore corresponds to the hash
value entered in the packets

8.2 IPSec Tunnels

Via VPN > IPSec Tunnels you can set up an appropriate tunnel.
System Network Services Firewall QoS VPN Tools Status

IPSac Tunnals
Edit IPSec tunnel

Show Advanced Options o
Basic Parameters
Tunrel Mame IPSec_tunnel_1
Destination Address 0000
Startup Modes Auto Actrvated r
Restart WAN when failed o
Megotiation hMoce Main Mode v
IPSec Protocol ESF »
IPSec Moce Tunnal Moda  *
VPN over IPSec Mone v
Tunnel Type Subnel - Subnel *
Local Subnet 182.168.2 1
Local Netmask 255.255.255.0
Remaote Subnet 0.0.0.0
Remate Metmask 255.255.255.0
Welotec GmbH www.welotec.com
Zum Hagenbach 7 info@welotec.com

Page 49
48366 Laer +49 2554 9130 00



weLoTec

a byte smarter

Phase 1 Parameters

IKE Policy JDES-MD5-DH2 -
IKE Lifetime 86400 Seconds
Local ID Type IP Address
Remote ID Type IF Address v
Authentication Type Shared Key *
Key
XAUTH Parameters
XAUTH Mode ”

XAUTH Usermnamse
XAUTH Password

MODECFG
Phase 2 Parameters
IPSec Policy JDES-MD5-96  *
IPSec Lifetime 3600 Seconds
Perfect Forward Serecy(PFS) MNone v
Link Detection Parameters
DPD Time Interval G0 Seconds((: disable)
DPD Timeout 180 Seconds
ICMP Detection Server
ICMP Detection Local IP
ICMP Detection Interval G0 Seconds
ICMP Detection Timeout 5 Seconds
ICMP Detection Retries 10

save | Cancel

This page presents the web-based parameters for the TK100.

Name Description

Show Advanced Options Click to enable Advanced Options
Basic Parameters
Tunnel Name Name for the tunnel
Destination Address Set the destination address of the IPSec VPN server
Startup Modes Possible modes are “Auto Active” / “Triggered by Data” / “Passive” / “M
Restart WAN when failed WAN interface is restarted if tunnel establishment fails
Negotiation Mode Optional: “Main Mode” or “Aggressive Mode”
IPSec Protocol Optional: “ESP” or “AH”
IPSec Mode Optional: “Tunnelmode” or “Transport Mode”
VPN over IPSec L2TP or GRE over IPSec
Tunnel Type Selection field for various settings
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Table 1 — continued from previous page

Name Description

Local Subnet Set protected IPSec subnet (Local)

Local Netmask Set protected IPSec subnet mask (Local)
Remote Subnet Set protected IPSec subnet (remote)
Remote Netmask Set protected IPSec subnet mask (remote)

Phase 1 Parameters

IKE Policy Multi selection for the policy

IKE Lifetime Set IKE validity period

Local ID Type Selection of “FQDN” ; “USERFQDN” or “IP-Address” possible
Remote ID Type Selection of “IP-Address” ; “USERFQDN” ; or “FQDN” possible
Authentication Type Selection of “Shared Key” or “Certificate” possible

Key (If the authentication type “Shared Key” is selected) | Set IPSec key for VPN negotiation
XAUTH Parameters

XAUTH Mode Enable XAUTH

XAUTH Username XAUTH Username

XAUTH Password XAUTH Password

MODECFG MODECFG
Phase 2 Parameters

IPSec Policy Multi-selection list for the policy

IPSec Lifetime Set IPSec validity period

Perfect Forward Secrecy (PFS) Optional “Disable”; “Groupl”; “Group2”; “Group5”
Link Detection Parameters

DPD Time Interval Set DPD Time Interval

DPD Timeout Set DPD Timeout

ICMP Detection Server Set server for ICMP detection

ICMP Detection Local IP Set local IP for ICMP detection

ICMP Detection Interval Set interval for ICMP detection

ICMP Detection Timeout Set timeout for ICMP detection

ICMP Detection Max Retries Set maximum number of retries for ICMP detection

8.3 GRE Tunnels

Generic Routing Encapsulation (GRE) is a network protocol developed by the Cisco company and defined in RFC
1701. GRE can be used to wrap other protocols and thus transport them in an IP tunnel. GRE uses the IP protocol
47, the GRE header is structured as follows:

C|R|K|5|s|Recur Flags Ver Frotocol Type

Checksum (optional) Offset (optional)

Kay (optiocnal)

Sequence Nusber (optional)

Routing (optional)

A GRE packet therefore consists of an IP header, a GRE header and the actual payload. You can set up this GRE
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tunnel under VPN > GRE Tunnels.

Spnterm ] Sepreewy F raacail Dl VPN Tooki Agplaton Seab

GRE Tunnets =
T T E— T E— T E— T -
-t
Appy | Cancel

Name Description Standard
Enable Click to enable Enabled
Tunnel Name Set name for GRE tunnel tun0
Local Virtual IP Set local virtual IP 0.0.0.0
Peer Address Set peer address 0.0.0.0
Remote Virtual IP Set virtual IP of the remote network 0.0.0.0
Remote Subnet Address | Set remote subnet address 0.0.0.0
Remote Subnet Netmask | Set remote subnet mask 255.255.255.0
Key Set the key for the encryption of the tunnel | Empty
NAT Click to enable NAT function Disabled
Description Add description Empty

8.4 L2TP Clients

Layer 2 Tunneling Protocol (L2TP) is a network protocol that tunnels frames of OSI model link layer protocols
through routers between two networks over an IP network. L2TP routers and the IP connections between them
appear as L2 switches. The L2TP client establishes the connection to the L2TP server here. You can reach the
configuration via VPN > L2TP Clients.

Syrem etwork S Fugwal -5 VPN Toois Applcaton St
Your password harve security risk, phease cick hore 1o changs!
L2TP Clients = =

Bare Bl Db iy Lol P Bdckeas. Bmon F Adareis Rrwsd Sratek Corwrane Timd

Click on the Add button to start the configuration of the L2TP client.

Welotec GmbH www.welotec.com
Zum Hagenbach 7 info@welotec.com

Page 52
48366 Laer +49 2554 9130 00



weLoTec

a byte smarter

System Metwork Services Firewall QoS VPN Tools Application Status
Your password have secunly risk, please click here to chs
L2TP Cllents
Enabie o
Tunnel name L2TP 1
L2TP Sereer
semame
Password

L2TP Serder Mame
Startup Modes
Authentieaton Type
Enable Challenge Secrets.
Local IF Address

Remate IP Address
Remate Subnet

Remate Metmask

Multi Remote Subnet

Link Detection Intenval

Max Retres for Link Detection

Enakble NAT

MTU

MR

Enable Debug

Expert Options{Expest Only)

| save | Concel |

255.355.355.0

S00

JULOL 1

Seconds

Welotec GmbH
Zum Hagenbach 7
48366 Laer

www.welotec.com
info@welotec.com
+49 2554 9130 00

Page 53



weLoTec

a byte smarter

Name Description Standard
Enable Enables the tunnel settings Enabled
Tunnel Name Set name for the tunnel L2TP_TUNNEL_
L2TP Server Set the address of the L2TP server Empty
Username Set username for server Empty
Password Set password for server Empty
L2TP Server Name Set names for server [2tpserver
Startup Modes Set modes for startup: “Auto Activated”; “Triggered by Data”; “Manually | Auto Acti-
Activated”; “L2TPO-verIPSec” vated
Authentication Type | Set authentication type “CHAP”; “PAP” CHAP
Enable Challenge Se- | Select to enable secret keys (challenge) Disabled
crets
Challenge Secrets If Enable Challenge Secrets is enabled, the secret key can be entered | Empty
here
Local IP Address Set local IP address Empty
Remote IP Address Set remote IP address Empty
Remote Subnet Set remote subnet Empty

Remote Subnet Net-
mask

Set remote subnet mask

255.255.255.0

Link Detection Inter- | Setinterval for link detection 60

val

Max Retries for Link | Set maximum number of retries for link detection 5
Detection

Enable NAT Click to enable NAT Disabled
MTU Set MTU parameters 1500
MRU Set MRU parameters 1500
Enable Debug Mode | Click to enable debug mode Disabled
Expert Options Set expert options Empty

8.5 PPTP

Clients

PPTP (Point to Point Tunneling Protocol) is a VPN tunneling method for remote access connections. It is based on
the Remote Access Server for Microsoft Windows NT including authentication. A PPTP client is integrated not only
in Windows, but also in Linux and MacOS. Set up the PPTP client under VPN > PPTP Clients.

Sysiem L] T Frwwal [+ ] VPH Souniy Apphcaton  Slaws
Yiour password hane security risk, pleass click Fene to changa!
PPTP Clients
Pk Turnradl D ripiion Locsl I Address Raemotn I Addreay Turwwi Yiwton Corrated T
L] Sruiren Cretisd Sriatn
] 4 ]

To set up a new PPTP client, click on the Add button. To view details of an existing PPTP client, click the Show Detail
Status button. After clicking the Add button, you can make the following configuration settings.
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Edit PPTP Tunnal

Enabla

Tunnal name

PRTF Sarvar
Usamamea

Passwaord

Startup Modes
Authantication Type
Local IP Address
Remate IP Address
Ramate Subnet
Remate Matmask

Link Detection inlerval
Max Retrias for Link Datection
Enabla NAT

Enable MPPE
Enable MPPC

MTU

MR

Enabla Dabug

Expuent Options|Expan Only)

save | Cancel
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Name Description Standard
Enable Click to enable Enabled
Tunnel Name the name for the tunnel (set automatically) PPTP_tunnel_
PPTP Server Set address for PPTP server Empty
Username Set username for server Empty
Password Set password for server Empty

Startup Mode Set modes for start: “Auto Activated”; “Triggered by Data”; “Manu- | Auto  Acti-

ally Activated” vated
Authentication Type Set authentication type: “PAP”; “CHAP”; “MS-CHAPv1”; “MS- | Auto

CHAPv2”
Local IP Address Set local IP address Empty
Remote IP Address Set remote IP address Empty
Remote Subnet Set remote subnet Empty
Remote Subnet Netmask | Set remote subnet mask 255.255.255.0
Link Detection Interval Set interval for link detection 60
Max Retries for Link De- | Set maximum number of retries for link detection 5
tection
Enable NAT Click to enable NAT Empty
Enable MPPE Click to enable MPPE (Microsoft Point to Point Encryption) Empty
Enable MPPC Click to enable MPPC (Microsoft Point to Point Compression) Empty
MTU Set MTU parameters 1500
MRU Set MRU parameters 1500
Enable Debug Mode Click to enable debug mode Empty
Expert Options Only for Welotec R&D Empty

8.6 OpenVPN Tunnels

OpenVPN is a free software for setting up a Virtual Private Network (VPN) over an encrypted TLS connection. The
OpenSSL library is used for encryption. OpenVPN uses either UDP or TCP for transport.

OpenVPN is licensed under the GNU GPL and supports operating systems such as Linux, Windows, iOS and a variety
of customized Linux-based endpoints such as TK 500 and TK 800 series routers.

On the TK100 configuration page, select the VPN > Open VPN Tunnels options as shown below:

Syem Metwork Soruon Frewal Qof VRN Tools Apphcaton  Saata
Your password hane securnity risk, please chok here bo change!

SenvPN Tusnein . i

Eratin Has T PR [IEIE
Frosdunfeaof 13 183 1]

Yen g Ph_T_1 iy Corrasite &y 0000 50
1EF 88 30— rid ni8 3 O

Click Add to add a new OpenVPN tunnel. With Show Detail Status you can view the status of an already configured
OpenVPN tunnel.
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Systom MNatwork Sorvces Firowall QoS VPN Tosls
Your password have security risk, please
OpenVPN Tunnels

Edit CPENVPN Tunnel

Turinsl namae OpenVPH_T_1

Enable £

Mode Clent v

Predocol uop

Pan 1184

OPENVEN Server 182.188.2.12

Authentication Type X509 Cent "

Pre-shared Koy

Local IP Addross 182.168.3.0

Ramate IP Address 192.168.2.0

Romabe Subnat

Remaote Metmask 2552552850

Link Datecton Irerval 80 Seconds

Link Datection Timacut el Seconds

Renegotiate interval BE4DO Seconds

Enable NAT -

Enable LZO ]

Encryption Algorithems AES(I56) *

KTU 1500

Max Fragment Size

Dobug Lovel Warn v

Interface Type TUN *

Expen Options(Expant Orily)

Save | Cancel | Delete
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Name Description

Tunnel name

Preset

Enable Enable this configuration

Mode Select “Client” or “Server” mode
Protocol Selection of the “UDP” or “TCP” protocol
Port Default port for OpenVPN is 1194

OPENVPN Server

IP or DNS of the OpenVPN server

Authentication Type

Selection of the authentication type. Depending on the selection, dif-
ferent fields are available

Pre-shared Key

Set static password if Pre shared Key, shared key or TLS-AUTH is se-
lected

Remote Subnet, Remote Netmask

Set static route of the router, always in the direction of the peer’s subnet

Username/Password

If User/Password is selected, the corresponding data is entered in these
fields

Link Detection Interval, Link Detec-
tion Timeout

Always use default

Renegotiate Interval

Always use default

Enable NAT Set NAT mode, in the meantime routing mode is disabled
Enable LZO Enable LZO compression

Encryption Algorithms Set encryption algorithm, must match server

MTU Always use default, 1500

Max Fragment Size

Maximum size of individual packets

Debug Level

Selection of debug outputs in the log

Interface Type

TUN /TAP

Expert Options (Expert Only)

More OpenVPN commands (only for experienced users)

8.7 OpenVPN Advanced

This configuration page is only used for the OpenVPN server and provides advanced functions. You can reach this
menu item via VPN > OpenVPN Advanced.

St Mt pa, St Fwmat Cos ] Tes Appheatn  SAA
Your passwornd v security risk, please chck e 1 change!
CpeRVEN Atvanced ==
Ercible Clusdt-ao- i | S
Mide Oely)
Cleent Managemen
Dttty e » Posvageg  JEPUTMOIO MRS ocnt pints Rt Rerne fran; R
# O
A
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Name Description

Enable Client-to-Client (Server Mode | Enable client access to other clients

Only)

Client Management

Enable Enabling the function

Tunnel Name Tunnel name of the client

Username/Common Name Username (using username/password mode) or common name in CA
(CAmode)

Client IP Specify the client IP address

Local Static Route Subnet of the client

Remote Static Route Subnet of the server

CA can only be created from the customer’s PC, not from TK100.

8.8 Certificate Management

Under the menu item VPN > Certificate Management you can include the certificates that you want to use for your
VPN connections. You can also export already existing certificates.

Bystam Matwork Sorvices Firgravall Ood VPN Tools Application SAabus
Your password have security risk, please click here to change!

Cenificate Management
Certificate Managemant
Enabla SCEP |Simpla
Cartificate Enrcilmant Protocol)
Prodect Koy
Prodact Key Confim
Mo Bl slached, Browse... Impodt GA Certficate | Export CA Cerntficate
Mo fle selected. Browse... Impoat CRL | Export CRL
M Bl dslietied, Browss... | Import Public Key Cemtificats | Export Public Key Certificats
Bl il Seheched, Brerase. .. Impait PRCS12 | Expeit PRCS12
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Name Description Standard
Enable SCEP Click to enable
Protect Key Set a key to protect the certificates Empty
Protect Key Confirm Confirm the key to protect the certificates Empty
Import/Export CA Certificate Import or export CA certificate Empty
Import/Export Certificate (CRL) Import or export CRL certificate Empty
Import/Export Public Key Certifi- | Import/export public key certificate Empty
cate
Import/Export Private Key Cer- | Import or export private key certificate Empty
tificate
Import/Export PKCS12 Import or export PKCS12 (private key and X.509 certificate) | Empty
Browse Via Browse the respective file is selected and can then be | No file se-
imported lected
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9 Tools

The tools are useful tools and include PING detection, trace route, connection speed tests, etc.

9.1 PING

Select the item Tools > Ping if you want to test if there is a connection to the network/Internet.

Systorn Nestwork Sorvicos Firgwall QoS VPN Tools Application  Status
Your password have security risk, please click here 1o change!

PING

Host Bass Ping

Ping Count 4

Packet Size 32 Bytas

Expart Options

PING B.8.8.8 (8.8.8.8): 32 data bytes

40 bytes from 8.8.8.8: icep_segqe=0 ttl=117 time=138.2 mi

48 bytes from 8.8.8.8: icep_steqel ttl=117 time=36.0 ms

40 bytes from 8.8.8.8: icmp_seged tele117 time=25.0 ms

40 bytes from 8.8.8.8: fcmp_seqed tile117 times24.2 ms

v 8.8.8.8 ping statistics .-

4 patkets vrandaitted, 4 packets recelved, OX packet loss

round -trip adnfavgimax = 24.2/53.3/108.2 s
Name Description Standard
Host Destination for PING Empty
Ping Count Set number of PINGs 4 times
Packet Size Set packet size for PING | 32 Byte
Expert Options | Expert Options Empty
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9.2 Traceroute

Traceroute (tracert) determines via which routers and Internet nodes IP data packets reach the queried computer.
You can enter the data under Tools > Traceroute.

Sysiem Hatwork Senvics. Frowal = VPN Tools Apphcation Satus
Your password have security risk, please cick hare 10 changs!

Traderoute
Hi Beas Trace
Maximism Hops o0
it i Soconds
Protocol UopP ¥
Exprt Options
1 .
3 =
y =uw
"R
§ =@
M
7 ==
B B0.1%5.5.07 (B0.1%.5%.17) I7.680 w4 18.8M st 21.380 w8
% MI.5A18.04 (MT.5.00B.04) 27020 ms 27.RAD ma 26680 m%
i BT REE. IR ARA (@7 RRE.IDE.ADA) XS TAD ms  DALTED s 26660 ms
TR
12 60, 249,94, 186 (66, 24904, 144) 40,600 84 FI16.209.%6.0%0 (116, 209.56.0%0) 3. TID @4 216.209.60.7%8 (216.209.63.754) 27.040 &%
13 109,85, 240,177 (P09,.8%,240.177) 15,000 ®5 108.079.233,3% (108.070.233,3%) 25.180 e 216.139.48.79 (116.239.48.79) I7.200 =%
14 gpoogle-public-dns-a.google.com (8.8.8.8) 75,040 w4 26,000 = 73,500 mn

Name Description ’ Standard

Host Destination for Trace Route Empty
Max Hops Set maximum number of hops | 20

Time Out Set timeout 3 seconds
Protocol Optional: ,ICMP*“/,,UDP* UDP
Expert Options | Expert Options Empty

9.3 Link Speed Test

Test the connection speed via upload or download. Please select this area via “Tools > Link Speed Test.

Hyntam Hataors Tricmn Frwmzll (= WPN Tools Applcaton L= T
Yiour password have security risk, phease cick hene 1o change!
Link Speed Teat = 2]
Yy My it B vpoad | Sdwnioad

Via the Browse button you can upload a corresponding file from the computer. The file should be between 10 and
2000MB in size. After selecting the file, click on the Upload button. The result will be displayed
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9.4 TCPDUMP

The TCPDUMP function reads data in the form of packets sent over the network and displays them on the screen
or saves them to files.

System MNebwork Senvices Fireswall QoS VPN Toaols Appheaton Status
Your password have securily ek, please click here o chan

TCPDUMP
Interface ANY W
Caplure Mumber 10 (10-1000)
Expert Oplions
Start Caplure | Stop Capture Download Capture Fle
Welotec GmbH www.welotec.com
Zum Hagenbach 7 info@welotec.com

Page 63
48366 Laer +49 2554 9130 00



weLoilrec

a byte smarter

10 Application

Under the menu item Application you will find the possibility to connect your router with the management solution
SMART EMS of the company Welotec.

10.1 SMART-EMS

Syatem Netwoek Services Firewal QoS VPN Tools Appication  Status
Your password have security risk, please click here 1o chamn

SMART-EMS
Server URL
LPSErmidimes adrm
Passwoid SEEEEE

Conladt interval Hours

Send running config O
Write stariup ]

Apply | Cancel

www.welotec.com
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11 Status

Under “Status” you can view information about system, modem, network connections, routing table, device list
and protocol.

11.1 System

Select Status > System from the menu to retrieve information about your system.

Systern Mebwork

Nama

Serial Numbar

Dascription

Carrent Viersion

Currant Bootoadar Viersion

Routar Tima

PC Tima

Lhp Dy

CPL Load (1757 15 mes)

Momony consumplion
TotalFraa

Services Firawall QoS VPN Tools Application Status
Your password have security risk, pleasa click here to change!
System
Rouatar
RLE151823435201
THS25L
2. 304848
1.1. 354580

2018-10-01 18:21:57
2018-10-01 16:21:58

0 day, 02:31:53
0.38/0396/70.1M

27.TIMB 7 5,864 00KB (20.85%)

Syne Time

This page displays the status of the system, including information about the name, model type, current version,

etc.

11.2 Modem

Check the status of your modem under Status > Modem.

System Madwork

Dialup

Satus

Signal Lovel
RS3I

Ragistor Slatus
IMENESH) Coda
IMS1 Coda
MNabwodk Typd
PLKN

LAC

Call ID

Senvices Firerwall CoS VPN Tools Application Status

Your password have sacurity risk, please click here 1o change!

Modem

modom is ready

=i (22)

5 dBm

g iserged
BETATTO25051750
2E2011406930165
4G

2620

2EE2

0IE13103

Here you can view the status of the modem including the signal strength.
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11.3 Traffic Statistics

If you want to view the data consumption of the SIM card in the TK100, then you can do this under Status > Traffic

Statistics.

Systom Matwork

Bialup

Manth Recehe Traffic
Month Transmd Traffic
Day Racaive Trafhic
Dy Tranamit Trafic
Hour Receive Traffic
Hour Transmit Traffic

Clear

Servicos

1,T43KB
3,54TKB
1.7T43KB
3,54THB
70018
TEATEB

Firerwall Cod
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Application Slatus

Your password have security risk, please click here to change!

Traffic Statistics

Here you can see the data that was received or transmitted monthly, daily and hourly. Via the button “Clear” you
can reset the entries to 0.

11.4 Alarm

Check the alarms generated by the TK100, e.g. created under 3.3.7. in the Alarm Manager. You can access this menu
item under Status > Alarm.

Syslem Matwork

il L
i
£

INFO
IMFO
INFO
INFO
INF O
INFO
INFO
INFO
INFO
INFO
INFO

Servichs

Clear AN Alanms | Confirm All Alaems

Firgeavaall QoS

Applcation Status

Your password have secunty risk, pkease click here to change!

Date

Fri Sop 28 16:36:50 2018

Thu Sap 27 1653 14 2018
Tish Masg 1 150112 2007

Thu Sop 30 1547 27 2018
Tus Sy 18 152815 2018
Thu Sisp 20 14:57 40 2018
Tioh Sap 18 152030 2018
T S 18 1520040 2018
Tish Sep 18 152616 2018
Tish Sasp 18 160010 2018
Tise Ausg 1 1400271 2N7

Contert

Inbarfacn collular changad state 10 D
Indpefaco colluler chuangod stalo 1o up
Indaefiscay Collulir Changdad Siala 10 up
IndarTacd Collular Chuangod Sia% 10 Goan
Ity Coplbuliil ERngid S58% 16 UD
Ity Corlulsd CFunead SEA% 10 Gmany
i Tty Comlbulied EFuaneied SE%0 16 LD
Db Tacay Collulied CPangeind S5 10 LD
Indiriacey collubil Changsd 5680 10 D
Inditascay codbild Changnd SEA% 10 doan
Intariac collular changed siate 10

In this example, the monthly limit of the SIM card has been reached. With the button “Clear All Alarms” you can
clear all alarms and with “Confirm All Alarms” you confirm that you have taken note of the alarm.

11.5 Network Connections

Via Status > Network Connections you can get an overview of the network connections of the TK100.
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System Neatwork Sarvices Firewall QoS VPN Tools Application Status
Your password have security risk, please click here to change!
Network Connections
WAMN
MAC Address 00:18:05:0C:C3:88
Connection Type Dynamic Address (DHCP)
P Addrass 0.0.0.0
Netmask 0.0.0.0
Gateway 0000
DMS 0.0.0.0
MTU 1500
Status Renewing...
Connection time
Remainding Leasa 0 dlary, 00:00:00
Rengw | Release
Connection Type Dialup
IP Address 378083157
Matmazk 255.255.2565.252
Gaboway 378083158
DNS 10.74.210.210.10.74.210.211
MTU 1500
Status Conneciad
Connaction time 0 day, 02:36:53
Conmect | Disconnsct
LAN
Connection Type Static IP
MAC Address 00:18:05:0C:C3:8C
IP Address 182.168.2.1
Mtmask 2552552550
Gabteway
DNS
MTU 1500

Here you can see at a glance the network connections via WAN, dialup or LAN.

11.6 Route Table

If you want to have an overview of the routing table in TK100, select Status > Route Table from the menu.

Sysborn Mabwork Sanveces Frowall Qas VPN Tools Application Status
Your password hawve security nsk, please click here to change!
Route Table
Destination Hatmask Gateway Metric Interface
T 18 20 255 255 294 295 0000 o )
AT B0 ER15E 255 255 2948 252 0000 o] cuslilar
TR 20 255 2552550 o00n o] land
121000 255000 oo0p o] B
dirfaun 0000 AT BD A3 158 =] cishar

After clicking on Route Table you will see the routing table of the TK100.
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11.7 Device List

System Metwork Services Firewall CoS VPN Tools Application Status
Your password have sacurity risk, please click here o changa!

Dewice List
intarface MALC Address P Agdress # [Host
sk SC B G A% ES DS ¥T B0 B3 155
[E] OOH0E B CD ZAFE 162 18 2132

Under the menu item Status > Device List all devices connected to the TK100 are displayed.

Overview of the devices connected to the TK100.

11.8 Log

Documentation of the system events (logs) of the TK100. You can reach this area under Status > Log.

System Fatwork Borviows Frwaall Qas VPN Tools Applicaticn Status
Your password have security risk, please click hera 1o changea!

Pyt i e RO THTIC R, 0P AT Bl STl ) S et - S00NE Srepoents | Mol Tl Wil AT — S00nSg PR
Ot 112 o £013] TN TAF e Tuni oponasd

nOBCE
nobcs  Oct 1 W2 opsrmpr|£015] TUM TAP TX quaus gt sef 1o 100
notes  Oct § W8 H 1Y cgmarmpr 8l 15] do_ifoonly B-rgelel, B doonlg gl setupe
notck  Oct 1 IS 212  opempn{E0S) sharviiconig tund 190 168 30 posntopoent 192 188 210 miu 1500
notcw Ok 1 2913 opearepr 2013 g OpanPH_T_1 g tan 1500 1557 193 188 3.0 102 1882 0
il Oct 1 02 LN B OpasrdVPR_T_ 8 jihun up 190 18000 0 b VEEE SEG8LE 0, Sy mba 5001, bk imia 5557
i
detaxy  Oct 1 W22 m’f‘;“_ 8 ACL Fule. erabind b acoeet & log. [proto: 1,0 00000 port T110 THES o 100 1882 12 poet TAI0 | Test
s
debigy Okt 1 162912 i bt appRyng MAC- I ruley
o 1 i DpeBT
iy Ot 1 W 20012 v 4500, crlemal ok srerliscn rawTe naol gt
[ Ot 1 12 mfﬁ FindusbeTel_iuitob o
33 DEn T - .
[ Oct 1 W20 12 e Bl ALY diowers, neofl e ow Sormain nubes
iy Ot 8 16 20012 W[!m Gl connaction Lk i opsTVEn up
nobos  Oct 1 W3 opmrmprf el 15] LD bk ol [urciad]
notcy Ot 1 WIIE  opeenprfe0iS]  UDPwE ek semole. [AF_INET)RZ 908 3 13 1104
Plo Ot 182917  udhcpopesn) Seorusry i
[ Ot 1 182015 [T e BT S D
Clear Log Downkoad Log File Downigad System Dlagnosing Data

This page displays the system log, which can be downloaded here.

It may happen that problems cannot be diagnosed and rectified immediately. In these cases, we ask you to send
the diagnostic log to Welotec. To do this, click on “Download System Diagnosing Data”, and then send us the log
with a description of the error to [support@welotec.com][Email: support@welotec.com]

11.9 Third Party Software

Here are the software terms and licenses from all third party vendors related to the TK100 router series.
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System Htwork e Frewal [+ VPN Toois Apphcaton Sty
Your password hived Securtty fisk, phirasa chick hre: bo change!

Third Party Softwars Notices = =]

The copyrights for cértain portions of the Softwane may be owned of licensed by other third parties (“Third Party Softwane™) and
used and distributed under license. The Third Party Motices includes the acknowledgements, notices and lcenses for the Third
Party Software, The Third Party Notices can be viewed via the Web Interface. The Third Party Software is licensed according to the
applicable Third Party Software license notwithstanding anything to the contrary in this Agreement. The Third Party Software
contains copyrighted software that s licensed under the GPULGPL or other copyleft licenses. Coples of those licenses are
inciuded in the Third Party Notices. Welotec's warranty and liability for Welotec’s modification to the software shown below is the
same as Welotec's warranty and liability for the product this Medifications come along with, It is described in your contract with
Welotec (including General Terms and Conditions) for the product. You may obtain the complete Corresponding Source code from
us for a period of three years after our last shipment of the Software by sending a request letter to:

Welotec GmbH, Zum Hagenbach 7, 48366 Laer, Germany

Please include “Source for Welotee TKS00™ and the version number of the software in the request letter. This affer is valid to
anyone in receipt of this information.

bridge-utily

Y104

Ciprytigghed (] 2000 Lasrrrsie? Byt

Thel [ogF i i Wid SORWEAS. Y0 A OB i Mty My f ifded e 10e97el ©f this GNU Geinfubd' B Pt L ool Jel [ousbsliilrobd vy Wob F ik S0t F oo s olliledh, i 7 ol
tha Licenss. The program & dairiboed by The holder of s Coppright in tha hops ®ab 8 will b usehl, bot WITHOUT ANY WRRRANTY by ®u holdesr of tha Copyrght, withaot sven
thas el weerante of MERCIANTARE ITY o FITRESS FOR A PARTICUN AR PURPOSE San e CNL Ganssl Pubie | rsnas e mons detsis
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12 Technical Data

12.1 Device properties

Property Value

Dimensions (Wx HxD) | 90x90x25mm
Operating voltage 230VACto9V-36VDC
Approval CE compliant

12.2 Environmental requirements

Property Value

Operating temperature range | -20to +70°C

Air humidity 5-95 %, non condensing
Concussions IEC 60068-2-27

Free fall IEC 60068-2-32

Vibration IEC 60068-2-6

12.3 Radio frequencies
12.3.1 Radio frequencies LTE Europe

Fre- Frequency range and transmission power

quency

Band 1 Frequency range Down: 2110 MHz - 2170 MHz Frequency range Up: 1920 MHz - 1980 MHz Max.
transmission power: 200 mW

Band 3 Frequency range Down: 1805 MHz - 1880 MHz Frequency range Up: 1710 MHz - 1785 MHz Max.
transmission power: 200 mW

Band 7 Frequency range Down: 2620 MHz - 2690 MHz Frequency range Up: 2500 MHz - 2570 MHz Max.
transmission power: 200 mW

Band 8 Frequency range Down: 925 MHz - 960 MHz Frequency range Up: 880 MHz - 915 MHz Max. transmis-
sion power: 200 mW

Band 20 | Frequencyrange Down: 791 MHz - 821 MHz Frequency range Up: 832 MHz - 862 MHz Max. transmis-
sion power: 200 mW

Band 28 | Frequencyrange Down: 703 MHz - 748 MHz Frequency range Up: 758 MHz - 803 MHz Max. transmis-
sion power: 200 mW
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12.3.2 Radio frequencies UMTS Europe

Fre- Frequency range and transmission power

quency

Band 1 Frequency range Down: 2110 MHz - 2170 MHz Frequency range Up: 1920 MHz - 1980 MHz Max.
transmission power: 251 mW

Band 8 Frequency range Down: 925 MHz - 960 MHz Frequency range Up: 880 MHz - 915 MHz Max. transmis-
sion power: 251 mW

12.3.3 Radio frequencies GSM Europe

Fre- Frequency range and transmission power

quency
GSM 900 | Frequency range Down: 925 MHz - 960 MHz Frequency range Up: 880 MHz - 915 MHz Max. trans-
mission power: 1995 mW

GSM Frequency range Down: 1805 MHz - 1880 MHz Frequency range Up: 1710 MHz - 1785 MHz Max.
1800 transmission power: 40 mW

12.3.4 Radio frequencies LTE Asia

Fre- Frequency range and transmission power

quency
Band 1 Frequency range Down: 2110 MHz - 2170 MHz Frequency range Up: 1920 MHz - 1980 MHz Max.
transmission power: 200 mW
Band 3 Frequency range Down: 1805 MHz - 1880 MHz Frequency range Up: 1710 MHz - 1785 MHz Max.
transmission power: 200 mW

Band 7 Frequency range Down: 2620 MHz - 2690 MHz Frequency range Up: 2500 MHz - 2570 MHz Max.
transmission power: 200 mW

Band 8 Frequency range Down: 925 MHz - 960 MHz Frequency range Up: 880 MHz - 915 MHz Max. transmis-
sion power: 200 mW

Band 20 | Frequencyrange Down: 791 MHz - 821 MHz Frequency range Up: 832 MHz - 862 MHz Max. transmis-
sion power: 200 mW

Band 28 | Frequencyrange Down: 703 MHz - 748 MHz Frequency range Up: 758 MHz - 803 MHz Max. transmis-
sion power: 200 mW

12.3.5 Radio frequencies UMTS Asia

Fre- Frequency range and transmission power

quency

Band 1 Frequency range Down: 2110 MHz - 2170 MHz Frequency range Up: 1920 MHz - 1980 MHz Max.
transmission power: 251 mW

Band 8 Frequency range Down: 925 MHz - 960 MHz Frequency range Up: 880 MHz - 915 MHz Max. transmis-
sion power: 251 mW
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12.3.6 Radio frequencies GSM Asia

Fre- Frequency range and transmission power

quency
GSM 900 | Frequencyrange Down: 925 MHz - 960 MHz Frequency range Up: 880 MHz - 915 MHz Max. transmis-
sion power: 1995 mW

GSM Frequency range Down: 1805 MHz - 1880 MHz Frequency range Up: 1710 MHz - 1785 MHz Max.
1800 transmission power: 1000 mW

12.3.7 Radio frequencies UMTS Global

Fre- Frequency range and transmission power

quency

Band 1 ' Frequency range Down: 2110 MHz - 2170 MHz Frequency range Up: 1920 MHz - 1980 MHz Max.
transmission power: 251 mW

Band 8 Frequency range Down: 925 MHz - 960 MHz Frequency range Up: 880 MHz - 915 MHz Max. transmis-
sion power: 251 mW

12.3.8 Radio frequencies GSM Global

Fre- Frequency range and transmission power

quency

GSM 900 | Frequency range Down: 925 MHz - 960 MHz Frequency range Up: 880 MHz - 915 MHz Max. trans-
mission power: 1995 mW

GSM Frequency range Down: 1805 MHz - 1880 MHz Frequency range Up: 1710 MHz - 1785 MHz Max.
1800 transmission power: 40 mW
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13 Support

Send an email to the following address in case of problems with installation and operation: [sup-
port@welotec.com][Email: support@welotec.com]
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14 CE Declaration
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Declaration of conformity

Holder:

Welotec GmbH
Zum Hagenbach 7
48366 Laer
GERMANY

declares that the product:

Product:
Industrial Wireless Router

Identification:
TR1XXK-XX { with X 0 to @ or A ta 2 or nothing)

Complies with:

- Low Voltage Directive 2014 /35/EU

< EN 62368-1 :2014 +A11:2017
-  Radio !qmpmul‘lt Directive 2014 /53 /EU:

ETSI EN 301 328 v2.2.2 (2019-07)

o ETSI EN 301 489-1 v2.2.3 (2019-11)

o ETSIEN 301 48%-17 v3.2.3 (2020-07)
ETSL EN 201 489-52 V1.1.0 (2016-11)
ETSI EN 301 511 V12.5.1 (2017-03)
ETSI EN 908-1 V13.1.1 (2018-11)
ETSI EN 908-2 V11.1.2 (2015-08)
ETSI EN 908-13 W13.1.1 (2019-07)

= ENG62311:2008
- EMC Directive 2014/30/EU

= [EN 55032:2015

& EN 55035:2017

o EN 61000-3-2:2014

o EN 61000-3-3:2013
-  RoHS 2 Directive 2011 /65/EU & 2015/863/EU

c € Welotec GmbH

Zum Hagenbach T

D-48356 Laer
Fone vAGZ28S4 313000
L-miis i wchoiee coer
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The corresponding markings appear under the appliance,
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