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1. Introduction

We need to upgrade Acksys Router for many reasons:
e Better security to prevent WaveOS vulnerability to hackers and cyber criminals as updates keep you safe from
exploitable holes into your organization
e Increased efficiency in order to offer new and improved features and speed enhancements to make the end-
user experience better
e To guarantee to existing systems and software to be compatible

The firmware upgrade is performed in 2 steps to separate the transfer of the firmware and the upgrade itself. Therefore,
it is possible to download the firmware and perform a system upgrade later to avoid disrupting customer in service
network.

2. Requirements

Before we begin, let's overview the asynchronic upgrade on Acksys device in general that we are attempting to achieve
and the prerequisites that make it possible.
e Any ACKSYS routers
e Avalid Firmware downloaded from our extranet
e Do not turn off the product's power supply or push the reset button before the upgrade completed.
e Anend device “Laptop” to configure the router

3. Typical firmware upgrade use case

An industrial company deployed hundreds of Acksys devices on their operating machines. These machines are working
24 hours per day, 6 days per week. Upgrading the routers during production hours isimpossible, and there is operational
team on Sunday to validate the upgrade process.
The asynchronous firmware upgrade option allows to:
e Upload the FW file on all routers during working hours without impact on the current production,
e Schedule the upgrade itself when machines are not used and the routers reboot has no impact on
production.

4. Firmware upgrade process
Firmware upgrade process is performed in 2 steps:

1) Firmware file transfer from server toward router, which is independent of the system upgrade function.
Regardless of the method used for transmission, the upgrade function checks whether the file is a valid
firmware.

Depending on the router model, the downloaded firmware can be stored in the non-volatile memory (Ex: For
Railbox V2) and so survive to reboot/power off (please check the router specifications).

2) Firmware flashing process which overwrite the older firmware.
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5. UPGRADE METHODS

The only official web site to download firmware for Acksys router is at:

https://www.acksys.fr/en/support/download-center/softwares-and-drivers-downloads/

Web Interface Upgrade

If you have familiarized yourself with the upgrade process and have all of the device in order, we can start upgrading
the router using instructions provided in this section.

NOTE: Since the firmware can only be saved to RAM, once a restart is performed, the scheduled or pending
update will be lost.

With Railbox V2, when a system update is scheduled, the firmware is immediately saved in the eMMC, which
allows data to be preserved when the product is not powered.

Login to the router's WebUl and go to Tools - Firmware Upgrade —> System Upgrade:
e Select and locate the firmware image.

SETUP TOOLS STATUS

FIRMWARE UPGRADE

SYSTEM UPGRADE
CELLULAR UPGRADE

SYSTEM FIRMWARE UPGRADE

The Firmware Upgrade section can be used to update to the |atest firmware code to improve functionality and performance.Please select the firmware file, and click on Upload button.If the image is
PASSWORD SETTINGS correct, you will be redirected to next steps where you can do further configuration.

SHIE Firmware image:

NETWORK | Parcourir... | Aucun fichier sélectionné.
SAVE CONFIG / RESET

LOG SETTINGS

@ Upload I

o Click Upload

SETUP jlelo/E- 3y STATUS

FIRMVWARE UPGRADE

SYSTEM FIRMWARE UPGRADE

SYSTEM UPGRADE
CELLULAR UPGRADE

The Firmware Upgrade section can be used to update to the latest firmware code to improve functionality and performance.Please select the firmware file, and click on Upload button If the image is
PASSWORD SETTINGS correct, you will be redirected to next steps where you can do further configuration.

DEIE] Firmware image:

NETWORK | Parcourir... | PID40-1040-ku-E2148.AC.1-v4.18.5. 1.bin
SAVE CONFIG | RESET
LOG SETTINGS

#\" Uploading.
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Immediate Upgrade

The system upgrade is started as soon as your press the Apply button:

UPLOADED FIRMWARE INFORMATION

WaveO5S 4.16.01
sha256sum 500ecec01181e1b07cTbc185c0b9b8edbee 1f772f04cSthed285cT470e5ac098

@Delele firmware I

FIRMWARE UPGRADE

Schedule the upgrade: I MNow

v]
Later @ Upgrade now I

Scheduled Upgrade
You can also schedule a date and time to start the upgrade. By default, the router date and time is displayed in the
agenda. If you define a date or time in the past a message error will warn that date and time must be equal or later to

current date.
SYSTEM FIRMWARE UPGRADE

Please do not turn off the product's power supply or push the reset button before the upgrade completes.

UPLOADED FIRMWARE INFORMATION

WaveOS 41851
@Delete firmware I
FIRMWARE UPGRADE

Schedule the upgrade: ‘ Later ~

sha256sum dop! 738190014 06915dd9708784d6e4d18730C

Upgrade at (ocal time, UTC) [30/06/2023 08:48 (1|

Detected time difference between product and this PC. The time of scheduling is based on the UTC time of this PC.
This difference can be generated because of

« Time of product is not synchronized (maybe due to invalid NTP config)
« Time ofthis PC not synchronized

You can continue to schedule the upgrade, but pay attention if the time of this PC is not synchronized, the scheduling may be not correct
Warning: if the product reboots before the programmed datetime, the upgrade will be aborted and the uploaded firmware will be erased

@  Appy I

Upgrade via WaveManager
NOTE: WaveManager and router should be on time before performing scheduled upgrading and please do not power
off the router during upgrade.

Wavemanager is ACKSYS NMS to manage remotely the routers on local network, which is used to upgrade a parc of
ACKSYS routers and for maintenance purpose.
Processing steps:

1) Login in WaveManager

2) Select Product View submenu

3) Select the list of routers to be upgraded.

Copyright © 2023 ACKSYS Communications & Systems. All rights reserved. 5
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o

line

u New configuration
;S

Model » Q  State: Warning state X

Group Model Serial Product Id Firmware
Ny Airtink 000010952128 E2148ACT

Depot AP RS raieoxony 16207016 0000116FBCES

Track Side logh Ao 000019029FA8 £2148.AC1
N\easy/ Aietink 17135049 000019805219

© M & an support i

Warning state Unreachable
&
4 39

SOperpage * 0-4/4 & < > » H
Version 1P Address Description Roles.
41861 192.168.1.30 User-definable wasH0
41841 192.168.1.68 AP RED Y ]
42201@RCA 192.168.1.253 User-di
41811 192.168.1.59 salledereunion ‘x'a

4) Select and locate the firmware image (Browse to find the firmware binary file on your disk, enter the
Password if required. The password is defined in the product WEB interface (SETUP/SERVICES/DISCOVER
AGENT). Of course, if a password is defined, it must be common to all the selected products.

Firmware

Change the firmware of the selected products
Select a firmware file (.bin)

PID40-1D40-ku-E2148.AC.1-v4.18.5.1.bin

[)Delayed > Update Date 31/05/2023

Model Product Id

AirBox/14 000019029FA8

Update Time

IPV4 Address

192.168.1.253

Password

Browse sscces

00:00

Firmware

4.22.0.1@RC4

Description Result

User-definable

5)

Updates the firmware for the selected products.

» Chose if you apply the upgrade or you delayed it on a specific date

» Click Start to launch the upgrade.

When the update starts, a warning message is displayed and the status of each line changes to In progress... in
the Result column. All selected units will be updated simultaneously.

Model Product ID
AirLink 000019B78CA6
AirLink 0000198D5F88
AirLink 000019B71D12
AirLink 0000198D6AT7B

Description

User-definable
User-definable
User-definable

User-definable

IPV4 Address
10.1.1.42
10.1.1.30
10.1.1.38

10.1.1.34

Firmware Result

4.12.1.1 In progress...
4.16.9.1 n progress...
3.14.3.1 n progress...
3.18.1.1 N progress...

Copyright © 2023 ACKSYS Communications & Systems. All rights reserved.
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Upgrade via CLI

In case you want to upgrade a fleet of router without using the WaveManager or the Web interface, it is possible to
upgrade the router via CLI if ssh server is enabled on the router.

The upgrade must be performed is 2 steps:
1) You have to copy first of all the firmware already downloaded from our extranet, with WinSCP for windows
computer or SCP for Linux computer in the /tmp directory on the router with the following command:

‘ scp PID40-1D40-ku-E2148.AC.1-v4.18.5.1.bin root@192.168.1.253:/tmp/

Where:
PID40-ID40-ku-E2148.AC.1- is the firmware file's name. Replace it with your firmware's name.
v4.18.5.1.bin
192.168.1.253 is the router's IP address. Replace with your own router's IP
/tmp/ is the directory where the file will be copied to

NOTE: files are removed from the /tmp/ directory after a reboot. If you rebooted the router, you'll need to upload
the firmware file again.

Replace the firmware file's name that you are using. If you uploaded the firmware via WebUI, the name will
automatically be changed to firmware.img.

2) To upgrade the firmware, login to the router and execute the following command:

‘ sysupgrade /tmp/ PID40-1D40-ku-E2148.AC.1-v4.18.5.1.bin
Then you should wait that the router reboots and flashes the new firmware.

Deprecated SNMP upgrade method

We strongly discouraged to use SNMP as firmware upgrade method as the file transfer take very long time and could
generate timeouts in the upgrade process. (ex: SNMP transfer takes 16 minutes for a file of 41Mbytes (data rate around
43kbps)

Copyright © 2023 ACKSYS Communications & Systems. All rights reserved. 7
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6. System Upgrade Status

To monitor the upgrade status , we offer the possibility to the user to:
e Check if there is a pending system upgrade,

e Modify the date and/or time to upgrade the system,

e Cancel the pending system upgrade,
e Delete the pending firmware file.

Upgrade Firmware REVO1

WaveManager shows the upgrade status and in this case, the upgrade is done successfully in 4.18.5.1 release as shown

in the below screenshot.

Firmware change

Change the firmware of the selected products
Select a firmware file (.bin)

PID40-1D40-ku-E2148.AC.1-v4.18.5.1.bin
[IDelayed » UpdateDate 13/06/2023

Model Product Id

AirWan/17 00001D33B03B

Password
Browse Password
Update Time  00:00
IPV4 Address Firmware
192.168.1.254 4.18.6.1

Description

User-definable

Result

Success

Airwan/17 %
SN 214207d
A& 2 h B @ v [ ]

"~ DESCRIPTION

Discovery date

Last connection

08/06/2023 05:59

12/06/2023 13:14

IP Address 192.168.1.254
IMask 255.255.255.0
Gateway 0.0.0.0
Group
Product Id 000010336036
Firmware E2148.4C1

| Version 41851 |
Latitude o
Longitude 0
Description User-definable

To check if the firmware is correctly apply, let login in Router GUI and Click on Status as seen in the screenshot below:

DEVICE INFORMATION

FIRMWARE INFORMATION

WaveOs version:
Boot loader version:
Firmware ID:

55H access:

41851

3621
E2148 AC1
enabled (by configuration)

Host name:

Model:

Product version:
Motherboard ID:
Product serial number :
GNSS info:

Acksys
Airani7

Wt
000014336036
21142014

GNSS is disabled

DEVICE INFORMATION

Copyright © 2023 ACKSYS Communications & Systems. All rights reserved.
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It is possible to check the upgrade Status via SNMP command with the below OID.

OID Type Get: returned value Set
statusAsyncFirmwareExists Bool If FW file is stored or not -
statusAsyncFirmwarelnfo String Version and checksum of | -

stored FW
configAsyncTimerEnable Bool Last value Enable timer mode
configAsyncTimerMode Last value (1, 2, 3 or 99)* (1,2,3)*
configAsyncTimerMinute Unsigned int Time before upgrade Time before upgrade
sysDescr/.1.3.6.1.2.1.1.1.0 OctetString FirmWare version -

NOTE : sysDescr which is a generic OID from the Standard.

This value should include the full name and version identification of the system's hardware type,

software operating-system, and networking software. It is mandatory that this only contain printable ASCII
characters.The firmware version is obtained by the extract of the third colon separated by _ character.
Name/OID: sysDescr.0; Value (OctetString): AirLink_E2148.AC.1_4.16.9.1_UT3L

Example :Firmware version=4.16.9.1

7. ANNEX

SSH configuration in web interface
"SSH-RSA key list"
If you use the web page to manage SSH-RSA keys, the system will verify that:
e The list of downloaded keys is correct,
e The permission to access the file is correct,
e The deletion of key(s) has been carried out correctly.

S$SH SERVER CONFIGURATION

Enable 55H server

Disable password login D @ At least one public key should be uploaded in order to login via ssh if password login is disabled

Authorized keys list Index Type Comment Fingerprint

1 ssh-rsz factorywaveos@acksys.fr psHdtBMak+USB/BP25311I1dD8aDd0VRRilIng 1Bajg @

2 sshasa rsa-key-20211011 bOsiRsns RXWwIMKwDuiCA+=iL 8w TSbxloQz3MymelAw @
Add public key Choisir un fichier | Aucun fichier choisi

(@ only supports SSH-RSA

Support : https://support.acksys.fr
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