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1. DESCRIPTION

WaveManager is a Windows-based software designed to manage and control an
entire equipment fleet of ACKSYS Wi-Fi products running WaveOS firmware
version 3.18.0.1 or higher.

WaveManager

Version

WaveManager offers the following functionalities:

v' Automatic product detection

All the products detected are registered in a local database. A validation
procedure (manual or automatic) records them permanently, memorizing
their configuration checksum.

v' Regular monitoring of registered product accessibility
WaveManager will identify the products that no longer respond.

v' Regular monitoring of registered product configuration

WaveManager will identify products whose configuration has changed since
they were last validated.

v' Assistance with product update

IP address

RADIO channel

SSID

Web Server

Firmware

Whole Acksys MIB (Version 3.14.0.1)
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v’ Effective maintenance

—>

\J

RN

The possibility to restore a previous configuration or to set up a new
one for each product;

The possibility to assign a reference configuration file to one or
several products in the same series;

Firmware update for one or several products in delayed or real time;
Export of product logs and product inventory;

Product group management to ease monitoring and tracking;
Real-time status indication of products in the dashboard and in the
product list (e.g. IP conflict, unreachable...).

v' Analysis of the Wi-Fi signals of each client associated with an access

point.

—>

Ability to monitor association details about each client in real time

v' Analysis of the RSSI signal from an associated client.

VR

Ability to restore real time Wi-Fi signals by background task
Ability to generate the live trace graph

Ability to generate the history trace graph immediately
Ability to export trace data

v' Analysis of the Roaming data from a client in roaming mode.

_)
_)
—>

Ability to restore real time roaming data by the background task
Ability to generate the roaming graph immediately
Ability to save as an image

v' Analysis of the network coverage
—  Ability to scan Wi-Fi environment around the desired product

A

Warning: products located outside the local network will be detected
only if the user searches on a specific IP range.
(see 7.1 — Discover/Refresh).

| Wi-Fi products not running under WaveOS may be recognized by
W& WaveManager but will not benefit from all the software’s features.
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Installing and running the software:

WaveManager software is available for download at https://www.acksys.fr/en

(Support/Download Center/Softwares and drivers downloads / Administration tools & utilities)

I~ WaveManager only works on Windows-based computers.

— Run the installation program in a directory.
— Find WaveManager executable shortcut.

— Double-click on it:

Wﬂﬁm;a:

When launching the software, the screen will display the details of the initialization
process:

WaveManager

Version

Starting up



https://www.acksys.fr/en/support/download-center/softwares-and-drivers-downloads/
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2. WAVEMANAGER INTERFACE ACCESS

By default, there is no need to login to access the software interface.

The user has all access rights to the menus.

Bl o | o -8

= ez = =& Application seffings = Expand All Lines
= a {} By & ad AF Q [ ceolocation @ Appl i=
®) @ = & T & 6B . @ B
Discover Discover B B - . .
Refresh  Remote Products | Volidate  Setup Firmware Archives Web Server | RSSI  Roaming WifiScon | @ (EDTrack 1mn o @, DataBass Setfings [: Collapse All Lines
Actualization Product Management Tocls Lo fion ings G splay
Drag a column here to group by this column,
S S
Group Maodel Serial number Identification Firmware Version 1P Address Desaription
23 Products 3 ' RailBox/22AY 16207016 0000116F8CES E2148AC1 2401 192168168 User-definable
' WLn-RailBox/1 £2148AC1 312104 1231758154 | User-definable
b ' RailBox/1140 17052208 £99DFB E21454C1 21001 1921623889 User-d
Status : ‘
® Online 13 AirLink 17135049 000019805219 E2148.AC1 31831 192.168.1.59 salledereunion
® Unreachable =
= New b H Airgox/14 00001AD3BDOF E2148AC1 41001 User-definable
= Modified Config =
b \i- F/ AirLink 20116077 00001C3FE3SD £2148AC1 31831 1921683819 User-definaile
3 \i- ‘F/ AirLink 20116062 00001C3FBFD4 E2148AC1 31831 1921683811 User-definable
3 \ir ‘F/ AirLink 20118094 00001C3FCIA6 £2148AC1 31834 1921683812 User-definable
21 Roles
b \ir ‘Ff AirLink 20116064 0D0D1C3FCCES £2148.AC1 31831 1921683813 User-definable
3 \ir ‘F/ AirLink 20116109 00001C3FCE3 £2148.AC1 31831 1921683814 User-definable
Roles - b \i— ‘F/ AirLink 20116079 000D1C3FDAST £2148AC1 31831 1921683815 User-definaile
® Access Point
= Infra Client b \i- F/ AirLink 20116048 00001C3FEBE2 £2148AC1 31831 1921683810 User-definaile
u Mesh
& Adhoc b \i- F/ AirLink 20116132 000D1C3FFSCS £2148AC1 31831 1921683816 User-definaile
3 \ir ‘F/ AirLink 20116014 00001C3FFI29 E2148AC1 31831 1921683817 User-definable
3 \ir ‘F/ AirLink 20116157 00001C3FFBIC £2148AC1 31834 1921683818 User-definable
& & ta N/
S e e/ Airlink 20116070 00001CA006F4 £2148.AC1 31831 1921683820 User-definable 3

For security reasons, it is strongly recommended to protect access to
WaveManager by creating user accounts (see ldentification section).

DTUS074 rev A8 — February 5™ 2021
Copyright © 2021 ACKSYS Communications & Systems. All rights reserved
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3. MAIN WINDOW

WaveManager main window has five areas:

PG

1 &<
@ @ E, @v ﬁ e% Ind ,{; @ [9 Geolocation | [Ea Apelicaiion sefings | 4= Expand Alllines

2 G Discover Discover

Refresh  Remotfs Products | Validate Sefup  Firmware Archives Web Server | RSSI Roamin g Wifiscon | @ EDTrack 1mn 5 @, DoicBase Seffings | B Collapse All Lines
A IR e Tools ocdlizaion Advance SaHings Crid Display
m— —
Group Model Serial number Identification Firmuare Version IP Address Description
23 Products 16207016 0000116FBCES E2148.C1 2401 192168168 User-definable

17135049 000019805219 E2148C1 3183 192168159

Status

® Unreachable

= New

= Modified Cenfig

20116077 D0001C3FB35D E2148.AC1 31831 192.168.38.19 User-definable
20116062 O0D01C3FBFDA E2148.AC1 31831 192.168.38.11 User-definable
21 Roles
20116064 00001C3FCCBS E2148AC1 31831 192.168.38.13 User-definable
20116109 O0DO1C3FCE3 T E2148.AC1 31831 192.168.38.14 User-definable
Roles : 20116079 00001C3FDAGT E2148.4C1 31831 192.168.38.15 User-definable
A s Point
Infra Client 20116048 00001C3FEBE2 E2148.AC1 31831 192.168.38.10 User-definable
= Mesh
Adh 20116132 00001C3FFSCS E2148.AC1 31831 192.168.38.16 User-definable
20116014 00001C3FFI29 E2148.AC1 31831 192.168.38.17 User-definable
20116187 00001C3FFBEC E2148.AC1 31831 192.168.38.18 User-definable
& & t=

e i i

4 " ]

Structure description:

1. Main navigation tabs:

— Information

— Home

— Group/Zone*

2. The toolbar that applies for one or several products.
3. The dashboard, including:

— The global inventory of registered products according to their
operating status, their Wi-Fi role and their assignment to
groups/zones.

— Navigation between the Group/Zone Explorer and the two types of
inventories.

4. The footer, including;

— User information and access to WaveManager account settings™*.

— Warning message

— Log history***

— Upgrade task management™***

5. Product display.
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|

|

|

|

* The Group tab only appears if the “Managing Product Groups”
option has been checked in the Application Settings (see General).

** The user account settings only appear if the “User Management”
option has been checked in the Application Settings (see User
Settings).

*** The log history only appears if the “Log Server” option has been
checked in the Application Settings (see Log server section).

**** The Upgrade task management only appears if at least one
delayed update task is programmed (see Delayed Update).

DTUSO074 rev A8 — February 5" 2021
Copyright © 2021 ACKSYS Communications & Systems. All rights reserved
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4. TAB DESCRIPTION

4.1. Information tab

This reminds WaveManager terms of use.

[ ] WaveManager V2.12.0.1 o @ = ]
= e ~9
—

Informations

Helo INFORMATIONS

[>]=51

WaveManager version2.12.0.1
W\ Deployment centralized management software for WaveOs based Wi-Fi products
M

WaveManager can be used for all Acksys products.
To bensfit from dll ifs set of features without restriction,
Acksys products which runs WaveOS have fo be upgraded to ot least 3.18.0.1.

WaveManager supports Acksys MIB ( Version: 3.14.0.1 ).

ACKSYS

COMMUNICATIONS & SYSTEMS

Copyright © ACKSYS 2021. Allrights reserved,

Hence, to benefit, your ACKSYS products must run under at least WaveOS
version 3.18.0.1.

DTUSO074 rev A8 — February 5" 2021
Copyright © 2021 ACKSYS Communications & Systems. All rights reserved
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4.2. Help tab

It provides access to ACKSYS technical support contact information if needed.

(IR o | cowom )

Informafions

ER) ; USER GUIDE

Dedt
User Manual
‘ Accessto user guide document

CONTACT US
OFFICE

ACKSYS Communica ftions & Systems
A du Val Joy:

10 rue des Er

78450 Villepreux - France

CLIENT SERVICE
Phone: +33 (0)1 30 56 46 46
Fox: +32 (0130 56 1295

Sales: scles@acksys.fr
Technical Support: support@acksye
Web site: www.acksys.com

FOLLOW Us

Q06

The “Exit” button closes WaveManager.

r

-
f ti 3 i
Informaoafions EXIT 2

Help

e Do you really want to close the application 7

@ —> & o

DTUS074 rev A8 — February 5" 2021
Copyright © 2021 ACKSYS Communications & Systems. All rights reserved

11



ACKSYS

COMMUNICATIONS & SYSTEMS

4.3. Home

It gives access to all the features:

tab

supported by WaveManager.

the dashboard and the product

inventories

EJ Home l Group/Zone

- @

©

E & ©

[ExY
e

. K

o

@ | 1@ seclocatin

E

\Seffings | 4=

Expand Al Lines

Discover Discover ; o . .
Refresh  Remofe Products | Validate Setup  Firmware Archives Web Server | RSSI Roaming WiFiScon | (U LEDTrack 1mn 3 @, DataBase Settings [: Collapse All Lines
Actualizafion Product Management i otion Advance Seffings Grid Display
| Drag a column here ta group by this column.
(S
‘ Group Model Serial number | Identification | Firmuare ‘ Version ‘ 1P Address ‘ Description
23 Products 3 r . RailBox/22AY 16207016 00001 16F3CES E2148AC.1 4401 192168168 User-definable
i” 1 312101 1281758154 | User-definable
v ' 1140 17052208 000018E99DFB E21484C1 41001 1921633859 | User-definable
Status © St
8l Onfine » \H/ Airink 17135048 000019805219 E2148AC.1 31834 192168158 salledereunion
®| Unreachable
" New b H AirBox/14 AD38DOF £214 21001 19215838 User-definable
* Modified Config E
> w AirLink 20116077 00001C3FB35D E2148.ACT 3.183.1 1921683819 User-definable
» w AlrLink 20116062 00001C3FBFD4 E2148AC.1 3183.1 1921683811 Userdefinable
3 w AirLink 20116034 00001C3FCIAG E2148.AC.1 3483.1 1921683812 User-definable
21 Roles
» w AirLink 20116064 00001C3FCCES E2148AC.1 3183.1 1921683813 Userdefinable
v w AirLink 20116109 00001C3FCEST E2148.AC1 34831 1921683814 User-definable
Ralss 3 \H/ AirLink 20116078 00001C3FDAST E2148ACT 3.183.1 1921683815 Userdefinable
® Access Point
% Infra Client b w AirLink 20116048 00001C3FEBE2 E2148.AC.1 31831 1921683810 Userlefinable
® Mesh
& Adhoc > w AirLink 20116132 00001C3FF5C5 E2148.ACT 3.183.1 1921683816 User-definable
» w AlrLink 20116014 00001C3FF929 E2148AC.1 3183.1 1921683817 Userdefinable
3 w AirLink 20116187 00001C3FFESC E2148.AC.1 3483.1 1921683818 User-definable
| & \l @ ’\ e, |
RN \d AirLink 20116070 00001C4006F4 E2148AC.1 3183.1 1921663820 Userdefinable E

DTUS074 rev A8 — February 5" 2021
Copyright © 2021 ACKSYS Communications & Systems. All rights reserved
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4.4. Group/Zone tab

It gives access to group management to classify and sort products in parent
groups called “zones”.

As a result, products are easily findable and referenced in the infrastructure and
their display in the inventories is simplified.

Group/Zone l

& ® X ®

Clear The Content  Select All Products | Alert Settings

Add New Group Add New Zone Mancge Group/Zone Celete GroupfZone
Actions for content Advanced

New Manogement Actions for col

This tab is not available by default. The group management has to be
enabled in the “Application Settings”. (see General).

( Setfings =
APPLICATION SETTINGS
Save General SNMP Advanced Print / Export Color
Refrash
Reset
[v| Discover New Products (30 & second(s)
[l Refresh Bxisting Products s [2] second(s)
[Vl Refresh Associofions and Levels [5 2] second(s)

Groups Timeout Interfaces
Ethernet(192.168.3.51)
[¥|Managing Product Groups Discovery | [ ms [ Wi-Fi(192.166.1.170)

=, . l_:;
||-__°® Application Seﬁngsl
Product Validation Method

@, DataBase Settings
Wi-Fi

[ Auto 192.168.1.170
intel(R) Dual Band Wireless AG 8245

AOVaNcEe 2SMnNgs

DTUSO074 rev A8 — February 5" 2021
Copyright © 2021 ACKSYS Communications & Systems. All rights reserved
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éUse of group/zone

Considering two zones named A and B, at the root of the tree structure, each of
these zones may contain an unlimited number of subzones and groups:

ROOT
ZONE A ZONE B
ZONEAA
] ZONE B.B1 ZONE B.B2 63 64
oo ZONEAAA -
; G5 G6 e
61 62
67 68

The product groups (here named GO to G8) are assignable to any level of the tree

structure.

A zone may content an unlimited number of subzones and groups

W7 while a group can only contain products.

Creating a new group or zone

To create a new group or zone:
1. Click on “Add New Group” or “Add New Zone”

Creat new group £

A group allows fo clossify and reference the products in

@ an infrastructure.

Enter the new group name:
1

@ Enter the group description: [optional)

|Add New Group‘

After the group is created, you'l be able fo add the products to it
by "manage group/zone”.

Cancel

OK |

14
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2. Enter the name of the group (e. g. GO).
3. Enter the group description.
4. Click on “OK” to confirm.

WaveManager will then display the group or zone (empty). Click on “Unassigned
Products” to return to the main product list.

& » . »  Unassigned Products

L 67)

@) Unassigned Products | 67 |

I.' By making a right-click on a group or a zone name, you can edit, rename
or delete it from the context menu.

éManaging agroup

To manage a group by drag and drop:

1. Select several products (shift or ctrl) from the main list
2. Drag them into the desired group

Keep the “shift” or “ctrl” key as well as the mouse key pressed until the
products are moved into the group

oL

. (67)

@ Unassigned Products | 67 )

ShZone A (0)
Q7o (0) H, AirBox/14 19070049 00001AD386F0 E2148.AC1
@Test (0] H, AirBow/14 19070058 00001AD388D3 E2148.AC1
H, AirBow/14 19070015 00001AD38973 E2148.AC1
The change of management is automatically taken into account
Drag a column t
» . > Test
Group Madel Serial number Identification
. (67)
» Test H, AirBox/14 19070049 0D001AD386FC
@ Unassigned Products | 64 ) - )
: » Test ‘d; AirBox/14 19070058 DDO0TAD388D:
&one A(0) p Test ‘d; AirBox/14 19070015 D0001AD38972
&hZonek (0)
Test (3]

DTUSO074 rev A8 — February 5" 2021
Copyright © 2021 ACKSYS Communications & Systems. All rights reserved
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To manage a group from the group composition window:

1. Select the group in the Group/Zone Explorer:

@ » ZoreA » ZoneAA » ZoneAAA » GI

L[ 67)
@ Unassigned Products | 67 )
&ione A (0]
Shione A.A [0

&hIone AAA (D)

@ci (o)

@c2(0)

2. Then Click on “Manage Group/Zone” in the toolbar or right-click >
Manage Group/Zone.

3. To add a product to a group, select it from the “Unallocated Products”
list and click on the “<” button or double click on the selected product.

4. Likewise, to remove a product from a group, select it from the product
list in the group and click on the “>” button or double-click on the
selected product.

I Group =
GROUP COMPOSITION
Save Group Name Descripfion
IS 1/ 1
Products allocated to the group Unallocated Products
[128.17.58.154] User-definable [192.168.1.108] video .
[192.168.1.107] video [192.166.1.19] WLG com i
[192.168.1.254] Repeteur
[ < | 1[192.168.38.100] AP maquette
[192.168.38.101] 1 - Dominique's Desk
[192.168.38.102] Test KF
> [192.168.38.104] ACKSYS Device
[192.168.38.189] User-definable
[192.168.38.190] User-definable -
Product overvie Product overview
Model odel [WLg-XROAD/NP
Identification Identificafion |0080486B23%E
IF Address IP Address |192.168.1.108
Descripfion Descripfion |video

I" You can move a group from the Group/Zone Explorer by dragging and
dropping it onto the name of the requested zone.

16
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‘Managing a zone

To move a zone from the Group/Zone Explorer:

1. Select a zone in the Group/Zone Explorer.
2. Drag and drop it onto another zone.

To move a zone from the Zone Managing window:

1. Select a zone in the Group/Zone Explorer.

2. Then click on “Manage Group/Zone” in the toolbar or right-click > Manage
Group/Zone.

3. The Unallocated items list will only display the elements located at the root
of the tree structure while the list of the elements assigned to the zone will
show the elements included in the zone without their sub-elements.

Example: Managing Zone B.

Zone =

ZONE COMPOSITION

3 q save Zone Name Descripfion
[Zone B [ii ]
Allocated items in the zone Unallocated items
hZone BB1 SbZone A
& Zone BB2
®G3
| < J
1 o - 2
| > J
a g
Name Nome [Zane A

Description Descripfion

4. The items allocated to Zone B appear without their sub-items.
5. The only available item at the root, Zone A, appears.
6. “Save” button to confirm changes.

I" By moving an allocated item into the unallocated items list, that item will
end up at the root of the tree structure.

17
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éSeIecting products from a zone or group

To select all products assigned to a zone or group:

1. Click on a desired zone.
2. Then click on “Select All Products” in the toolbar or right-click > Select
All Products.

select all Products

3. All the products assigned to the zone or group will be selected.

éDeIeting a group or zone

To delete a zone or group:

1. Select the group or zone to be deleted.
2. Click on “Delete Group/Zone” or right-click > Delete.

X

Delete Group/Iocne

Deleting a zone will move its assigned items to the root.
Deleting a group will move the products it contains into the
“Unassigned Products” list.

DTUSO074 rev A8 — February 5" 2021
Copyright © 2021 ACKSYS Communications & Systems. All rights reserved
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To remove elements allocated to a zone:

1. Select a desired zone.
2. Click on “Clear The content” in the toolbar or right-click > Clear the
content

|C|ec1rThe Cor‘den’r|

3. The removed elements of the zone will end up at the root of the tree
structure.

Example: By clearing the content of Zone B, all its included items will be moved to
the root while keeping their related sub hierarchies.

Groupflone Explorer Group/Zone Explorer

YR S
@Gz = @2 =
Root @cl Root @Gl
@co @co
Shione B I &ones
&b Zone B.B1 :> - - &ZoneB.B1
@cs @cs
@cs « Clear the Content » @ce
Sub-items - &§hIone B.B2 of Zone B I -&ZcnsB.B2
Shione B.B2.B 3 ShTone B.B2B I
@c7 @cr
[fe] @cs
- @ e I @ce
- @c4 L @c4

19
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5. PRODUCT INVENTORIES

There are two display modes available for inventories, chart and tree view.

Inventories provide a synthetic overview of products and roles. The result is
immediate visibility on the network status and the opportunity to view the list in two
display modes.

Chart display Tree view display

[ 3 >

67 Products & Products (67)
Cnline [62)

Status : Unreachable (5]

® Cnline

)

® Unreachable New [0)
W New

= Modified Config Modified Config [0)

= Wireless Functions [44)

64 Roles Access Paint (7]

Infra Client [ 57 )

Mesh (0]

Roles:
. Adhoc (0)
m Access Point

= Infra Client
u Mesh
= Adhoc

To switch from one view to another, click on one of the three icons at the bottom of
the inventory, the first one being the Group/Zone Explorer.

/‘HHHHE
8
€
o
oo

DTUSO074 rev A8 — February 5" 2021
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5.1. Inventory status details

There are five statuses:

1. New

It refers to a product that has never been detected by WaveManager and needs
to be “validated”. A product can be validated as soon as it is detected
automatically or manually (see. Application Settings). If a new product is no
longer detected by WaveManager, it will be removed from the database.

|‘- It is important to note that its configuration is validated at the same time.

2. Online

It refers to a validated product that responds to WaveManager queries.

3. Unreachable

It refers to a product that has been online and has not responded to
WaveManager last query.

4. Modified Config.

It refers to an online (validated) product that has changed its configuration since
its last validation.

When the product changes to the Modified config status, the new configuration
must be manually validated by right clicking on the product (Validate
configuration) or by clicking on the “Validate” button in the toolbar.

5. IP Conflict

It refers to a product that has an IP address already used by another one.

Products with IP conflict status must be deleted or refresh manually
W& Dby the user as soon as the conflict is fixed.
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6. PRODUCT DISPLAY

The dashboard displays products according to the filtering performed in terms of

the inventory and/or the Group/Zone Explorer.

éFiItered product display according to the inventory

15t example:

If you wish to display online products, click on the corresponding portion (green
part) of the graphical inventory. The dashboard will then display the matching

products.

(= A 59
=] ﬁ [ExY = 2 e =% Application Setii 4= expand Al Li
= Q eolocation =@ Application seffings | 2= Expan ines

Q@ @ E & © & VI 2 w
Discover Discover ) ) .
Refresh  Remote Products | Validate Sefup  Frmware Archives Web Server | RSSI Roamin: g WifiScon | @ LEDTrack 1mn J % DatcBase Setings |} Collopse Al Lines
Groua Magel Serial number versio 1P Adress.
23 Products » \i / Airtink 20116077 00001C3FE3SD. E2148AC1 31831 1921683819
Filter on : Online (15)
> e / sirink 20116062 00001 C3FEFDA E2148.AC1 21831 1821663811
» ¢ / Aitink 20116094 00001C3FCIAS E2148.AC1 31834 1921683812
> e / sirink 20116064 00001 C3RCCES E2148.AC1 21831 1821683813
» ¢ / Atk 20116109 00001 CaRCET e2148.AC1 31834 1921683814
> \e / sirtink 20116079 00001 C3FDAST E2148.AC1 21831 1821683815
» ¢ / Atk 20116048 cooorcarEsEz e2148.AC1 31834 1821683810
> \e / aitirk 20116132 00001C3FFSCS E2148.AC1 21831 1821663815
21 Roles
> s [ mnc | zoweos | owoicwre | Ezesact | 3aead
> \e / itink 20118167 00001 CaFFBEC £2148.4C1 21831 1821683813 defiabl
> s [ snc | zoveso | ooicaoosE | Ezasact | 3ae3d y
> e / itink 20116015 00001401202 £2148.4C1 21831 1821683821 | User-definable
' > s [ sne | zowess | ooovicaosss | Ezsact | 3ae3d frab
> e / itink 20116161 00001CA04TAC E2148.4C1 31831 1821663824 defnable
> ™ / sirin ooooicapaEs0 | E2tamACt 33831 frable
&oln [\ J

2"d example:

If you wish to display products configured as
corresponding portion (grey part) in the graphical

then display the matching products.
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Group/Zone ~©
= = 2 = lication Seffings | 4= Bxpand All Lines
=1 & S R £ @ |1@ coobcston [ o o | 4= e
© TR R B8 NSO 8
Discover Ditcover _ . . .
Rafresh  Remote Products | Vaidale Seiup  Frmware Archives WebServer | RSl Rooming WifiScon | @ LepTrack 1mn 3 | S5 Datosasesefings | 3= Collapse AllLines
Actualization Product Management & Localization Advance Setiings Grid Display

Drag a column here to group by this column.

Group Model Serial number Identification Firmuare Version 1P Address Description

23 Products L \H/ Airlink 20116089 00001C404E4D E21484C1 31831 1921683823 User-definable.

Wireless Functions || Netwarks

Status Role ssiD Security Association Mode. Charnel Radio
= Oniine Inira Client TestLoadBalancing Hone 100 dBm mixed b-g=n [ Wik

® Unreachable
" New

L — T 20116165 00001402853 E2148AC1 31831 1921683822 User-definable
= Modified Config

Wireless Functions || Networks

Role ssiD Security Association Mode. Channel Radio

Infra Client TestloadBalancing None 100 dBm mixed b-g=n N iR

21 Roles

Filter on : Infra Client (16)
, N/ 2 e swar | s | Usecetmole

Wireless Functions || Networks
Roles:

Role ssiD Security Association Mode. Channel Radio

' Infra Client TestLoadBalancing None 100 dBm mixed b-g=n Ne il

= AccessPoint
LW

Ny wvew | cwmciomc | esvdascs sasas T21e3824  Usercetmable

Wireless Functions || Netwarks

sleln ‘\ = 7

;Filtered product display according to groups/zones

If you wish to display products assigned to a Group/Zone, click on the
corresponding group or zone (Zone B here) in the “Group/Zone Explorer”. The
dashboard will then display the matching products.

B Home | Group/tone o @
® @ ® X ® @ ®

Add New Group Add New Zone | Manoge Group/Ione Delete Group/Zone | Clear The Content Select All Products | Alert Seffings

s . zoes » Q
& ( Grow HMooe! Serilrumber  dentifcation fomae Version 10 Adoress Oescrition
(&) ]

f o

Artou/14 19070024 00001ADMOB £2140Ac 4000 WAIAIAIT  User-detnabie

W Inosighed Froduch (381 Airbouta %700 0001403910 £2148AC 4908 9.1 User getnatie

ShoneA(7) b AirBow/!

loneAA(7) , rbouta

Shione AAA (7] i -
@G (3) K gl
wG2(4) ' i

co— |

dbone 8 (32) o
’ towtd
®os(12)
’ rhowt
G (20)
» o1
®o7(1)

jrrrrrrrrrrrrrry

&@‘u"k

£ admin| +
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%Filtered product display according to the inventory and the
.groups/zones

If you wish to display products assigned to a zone or group according to the

inventory:

1. Click on the desired group in the Group/Zone Explorer (Zone B.B2.B here).
2. Switch to one of the two inventory display modes (chart display here).
3. Click on the desired portion of the graphical inventory (orange part here).

&
e

s

Add New Group  Add New Zone

» Zoneb » ZoneBE2 ¥

Zone A28 >

) X

Manage Group/Zone Delete Group/Zone

18 Products
Filter on : Online (5)

nnnnn

17 Roles

INNEN N

L3

The path navigator including the parent zones to B.B2.B (Zone B.B2 and
Zone B) will be displayed above the inventory as selectors.

You can select other zones or groups to show from these selectors:

&b..b

. 67)

& Una

Zone B -

Zone BB2 »  Zone BB2ZE »

&% Zone BB
& Zone B.B2
G3

G4

&EDT‘IEH[UJ
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6.1. Product list
The product list can be organized according to several criteria:
Choice of columns to display

Order of display of columns

Sorting up or down on a given column

SN N NN

Product classification by dragging and dropping the header of the column
you wish
By clicking on the column header, you can update the list sorting order:

— One click for increasing sorting
— A second click for descending sorting

— One last click to cancel the sorting
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6.2. Column modularity

The order of display of the columns is customizable according to your preferences

by dragging a column header to the right or left.

a

Model Serial number Identification Firmware Version IP Address Description
» |w AirLink ] 17135049 198D5219 E2148AC1 31814 192.168.1.59 User-definable
» w AirLink 18266089 AD39B09 E2148AC.1 31811 192.168.1.150 User-definable
’ \ Serial number Identification l M(;del Firmware Version IP Address Description
» ’. » 17135049 0000198D5219 w AirLink E2148AC.1 3.18.11 192.168.1.59 User-definable
» L b 18266089 00001AD39B09 w AirLink E2148AC1 31811 192.168.1.150 User-definable
» 18266174 00001AD3C17D w AirLink E2148AC1 31811 192.168.1.252 User-definable

éCustomizing the column display

By right-clicking on a column header, you can bring
allowing you to customize their display:

up a context menu

o Jupo bace s Lo
fa] . ‘ o ‘ - "
=D Model Serial number Fi o Version IF Address Description
O Sort Ascending
- =
4 EmbedAir100/K 17151035 E2 Sort Descending 3240 192.168.38.216 User-definable
— Clear Sorting
4 EmbedAir100/K 17151033 E2 31404 192.168.38.212 User-definable
T 1 Group by this column
3 i = RailBox/228Y 16207016 E2 Column Chooser 31811 192.168.1.68 User-definable
» AN ! Airbink Hide Column
S Pinned state M
S =1 win-RailBoxt el st 312101 192.168.1.207 User-definable

— “Group by this column”: See “Group” display.

— Column Chooser: allows you to hide or re-display one or several
columns.

To hide a column: select it and drag and drop it into the column
selector.

To display a column again: select the requested column in the selector
and drag and drop it onto one of the column headers.

Column Chooser x4
Model | —

Serial number d Model Identification Firmwiare Version

» | 16207016 "‘!" | 0000116FCES E2148.AC1 3181
Drag a column header from the ‘ =1 win-railsax 00001764ACAT £2148.4C1 312101

grid here to remove it from =

the current view. » 17135049 \‘ . F/ AirLink 00001985219 £2148.AC1 3183

» L_ 1 wgneve 00B485AAFCE E2080.AC.1 4140

» k WLg-XROAD/NP 008048642209 E2080.AC1 540

» k WLg-XROAD/NP 00804868239E E2080.AC1 540

DTUSO074 rev A8 — February 5" 2021
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— Hide Column: This option allows you to hide a column. To cancel the
action, use the column selector.

— Pinned state: permits pinning a column to the #| Unpin Column
left or right of the table. Pin at left

To cancel the action, select the default value Pin at right

which is Unpin Column.

— Best fit: This option allows fitting the selected column width for optimal
viewing of its cells.

Identification Identification
0000116F3CES 0000116FBCES
D0001TBAACAT 0D00017E4ACAT
000019805219 :> 000019805219
D0BO4E5AAFCE D0B04E5ALFCE
008048642209 008048642209
00B0486B239E D0B04BEB230E

Column widths may also be set manually by:

— hovering over the separation of two column headers until the resizing
cursor appears (<)
— then by clicking and dragging the mouse to the right or left.

Double-clicking on a column header separation also acts as the “best fit”
option (as described above) :

Serial number A Firmware | Serial number Firmware
16207016 E2148.4C1 16207016 E2143.AC1
E21483.8C1 E2148.AC1

17135049 E2148.4C1 © 17135049 E2143.AC1
E2080.8C1 E2080.AC1

E2080.4C1 E2080.AC1

E2080.4C1 E2080.AC1

DTUSO074 rev A8 — February 5" 2021
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6.3. “Group” display

For an organized view, WaveManager makes it possible to classify products by
column except with the Serial number and Identifier columns which are unique.

To achieve this, drag and drop a column header into the specific area at the top of
the product list to group with it.

|

It is possible to create groups and display the product list according to
these groups.

1st example: Product display according to the Model

Drag and drop the Model column into “Drag a column here to group by this

”
column
Model | serial number
> n EmbedAir100/K 17151042
> ::B EmbedAir100/K 17151035
> n EmbedAir100/K 17151033
b AirBox/14
v = sac 1
» WE=T railsow24n0 18022001
b % WLg-XROAD/N
%
v | B= Raiteox22ay 16207016
> w

Group by: |Model =

< < < < < < < < < <

Serial number Firmware
Model: AirBox/14
Maodel: AirLink
Model: EmbedAir1 00/K
Model: RailBox/22AY
Model: RailBox/24A0
Model: SAC.20.03.001
Model: WLg-LINK V2
Model: WLg-XROAD/MN
Model: WLg-XROAD/MNP
Model: WLn-RailBox/1

2"d example: Product classification according to several columns:

— Sorted classification

1.

2.

Click on a column of your choice; in this example, it is still the Model
column
Drag and drop the column into “Drag a column here to group by this
column”
Click on another column of your choice; in this case, it is the Firmware
column

Drag and drop it to the right of the Model classification
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The product list will be firstly classified by the models and then by the matching

firmware:

Y
Group by: |Model &3 ﬁ

; -
Firmware &=

Serial number
+ Maodel: AirBox/14
A Firmware: E2148.AC.1

3

v NModel: AirLink
v Model: EmbedAir100/K
v Model: RailBox/224Y

v Maodel: RailBox/24A0

— Combined classification

Identification

000019805760

To display product models and their firmware all at once, drag and drop the
Firmware column, into the same spot as the Model column.

The product model and firmware are then displayed at the same level:

Group by: Mdignuer| <

Identification Serial number
IModel: AirLink
Maodel: RailBox/22AY
Maodel: WLg-LINK W2
Madel: WLg-XROAD/MP

Madel: WLn-RailBox/1

Y a
Group by: |Model & +—»Firmware &3

Identification Serial number
Madel, Firmware: AirLink,E2148.4C.1
Model, Firmware: RailBox/224Y E2148.AC1
Madel, Firmware: WLg-LIMNK V2 E2080.AC1
Maodel, Firmware: WLg-XROAD/MNP,E2080.ACT

Maodel, Firmware: WLn-RailBox/1,E2148.AC1

29
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6.4. Hierarchical display

For a detailed view of a product in the list, click on the left corner arrow of the
selected product line. A second click will hide the view.

Example:

Click on the left corner arrow of the RailBox/24A0 line. Two tabs are then

available:

v The Wireless Functions tab lists all Wi-Fi roles
v The Networks tab lists all networks

4 ‘ ':?__ RailBox/24A0 18022001 E2148.AC1 000018ECTST4 3.1801@RCT 192.168.38.111 User-definable
@ Wireless Functions Networks
Role SEID Security Association Made Channel Radio
Access Point acksys Maone ac 45 WiFi

To display clients associated with an access point (or to view a mesh point
neighbors), double-click on the line of the selected access point.

|

The screenshot shows clients associated with the selected access point:

By double-clicking on the line of an infra client (or ad-hoc), the RSSI
History Monitoring will be launched (see RSSI Trace).

Model Identification Serial number Version Firmuiare 1P Address Description
» 0000116FBCES 16207016 31811 E2148AC1T 192.168.1.68 User-definable
00001764ACAT 312101 £2148AC1 1921661207 User-definable
000019805219 17135049 31831 £2143AC1 192168159 salledereunion
o
Rols SSID Security Association Mode Channel Radio
@ ‘Access Point. acksyssalledereunion WPA/MWPA2-PSK 1 client mixed g+n 6 WiFi
v Ld wgume 0030435AAFCE 4140 £2080AC.1 192168119 WG com
» & WLg-XROAD/NP 008048642209 540 E2080AC.1T 192.168.1.107 video
3 & WLg-XROAD/NP 00804368239 540 £20804C.1 1921681108 video
2

Associations

ASSOCIATIONS

$SID [acksyssalledereunion

# MAC address dBm RSS!

1 B2.6B.7TEEFB.A2 63

Model  [AirLink |

Fimware [E2148.AC.1

version [3.18.2.1 |

Label
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6.5. Product details

%View product details

There are two ways to access the Product Details window:

1. Right-click on the selected product then click on Details in the menu that

appears.

(P —

Double-click on the line of the selected product.

2.

Some details are accessible by hovering the cursor over the IP Address or

AirLink

AirBox/14

AirBox/ 10

AirBox/14

AirBox/14)

AirBox/14

17135049

Walidate
Refresh

Delete

Smart Setup

Setup

Lipdate firmware

Web Server

Tracking

000019805219

000019805760

ooo019309222

00001AD386F0

00001 AD33303

00001AD38973

Product Details

00001AD38E81

Description cell of the selected product.

Example:

1. The RailBox product has been selected from the list.
2. By hovering the cursor over its “Description” or “IP Address” cell,
WaveManager displays pop-up tip information:

Model

0

Identification Serial number Version Firmware IP Address Description
3 1"=’ RailBox/22AY 0000116FBCES 16207016 31814 E2148ACA 192.168.1.68 | User-definable
‘f | Win RailBox 00001764ACAT 3121041 E2148AC1 1921681{ User-definable (SN.16207016) is 2 RailBox/22AY
‘ == 1P Address : 192.168.1.68
Lo Clast n: 6/3/20192:58:42 PM
» AirLink 000019805218 17135049 3183, E2148AC1 1921681  =*
Discovery date : 6/3/20192:11:48 PM
yo L WLg-LINK V2 00B04B5AAFCE 4140 E2080.AC.1 1921681 * WiFi 1 (04:F0:21:22:9838) - Enable « WiFi :22:9826)- Enable
5 « LAN 1 (00:09:90:00:620Q - Up + LAN 0)- Down
3 & WLg-XROAD/NP 008048642200 540 E2080.AC 1921681107
3 & WLg-XROAD/NP 00B0486B239E 540 E2080.AC 192.168.1.108 video
Model Identification Serial number Version Firmueare IP Address Description

o . 2

b |1 C = RailBox/224Y 0000116FBCES 16207016 31811 E2148AC1 192168168 User-definable
" 00001764ACAT 312101 E2148aC1 | IP: 192.168.1.68 Mask : 255.255.2550 Gateway : 0.0.0.0 User-definable

- Network List
b Airlink 00001885218 17135049 31834 E21484C1 |+ LAN (Static IP: 192.165.168Mask : 255.255.2550)- Enable sallederzunion
» L_ 1 g 0080485AAFCE 4140 E20804C.1 192168119 WILG com
» % WLg-XROAD/NP 008048642209 540 E2080.AC.1 192.168.1.107 video
b % WLg-XROAD/NP 0080486B239E 540 E2080AC.1 1921681108 video
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éProduct details window

The Product details window has three sections:

Product 2

PRODUCT DETAILS

. Product
History IP Address [192.168.38.115 identification [00001AD3C373
AirBox/14 Mask |255.255.255.0 Firmware |E2148.AC.1
| togs Gateway [0.000 Version [£10.0.
— S/N 19070045
Group 1
Signal race
| Discovery date [Fiday, November 20, 2020 - 11:35:48 AM | Descrption [Userdefinatle ]
Last connection |Monduy, November 30, 2020 - 6:22:35 PM ‘ Latitude ‘ Longitude ‘ ‘
() Discovery Agent
| smanssus SN Agert[@lslemety service | TOCkNe (@ | Ping | | Web Server |
3 Eements
Configuration File .
| Physical Interfaces | Network Inferfaces
Roaming # Type Label MAG address Status
‘7 1 WIFI WiFi 00:09:90:01:4E:9E Enable
WiFi Scan 2 CELLULAR Cellular Disable
| 3 GNSS Enable
4 LAN LANT 00:09:90:01:4E:9F Down
‘ Geolocation 5 LN LAz 00:08:80:01:4E:A0 up 2
‘ Alerts Roles/Details
E— # S50 85SID Role Security Mode Channel Association
i wm3 04:F0:21:22:90:83 Infra Client MNone mixed asn 167 ebd4dBm |
£6) d ) H h H h H | d .
1. The “Product” section which includes:
Product
IP Address |192.168.38.115 Identification |00001AD3C393
A\rBOX/I 4 Mask |255.255.255.0 Firmware |E2148.A0C.]
Gateway [0.0.0.0 Version |4.10.0.1
S/N 19070045
Group
Discovery date |Fndmy, November 20, 2020 - 11:35:48 AM ‘ Description |Userdefinable

Lest connection [Monday, November 30, 2020 - 6:14:02 PM | Lafitude |:| Longitude |:|

() Discovery Agent
() SNMP Agent [¥| Telemetry Service | Tracking |. | Fing |1 Web Ser\.-’erl

The product picture;

The product model name and its serial number;

The discovery date of the product and the time of its last appearance;
The IP addressing (address, subnet mask and gateway);

The location information;

The firmware ID and version;

DN N N N N NN

Service status indicators for the discovery service, SNMP service and

Telemetry service.

— The Validate Product button is active if the product is “New”. To validate a
new product, click on that button.

— The Validate Configuration button is active when the product has the
“Modified Config” status. To validate the configuration, click on that button.

— The Tracking button triggers the product diagnostic LED flash to spot it. A
second click on the button will stop the flashing (see LED Tracking).
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— The Ping button tests the product accessibility by sending it a request in
which a response is expected.

— The last button, Web Interface, allows accessing a product web interface if
it is reachable with the HTTP protocol.

2. “Elements” section:
— Physical Interfaces tab:

This tab lists the physical LAN (Ethernet) and Wi-Fi (radio) interfaces of the

Elements
Physical Interfaces Network Interfaces
# Type Label MAC address Status
1 WIFI WiFi 00:09:90:01:4E:AA Enable
2 CELLULAR Cellular Disable 1
3 GNSS Enable
4 LAN LAN1 00:09:80:01:4E:AB Down
5 LAN LANZ 00:09:80:01:4EAC Up
oles/Dstails
# SsiD BSSID Role Security Mode Channel Association 2
1 wm3 04:F0:21:22:90:93 Infra Client None mixed a+n 149 35 dBm

1. By selecting one line, WaveManager will show the list of roles
configured as Wi-Fi or LAN interface.
2. The list should appear below in Roles/Details

— Network Interfaces tab

It provides a list of IP network interfaces configured on the product.

Elements
Physical Interfaces Network Interfaces

# Label Mode IP Address Subnet Mask Status MAC address
1 lan Static 192.168.2.100 2552552550 Enable 00:09:90:01 4E:AB
2 LAN2 Static 192.168.3.137 2552852850 Enable 00:09:90:01 4E.A4

Roles/Details

Index Name Status MAC Address
1 LAN1 Down 00:09:90:01:4E:AB
2 LANZ Up 00:09:90:01:4E:AC

By selecting one line, WaveManager will show the list of LAN or WLAN
roles, granting access to that IP interface. The list appears below in
Roles/Details.
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3. Product details menu
It gives access to:

— History, to consult all the changes observed by
WaveManager according to the date.

— Logs, to consult all WaveOS logs of the product.

— Signal Trace, to display the RSSI trace of the product |

History

Logs

(see RSSI Trace). Signal Trace

— Associations, to display, for product in access point
mode, the details of associated clients.

— Smart Setup, to configure all OIDs from Acksys MIB by
SNMP for one or a set of ACKSYS products. (See |

Smart Setup

Smart Setup)
— Configuration file, to import or export the whole

Configuration File

product configuration (see Archives button). Roaming

— WIiFi Scan, statistical tool to scan and display all the

access points around the product (see WiFi Scan). ViR Sean

— Roaming, statistical tool to generate a roaming graph
over a given period. see Roaming Monitor). |

Geolocation

— Geolocation, to find a product via its GPS coordinates | Alerts

(see
Geolocation).
Alerts (see Notifications)

N0
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éProduct history

This screen displays all the operations performed on the product observed by
WaveManager since its discovery.

Product history

2
MAC Address [00:001AD3:28:81 | Model [airBox14 |
IP Address [192.168.38.115 | Firmwaere [E2148.A01 Version [49.06
Identification |DDDD1ADSSBS1 | Description |User-deﬁnable |
Date User Tvpe Description I
6/26/2020 11:42:29 AM admin Config VALIDATED CONFIGURATION
6/26/2020 11:36:39 AM admin Config MODIFIED CONFIGURATION (fd2623468d015a84cB5eb952e4dae
6/26/2020 11:32:09 AM admin Config MODIFIED CONFIGURATION (f45c4732d960c0200dafb2afee5ase
6/26/2020 11:29.53 AM admin Config MODIFIED CONFIGURATION (cadf304d2a0c72beedefe5228a2¢e | -
B/26/2020 11:29:08 AM admin Config VALIDATED GONFIGURATION
B/26/2020 11:29:01 AM admin Corfig MODIFIED CONFIGURATION (11bbdc38ef17b0c1ba756b93b02¢!
B/26/2020 11:28:47 AM admin Config MODIFIED CONFIGURATION (d3d3c83968a2005324cefb20b6bd7
B/26/2020 112127 AM admin Status REACHABLE PRODUCT
B/26/2020 11:20-27 AM admin Status UNREACHABLE PRODUCT
B/26/2020 11:00:40 AM admin Corfig VALIDATED CONFIGURATION
6/26/2020 10:33:41 AM guest Status PRODUIT NON DETECTE
12/18/2019 4:22:13 PM admin Config FIRMWARE - PID40-D40-ku-E2148.AC.1-v4.4 4.1.bin : Successfu ¥
4 L] 13

However, the time range may vary according to the value selected
in: Database > Compact section > Products History.

Products History
Feep the last 90 - Days
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éLogs

An internal log server has been integrated into WaveManager. It can record
WaveOS logs for one or a set of products using the syslog protocol.

This screen displays all the WaveOS logs received by the WaveManager internal
log server.

Logs
Logs
User-definable [31.19070044) is o AirBox/14
H IP Address © 192.148.38.115
Firmware : E2148.AC.1 - 4.9.0.4
Y| :;: Lines disployed by pogs |§| |@| |@|
Date Facility Severity o
6/24/2020 3:58:01 AM System Warning Acksys collectd[5224]: gps plugin: connecting to localhost:2947 failed: can't ge...
] 6/24/2020 3:58:00 AM Clack Info Acksys crond[2182]: USER root pid 5308 cmd fusr/shin/ack_service/ack_service...
] 6/24/2020 3:57:59 AM System ‘Warning Acksys collectd[5224]: gps plugin: connecting to localhost:2947 failed: can't ge...
i 6/24/2020 3:57:57 AM System Warning Acksys collectd[5224)%: gps plugin: connecting to localhost:2247 failed: can't ge...
] 6/24/2020 3:57:55 AM System Warning Acksys collectd[5224]: gps plugin: connecting to localhost:2947 failed: can't ge...
] 6/24/2020 3:57:53 AM System ‘Warning Acksys collectd[5224]: gps plugin: connecting to localhost:2947 failed: can't ge...
] 6/24/2020 3:57:51 AM System ‘Warning Acksys collectd[5224): gps plugin: connecting to localhosti2347 failed: can't ge.. | _
] 6/24/2020 3:57:50 AM System Info Acksys collectd[5224]: ACKTLV: Reallocated buffer, 10240 bytes increased. Total... 1
] 6/24/2020 35750 AM System Info Acksys collectd[5224): ACKTLV: Require make space for 11 bytes,
] 6/24/2020 3:5749 AM System ‘Warning Acksys collectd[5224]: gps plugin: connecting to localhost:2947 failed: can't ge...
B 6/24/2020 3:5747 AM System Warning Acksys collectd[5224]: gps plugin: connecting to localhost:2947 failed: can't ge...
] 6/24/2020 3:5745 AM System Warning Acksys collectd[5224]: gps plugin: connecting to localhost:2947 failed: can't ge...
] 6/24/2020 3:5743 AM System ‘Warning Acksys collectd[5224]: gps plugin: connecting to localhost:2947 failed: can't ge...
] 6/24/2020 3:57A41 AM System ‘Warning Acksys collectd[5224]: gps plugin: connecting to localhost:2947 failed: can't ge...
] 6/24/2020 3:57:3% AM System Warning Acksys collectd[5224]: gps plugin: connecting to localhost:2947 failed: can't ge...
] 6/24/2020 3:56:19 AM System Error Acksys collectd[5224]: acksys_telemetry: Send buffer failed, code -7
] 6/24/2020 3:50:50 AM System Error Acksys snmpd[4825]: Perhaps iptables or your kernel needs to be upgraded.

You can refresh, delete or export the log data by clicking the buttons. You can also
filter the logs by keyword or by custom date time range:

[ Filter by Keyword

Enter a keyword here

[ Filter by Custom Date Time Range

From Friday, June 24, 2020 11:43:22 AM Y
To Friday, June 24, 2020 11:43:22 AM i
| Submit | Reset
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SETUP THE AUTOMATIC EMISSION & RECEPTION OF LOGS

— Emission: In the product web interface

GENERAL SETTINGS
L
System Log Output Level ‘ Error = 1
J

System Log Buffer Size |100 |

) kB
External System Log Server IIQZ 168.1.170 | L 2
External System Log Server Port |514 |

DEVICE LOCAL SETTINGS

Host name ‘ACkSYS ‘

() his device's name
‘Wamning: This value can be changed by dhcp settings from dhcp server

System time I [06/03/2020 10:15 ‘, :> 3

() format MM/DDAYYYY hh:mm

Time zone | Europe/Paris e

Configure the desired log level (Tools> Log settings> General settings)
Configure the computer IP where WaveManager is installed

Configure the system time on the product

w0 N

Save & Apply

— Reception: In WaveManager

Log Server

1
I [#]Enable Log Server I > 1

Log server port 514

store log data for

Display log data [ 10000 ‘i line(s) by page

Log Input Level | Lvl.é - Info -] ::> 3

1. Enable the log server in WaveManager (Software settings> Advanced)

2. Set the logs retention period

3. Set the input log level (Higher priority logs will be ignored - Avoids
congestion of the database in the event that the logs were set too high on

the product side. Ref. Log priority level)
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- Log Priority Levels -

% Lvl.3 Lvl.4 Lvl.5 Lvl.6 \ Lvl.7
SEmerg al< Error Warning Notice / Info ) Debug

|" The capacity of WaveManager database is 10G.

e Make sure that WaveManager can reach the target product
(Product displayed in green in the product list) by IP address. If the
A product is on a different network, add the product route to
WaveManager on the router.
e Allow WaveManager on the computer firewall (where
WaveManager is running).
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7. THE TOOLBAR

The toolbar is divided into six very distinct parts:

@ @ E} @ B ﬁ E% u . @3 @ \@ Geolocation @Appl'\mﬁon Settings jz Expand All Lines

Ez:;i::’ Ran’?;i:%\;sziuds validate Sefup Firmware Archives Weab Server RSSI Rocx_ming Wifiseen | @ LEDTrack 1mn & @,‘Dmoﬂc{sesw'\ngs :: CiD"DFSEA” Lines
1 2 3 ” 5 6
1. Actualization: product integration and refresh
2. Product management: Product validation and configuration
3. Tools: Data statistical tools
4. Localization: GPS or local track
5. Advanced Settings: WaveManager settings and internal database settings
6. Grid Display: Options to change the product list display
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7.1. Actualization
This part has two buttons:
— Discover / Refresh

— Discover Remote Products

Discover/Refresh
This function allows to discover or refresh manually products in the inventory.

©

Discover
Refresh

I" The refreshing delay of a product is editable in the application settings
(see Application Settings).

Several cases:

1. If the product discovery and the Refresh
refreshments are enabled: _
| Discover Mew Products 30 < second(s)
| Refresh Existing Products 15 < second(s)
¥|Refresh Associations and Levels |5 = second(s)
— WaveManager will propose to
discover new products in the local @
network or to refresh the status of Discover
the products in the database. Refresh
2. If only the refreshments are Refresh
enabled:
Cizcover Mew Products 30 second|(s)
¥|Refrezh Existing Products 15 second |(s)

v|Refresh Associations and Levels |5 second|(s)

— WaveManager will only propose to
refresh the status of the products in @
the database Refresh
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3. If only the product discovery is Refresh
enabled: _
v| Discowver Mew Products 20 2| second(s)
Refresh Exisfing Products 15 second|s)
Refresh Associations and Levels | 5 second|s)

— WaveManager will only propose to

discover new products in the local @
network. Discover
4. If nothing is enabled: Retresh
Discover New Products 30 second(s)
Refresh Exisfing Products 15 second(s)
Refresh Associafions and Levels 5 second(s)

— WaveManager will neither propose the

product discovery nor the product O
refreshment. The button will be Discover
disabled. e

I" By clicking on the discover/refresh button, WaveManager will send a
refresh request immediately, according to the specific case.
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Discover Remote Products

This function allows detecting remote products manually. This mode should be
used to detect products outside the local network.

It requires entering the range of IP addresses to scan.

DISCOVER REMOTE PRODUCTS

@ Address range
Start | 182 168 115 150
Discover © Scan New product(s)

Remote Products End | 192 , 168 115 254

Model IP Address MAC Address Description

T — ) —

Descripfion [ J

WaveManager displays all the products found except those already registered
in the WaveManager.

The search delay depends on the address range and the network topology.

At the end of the search, the “New products” counter indicates the number of
products discovered in that address range.

— To save the displayed products, select them and click on “Save”. Those
products will be registered in the WaveManager database.

I" If you have several networks and/or IP address ranges to explore,
repeat the operation for each case.
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7.2. Product management

éVaIidate button

This button validates the products detected in the database:

1. Select one or several products from the list
2. Click on Validate

= You may also right-click on the selected product, then click on
validote| “Validate product” or “Validate configuration” in the context
menu

éSetup button

This option allows changing the settings of the selected product(s). By clicking
on this button, several options are available:

Smart Setup

Multiple Configure vio config file

Configure via Web Server

Setup

Fast IP Configure
Wireless Configure

Web Server Configure

— “Smart Setup” to configure all OIDs from Acksys MIB by SNMP for one or a
set of ACKSYS products. (See Smart Setup)

— “Multiple Configure via config file” allows to assign a reference
configuration file to the selected products;

— “Configure via Web Server” allows to access whole settings of the
selected product(s) in the web interface (see Web server button);

— The “Fast IP Configure”, “Wireless Configure” and “Web Server
Configure” options give access to the corresponding tab in the “Setup”
window.
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The “Setup” Window is divided into 3 sections:

Setup

1 < AirBox/14
AirBox/14

3 <=

52
Model Identificati IP Addi D ti
ode entiicaton ress e Ref. Config || IP || WA | HTIP/HTIPS Server
AirBoxi14 00001AD386F0 1921683137  User-definable ©
00001AD388D3  192.168.3.138  User-definable © [ Obiain an IP address automatically (SHCP)
00001AD38973  192.168.3.139  User-definable © T T I3 et '
AlrBoxA4 00001AD38881 1921683140  User-definable [©) & he Tollowing [P aocress
New IP 152 168 . 3 137
Increment 1 IS
~ ! 2
Next I 192.168.3.138 1l
_ New Mask 255 . 255 255 . O
0%
MNew Gateway 192 0168 . 3 .1
Password (Optional)
f 1
=)
Apgly

1. The top left section displays the inventory of the product(s) which the
changes are being made. All the columns (Model, ID, IP address and
description) are used to sort the products. You might organize the product
list manually by dragging and dropping if there is no existed sorting.

Setup
Model Identificati IP Add Descripti
ode enturication ress escription Ref. Conﬁg P
/— AirBox/14 00001AD338D3  192.168.3.138  User-definable (@)
AirBox/14 00001AD386F0  192.168.3.137  User-definable © [ Obtain an P addr
S i Hox14 00001AD38973  192.168.3.139  User-definable © S —
AirBox/14 00001AD38B81  192.168.3.140  User-definable © se e foflowing
MNew IP

An icon on the right of the list displays the status of the product to be
edited. By hovering over it, a small information as tooltip will appear:

©

Means the product is available and compatible with the operation to
be performed.

Means the compatibility between the reference configuration and the
product cannot be verified yet the operation may be affected by the
selected configuration.

Means the product is incompatible or unavailable. Such product will
not be operated.

Means the operation was successful.

Means the operation has failed.
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2. The right section with the tabs allows managing the product configuration
reference file and changing IP address, Wi-Fi and web server.

3. Operation progress and the operation report. To consult, export or print all
the operations performed results, click on the “Show report...” button:

[ Product Operation Repport 52
PRODUCT OPERATION REPPORT
eport Filter by date Filter by operation fype
& All Dotes _)Specific Date : | o _ Indifferent _ Firmware. @ Configuration File
Print |
Product 1D Type Sched...  Predicted Date Effective Date Achie.... Error

MTR019 42726 PM 114772019 4:27:26 PM

| oooo116EEM7 | on File
0000116FBCES  Configuration File

]
[0 M7n019427:26PM | 11772019 4:27:25 PM
000019801784  ConfiguraionFile [ 11712018 427:26 PM | 11/7/2019 4:27:27 P
000019808219 ConfiguraionFile [ 11712018 427:26 PM | 11/7/2019 4:27:28 PM
000019805760 ConfigurationFile  [] 117201942726 PM | 11/7/2019 4:27:28 PM
0000198CE8EY  ConfigurationFile [ | 10/28/2019 42747 10/29/2018 42748
0000198029F8 | ConfigurationFile [0 10120/2019 427:47... | 102912018 4:27:49
[ 10292019 42747 . 102292019 42750

HEMEER &
coosoeont

0D00198D476F  Configuration File

DTUSO074 rev A8 — February 5" 2021
Copyright © 2021 ACKSYS Communications & Systems. All rights reserved

45



ACKSYS

COMMUNICATIONS & SYSTEMS

“Ref. Config” tab:

This tab makes it possible to assign a reference configuration file to one or
several products.

A reference configuration file is a file listing whole parameters of the reference
product (of a given model).

The assignment of a reference configuration file only works on the
same brand products.

— Assigning a configuration file from a product in the list:

It is possible to generate a reference configuration file for a product in the list
by using the current window or by using the “Archives” menu in the toolbar
(see Archives button).

Setup £2
Model Identificati IP Add D i R "
ode eniification ress LEIR _ Ref. Config | P | WiF | HTIP/HTIPS Server
AlrBox/14 00001AD386F0 1921683137 User-definable 1C4]
1 &  AmBoxl4 00001AD388D3  192.168.3.138  User-definable © l
K : lect a reference configurafion : + &3 2
ATBoxTd TO00TADSEYT, T9ZT68. 3139 User-gerinaple 157} @ Sel
AirBox14 00001AD38B81 1921683140  User-definable (@] IAFBDX#H- T R R A R r e e l—ﬁ 3
55 : Reference fie e
%
5 C:: Select an external configuration (.bin) :
(nene)
| Show report... | | Apply | T '> 4

1. After selecting some products in the main interface and clicking on the
“Configure” button > Multiple Configure via config file;

2. Click on the requested product then click on the + icon to generate its
reference configuration file;

Manage all the reference configuration files available (see Archives
button).

[3* Export the reference configuration file selected in the list.

3. A reference configuration file is then generated. That file is also available in
the product’s archives window (see Archives button). Generating various
versions of a reference configuration file is also possible.
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4. Click on “Apply” to assign the configuration to all products in the list.
5. The operation details will be displayed.

Assigning a configuration from an external file:

Setup 2
Model Identificati IP Addi D ti
ode entication ress eseription _ Ref. Config || P || Wi-Fi | HTTP/HTIPS Server
AirBoxi14 00001AD386F0 192168.3.137  User-definable @
AirBoxi14 00001AD38803 192168.3.138  User-definable s .
AirBox/14 0D0001AD3BY73 1921663130 User-definable 7) | | L 8elect a reference configuration : +&0R
AirBoxi14 00001AD38B81 192.168.3.140 User-definable
0% |
. . =
1@ Select an external configuration (.bin) : =
I IC:\Users\yremy\Deskfop\Teﬂ configuration.bin \;\‘:: ﬁ 2
| show report... | | Apply | l—ﬁ 3

1. Choose “Select an external configuration (.bin)”.
Import the external configuration file.

3. Click on “Apply” to assign the imported configuration to all products in the
list.

N

It is important to note that the reference configuration file to be
A assigned to the products should be set to Automatic IP. Otherwise, the
products will end up in “IP conflict” (see “IP” tab below).
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“IP” tab:

This tab allows changing the IP configuration of the selected devices.

enabled (see Product details window). That feature only works on a

n IP configuration is only possible if the product discovery agent is
local network.

On this tab, you can:

- Enable or disable the automatic IP mode (DHCP);
- Set a new fixed IP (if DHCP disabled);
- Set a new subnet mask;

- Set the gateway address.

Ref. Config P Wi-Fi HTIP/HTIPS Server

[I:| Chbtain an IP address automatically [DHCP) ]

Use the following IP address

You can change the IP address for

L [#] Mew IP 192 168 . 38 100
several products by specifying the | t —=
. ncremen =
address increment value. i
Mext IP 192.168.38.101
[w] Mew Mask 255 255 255 . O

If you have set a Discover AGENT
password in the product web interface BINew Gateway |12 168. % . B
(see Overview of the WEB interface
below), fill in the field “Password” to '
allow changes

Password (Cpfional)

— Overview of the Web Interface:

SETUP

~“~"  DISCOVERAGENT

= 1 In this section you will be able 10 configure the acksys discover agent This agent & use by the Acksys network management 100is

} { parvwons [ enes Ao
........

D Ruet | @ s | (@ savessoey |

In case of “IP Conflict”, the recommended IP setting is DHCP:
In the main interface, select the products concerned, then go to
Configuration > Fast IP Configure.

I~ Check the box “Obtain an IP address automatically”.
Save the changes.

Please note that a DHCP server must be available on the local
network.
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WaveManager is not a DHCP server, it only facilitates the IP
A configuration for the products to allow their integration into your
infrastructure.

“Wi-Fi” tab
This tab allows changing the SSID, security mode and channel for the
products in the left list.

Ref. Config P Wi-Fi HTTP/HTTPS Server

Wi-Fi function
[¥|Replace an old 531D by o new 331D

old  [acksys [+]

New |

[ Change security mode fo [ -
New security key : @
Radie card configuration

[ rReplace an old canal by a new canal

od [~ New

A product may have several roles (and therefore several SSIDs and

A channels), it will be necessary to enter the values of SSID and channel
to be changed in the “Old” field.
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“Web Server” tab

In this tab, you can edit the web server configuration for the products in the list

by:
v" Configuring the HTTP server: activation and port
v' Configuring the HTTPS server: activation, port and certificate

Setup 23
Model Identification IP Address Description Ref. Config P Wi Web server
AirLink 00001C3FBFD4 192.168.38 11 User-definable @
AirLink 00001C3FCIAG 192.168.28.12  User-definable (\_’:‘
AirLink 00001C3FCCE5 1921683813  User-definable (@)|  Web server Securfy Level:
AirLink 00001C3FESEZ  192.168.38.10  User-definable @| | [P (clear tex] T~

HTIP server TCP port: |80

HTIPS server TCP portf @

Upload o HTTPS certifi

0% Must

Apply

If you wish to enable HTTPS server, it is strongly recommended to upload a web
certificate file (PEM format). A default low security self-signed certificate is used if
you do not provide one.
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éFirmware button

It updates the firmware for the selected products.

1. Select the product(s) with the “Ctrl or shift” key.

2. Click on Firmware or right-click > Update firmware.

Drag a column here to group by this column,

Madel Identification Serial number Version Firmware IP Address.
] | ' _: RailBox/22AY | 0000116FBCES 16207016 31811 E2148.AC1 192.168.1.68
‘ WLn-RailBox/1 000017E4ACAT 312101 E2148.AC1 192.168.1.207 ©
] \i i F/ AirLink 000019805219 17135048 31831 E2148.AC1 192.168.1.59
3 l' " -I WLg-LINK V2 O0S0485AAFCE 4140 E2080.AC.1 192168119
] & WLg-XROAD/NP 008048642209 540 E2080.AC.1 192.168.1.107
3 & WLg -KROAD/MP 0080486B239E 540 E2080.AC.1 192.168.1.108

2

Firmware

WaveManager partially supports WaveOS products with versions prior to
the one specified in the Information tab.

version of the firmware
functionalities.

It is strongly advised to update your WaveOS products to the last

for the optimal support of whole WaveManager

Upgrade

23
UPGRADE
Model Identification IP Address Description Ermware
AirBox/14 00001AD386F0 182.168.3137 User-definable @
AirBox/14 00001AD388D3 182.168.3.138 User-definable @ . L
AirBoxA4 00001AD38973 1921683139 User-definable © | ||5etect a firmware file [bin] : — 1
AirBox/14 00001AD38B81 182.168.3.140 User-definable @ IF\D4()—\D40—ku-E2]48.AC.1-V4.4.4.1.bir1 | e
|:|Schedu\e upgrade ot : Wednesday, December 1 ¥ :)
Password (Optional) N 3
o —
0%
l
| Show report... | | Apply | I > 4
1. Upload the new firmware version from your computer.
WaveOS firmware is available for download at:
|" https://www.acksys.fr/en/support/download-center/softwares-and-drivers-
downloads/
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2. Since the update procedure can be long, it is possible to schedule it by
choosing the time and date of it (See To make a delayed update)

3. The password is defined in the product web interface at SNMP > Discover
AGENT (see SNMP).

4. Click on “Apply”.

[ Upgrade 3
Model |dentification IP Address Description
AirBoxi14 00001AD386F0 1921683137  Userdefinable ©
AirBoxi14 00001AD388D3 1921683138  User-definable © ] ]
AirBox/14 00001AD368973 1921663139 User-definable @ |[] select afimware file [bin) :
AirBoxi14 00001AD32881 1021683140  Userdefinable ©
Wednesday, December 1~
Password [Optional
@
I 31%
Cperation is beginning ...
Show report...
The products will be updated simultaneously.
[ Upgrade =3

UPGRADE

Model Identification IP Address Description

AirBox/14 00001AD38B81 192.168.3.140  User-definable :*’:
AirBox/14 00001AD3BCED 1921683141 User-definable (<] § .
AirBox/14 00001AD390FE 1921683142  User-definable @ ||| Setect afimrware file (.bin :
AirBox/14 00001AD39107 1921683143 User-definable (]

Wednesday, December 1 ™

Passu ord [Optional)
®
8%

[192.168.3.143]12/18/201% 4:21:13 PM —> Transfer foiled : An exisfing connecfi...
[192.168.23.141]12/18/2019 4:21:13 PM —> Transfer foiled : An exisfing connecti...
Cperation is beginning ...

Show report...

A message will appear when the updates are made and will inform you about the
restart of the products.
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s

FIRMWARE UPGRADE £

Firmware Upgrade Completed
o 2/4 Successful
All loaded products are reprogramming.
This operation can take up to two minutes,
DO NOT TURN OFF THE PRODUCTS BEFORE THE END OF THIS TIME.
Click the Retry button to update the products that failed to transfer

OK

In case of failure on one or several products, you will have the possibility to
relaunch the update exclusively for the failed ones.

Upgrade =3
Model Identification IP Address Description

AirBox/14 00001AD38B81 192.168.3.140  User-definable Q

AirBox/14 00001AD38CED  192.168.3.141 User-definable @ . X .

AirBox/14 00001AD390FB 1921683142 User-definable @ | selectafimmware file [bin :

AirBox/14 00001AD39107 192.168.3 143 User-definable Q

Wednesday, December 1 7
Password [Optional
@
— 1%
Retry updating products that failed to transfer -
[192.168.3.143]12/18/ 2019 4:26:06 PM —> Successful fransfer
[192.168.3.141]12/18/2019 4:25:23 PM —> Transfer failed : An existing conne... | =
Reifry updating preducts that failed to transfer
[192.168.2.141]12/18/201% 4:25:12 PM —> Transfer failed : An existing conne...
[192.168.3.143] 12/18/2019 4:25:12 PM —> Transfer failed : An existing conne...
Reifry updating products that failed to transfer -
Show report... Retry
¥ &
FIRMWARE UPGRADE 3

Firmware Upgrade Completed

o 4/4 Successful
All loaded products are reprogramming.
This operation can take up to two minutes,

DO MOT TURN OFF THE PRODUCTS BEFORE THE EMD OF THIS TIME.

OK

update list.

n Warning: The firmware must be compatible to all the products in the
Simultaneous product update takes up a lot of bandwidth.
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To make a delayed update:

Choose the firmware to update on your computer as well as the desired date
and time of the update.

Upgrade =
Maodel Identification |IP Address Description
— Firmware
AirBox/14 00001AD39948  192.168.3153  User-definable )
AirBox/14 00001AD39B0B  192.168.3.154  User-definable © - -
ArBoxAd4  00001AD39BZD 1021683155  Userdefinable ()| [ Select afirmware file Lbin) :
AirBox/14 00001AD39C23  192.168.3.156  User-definable © | | PID40-D40-kU-E2148.AC. 1-v4.4.4.1.bin |
[¥]schedule upgrade at : \mber 18, 2019 £:52:09 PM 7|
Password Opfional)
@
0%
| Show report... Apply |

A message will appear to inform you of the task schedule.

Product Task Schedule 22
.1 Mew task scheduled at Wednesday, December 18, 2019 - 452 PM
v

O You can manage task by clicking the button on the right-hand cormer of the main window.

OK

You can manage your tasks by clicking on the icon at the bottom right (You can
for example delete a scheduled task before its execution).

User-definable
User-definable
k Schedule b3
— PRODUCT TASK SCHEDULE
User-definable
hd Delete Product ID Type Scheduled Predicted Date Achieved
I L‘E: ]\LW| Firmware 12/18/2019 4:52:14 PM |
00001AD38B0B Firmware 12/18/2018 4:52:14 PM ]
00001AD38820 Firmware 12/18/2018 4:52:14 PM ]
00001AD39C23 Firmware 12/18/2018 4:52:14 PM 0o
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The update will start automatically on the date and time set.

Upgrade =

UPGRADE

Model Identification IP Address Description
AirBox/14 00001AD386F0 192.168.3.137  User-definable (;:'
AirBox/14 00001AD388D2 192.168.2.138 User-definable (\})
AirBoxi14 00001AD38973 1921683139  User-definable © | | Select afimmwars file Loin) :
AirBox/14 00001AD38B81 192.168.3.140  User-definable (;)
Wednesday, December 1 ™
Password [Optional
(O
N 31%

OCperation is beginning ...

Show report...

A message will appear when the updates are made and will inform you about
the reprogramming of the products. For more details on the status of the
products, click on “Show report”.

Upgrade 2

‘Wednesday, December 18, 2019 - 4:54 PM

Firmware Upgrade Completed

4/4 Successful

All loaded products are reprogramming.

This operation can take up to two minutes.

DO NOT TURN OFF THE PRODUCTS BEFORE THE END OF

THIS TIME.
2
Show Repo
\ Boport | Filter by date Filter by operation type
® All Dates _ Specific Date : [ = @ Indifferent  Firmware Configuraficn file
\_ |
Product ID Type Scheduled Predicted Date Effective Date: Achieved Status Error
0000198D476E Firmware O 10/30/2019 4.06:57 PM_ 10/30/2019 4:07:06 PM €3 Transfer failed - Aconnection attempt failed because the...
C00D198D1AF1 Firmware [} 10/30/2019 4:01:38 PM  10/30/2019 4:01:38 PM €% Erroruprgading firmware, product unreachable
0000188D16F3  Configuration File O TIBR019 24248 PN TIB2019.2:42:48 FM (]
000019803940 Configuration File D 71812019 2:42:48 PM 71812019 2:42:50 PM o
COOD1SEDIEAE | Configuration File O TIBR01924248PM  TIBR0192:42:51 FM (]
0000198D4TTC  Configuration File D 71812019 2:42:48 PM 71812019 2:42:52 PM o
000188DA7SD | Configuration File O TIBR0192:4248 P TIB2019.2:42:53 FM (]

I" In case of failure on one or more products, WaveManager will
automatically restart the update once.
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éArchives button

E'é It allows managing the settings of a product via a configuration
file.
Archives

The main window, Save/Restore product configuration, allows you to:

1. Assign an external configuration file (.bin) to the product.

2. Archive configuration file into the WaveManager database.

Save / Resfore Configuration =

SAVE / RESTORE PRODUCT CONFIGURATION

Management Mode! P Address [192.168.1.254
Identification 000019801784 Descripfion

Select the file source of the product configurafion @

1 <= External configuration [.bin)
m ration o

Reference configurati
the product mode!

B« dh

3. Generate a reference configuration file from a product to make it
assignable to the products in the same model (see Setup button — “Ref.
Config” tab).

The name of the configuration file is automatically saved in “Date-Time-
Configuration File” format.

You can rename or delete it by clicking on the “Management” button.

—> After importing an external configuration file, click on the following button
to apply the settings into the product:

ERd—
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—> After selecting the internal configuration file option or the reference
configuration file option, click on the following button to generate the
archive from the product:

Been

4. The lower part of the window displays the logs of the archiving operation.

11/7/2019 5:10:23 PM —> Configuration saved
11/7/201% 5:10:23 PM —> Transfer completed
11/7/201% 5:10:23 PM —>= Transfering ...

— To manage an internal archive file, click on the “Management” button:

Internal Cenfigurations 4

INTERNAL CONFIGURATION MANAGEMENT

11/7/2019 6:10:23 PM : Configuration file
Gestion }:{>

Export to File Delete Rename

The Internal Configuration Management window gives access to all the
archives stored in the database. It allows you to export, delete or rename
them.
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éWeb server button

The Web Server button gives access to all the product settings on the web
interface.

Drag a column here to group by this column,
Identification Serial number Version Firmuiare P Address
0000T16FECES 16207016 ERER E21484C1 192168168
| D0001764ACAT 312104 E2148AC1 192,168.1.207 Y
> |WAierk 000019805219 17135049 3183.1 E21484C1 192,168.159 ©
v L g D0BO485AAFCE 4140 £2080AC.1 182,168.1.19 Wek Server
» \ WLg-XROAD/NP 008048642208 540 £2080AC1 192.168.1,107
» \ WLg-XROAD/NP 00804268232E 540 £20804C1 192.168.1,108 U
Acksys - Device info x
“~ = G o (@ 192.168.1.59/cgi-bin/guiweb w & 1% | Q Rechercher o &® =

SETUP TOOLS

DEVICE INFO
DEVICE INFORMATION L

NETWORK £
WIRELESS FIRMWARE INFORMATION
SERVICES

WaveOs version: 31831
LOGS -

Boot loader version: 3071

Firmware 1D: E2148.AC.1

DEVICE INFORMATION

Host name: salledereunion L

Model: AirLink

Product version: vl

Motherboard ID: 0000198d5219

Product serial number : 17135049

L] n 3
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7.3. Smart Setup

Overview

Smart Setup allows you to configure all Acksys MIB OIDs by SNMP for one or a
set of ACKSYS products. The user can consult the ACKSYS MIB in a hierarchical
form (tree view) in the HMI of WaveManager. Smart Setup contains an intelligent
engine to distinguish exploitable OIDs and their properties.

WaveOS products can benefit from all the features of Smart Setup. Read-only
OIDs and those which only support WLg series, are not displayed in Smart Setup.

Smart Setup is accessible by:

— An option in the setup button on the toolbar of the main window
— a button in the "Product details" window

— a contextual menu by right-clicking on a product selection in the main
window

After selecting one or several products in the main page, and launching Smart
Setup, it will first check the status of the selected products.

Status to check Possible answers
v" Ready to setu
¥ Are the products reachable by v SNME’/ servicepis unavailable
SNMP? :
v" Incompatible WLg product
v 2
v Are these WaveOS prodgcts. v' Submitted parameters waiting for apply*
Do they have any unapplied v Unknown apply status*
f)
changes? v Unknown error

* Product protection mode required (See Product Protection)

If at least 1 product does not pass the verification, the window below will appear.

Smart Setup Inifialisation 2
++3mart Setup
/+Pleose check selected products' status.
‘fou can remove the products which are incapable of setup from the list.
@ 3 in 7 product(s) might not be available to Smart Setup. z
Model IP Address Satuts Action
|RaiIBox."22A‘f |19;‘_.163.1.63 () Ready to setup | Remove |
Win-RailBox1 128.17.58.154 Q:Q SMMP service is unavailable | Remove |
RuggedAir1 000 192.168.1.254 @ SMMP service is unavailable | Remove |
WLg-XROAD/MP 1921681107 @InompatibleWLg product | Remave |
RailBox/11A0 192.168.38.89 () Ready to setup | Remove |
RailBox/11A0 19216825220  (V)Readyto setup | Remove |
RailBox/224Y 19216838100 (V) Readyto setup | Remave |
[C] Continue anyway | Cancel |
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|

You can remove the wrong products or return to the main page, or
continue by keeping your choice.

If all products have passed the verification without concern, this window will not

appear.

Smart Setup window details

smart Setup

# Smart Setup

[Q Search a setting

Target device(s): |AirBox/14: 192.16838.111 |~ || Submit Current = | Record Currentin Macro  Run Macro
| |

4 2 acksys

4 [ network-product
4 B administration
#° adminReset
faﬂminResetFactery
Iadminsave
# adminApply
4 [ fileTransfer
iﬁlﬂransﬁ?w:tlon
fﬁleTransferType
i fileTransfersize
’ﬁle‘[ransierlnde'x
I fileTransferHash
A fileTransferChunk
A adminldentify
4 [P acksysinternals
f internalSerialTest
f internalAlarmSwitch
4 Bc-key-management
&

n e

Iucksys |

[13.6.1.41.28007 |
f |

Home

(o]0}

Access

Firmware | |

ﬁ:>2

Valve [ ~ | @ Load valus

"SNMPv2C Module for ACKSYS Solutions” "V3.12.0.1"

Macro Log

3 4

1. The MIB tree is used to display the Acksys MIB in hierarchical form. The
search bar at the top allows you to find an OID quickly.

2. The button bar with :

_)

%

—>

The list of selected products: allows you to see or modify the target
product according to the different operations

The "Set Current” button: used to submit the current configuration to
the target product(s)

The “Save All” button: sends the “Save” command to the target
product(s). It allows the products to save the current configurations.
The “Save All & Apply” button: sends the “Save” command and
then “Apply” to the target product (s). This allows the products to
apply the saved configurations.

The “Record Current in Macro” button: used to save the current
configuration in the macro list.

The "Run Macro" button: used to send all the configurations saved
in the macro list to the target product(s).

DTUS074 rev A8 — February 5™ 2021
Copyright © 2021 ACKSYS Communications & Systems. All rights reserved

60



ACKSYS

COMMUNICATIONS & SYSTEMS

3. The "Macro" page allows you to display the configurations added by
"Record Value in Macro".

The macro is an action or a set of actions that you can perform as
many times as you want. The user can build his own "configuration

|" script” in the macro list by adding the configurations among all the
OIDs in the ACKSYS MIB, and then apply them in the desired order to
the target products

4. The "Log" page allows you to display processing result.

5. The OID detail area :

Click on a scalar OID, its properties are displayed there. In the "Value" field, you
can enter a value and then send it to the target product(s). If the target is 1
product, you can read the current value from that product by pressing the “Load
Value” button. This button is only accessible for 1 target product.

Smart setup

25 Smart Setup

|& search asetting | || Tarast devies o) |airBox/14: 192.168.38.111 || Submit Curent = Record Currentin Macre  Run Macro |
| |

4 = acksys
4 [ network-product
F badmmistrat\on
’admmReset
’admlnResetFactory
# saminsave oib [1361.2128097.1 25 |

’Edmlnﬂ\pp\y Access [read-write |
4 [ fileTransfer
# fileTransferaction Firmwore  |E214B.AC.1-V3140.1 |

,ﬁle‘[ransfer'lype
fﬁleTrar\sferS\ze

fﬁle‘lransfer\ndex
fﬁleTrar\sferHash

fileTransfarChunk
.
4 [ o e
A internalSerialTest
i internalAlarmSwitch
4 B c-key-management
-

3

~ A

Mame |agminldentify

Value [ Enter a INTEGER | [@) Load Value |

Flash the product diagnostic LED. Return 0 after get.

Macro Log

The "Value" field is displayed differently depending on the syntax of the OID:

— If the syntax is of the enumerated type: the “Value” field is a drop-down list.

Valve ( =
saveMotRequired(3)
saveRequired(2)

save(1)
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— If the syntax is standard or specific: the "Value" field is a text field with the
index "Enter an {syntax type}".

Value [ Entera {Syntax type}

Clicking on an OID in an OID table will make it appear in table form on the right.
The user can add, delete and edit columns by pressing the buttons.

Smart Setup

#4 Smart Setup

[Q Search a setfting | | Torgst devicels): [AirBoxs14: 192168238111 |-|I Submit Curent = | Record CurrertinMacro  Run Macro |
- F
4 [T tepip / \
P E(onﬁg\pSubnetTable : LoadTable NewTable MNew Column Delete Column Edit Column IUndo Column  Undo All
4 ol

OID Mame |

configlp

1?

«configlpSubnetMame |
conmglpsul oW,

f configlpAddressMode

# configlpSubnetiPvaAddr
A configipSubnetiPuMask
# configlpSubnetMetric

I configlpSubnetDnsList

f configlpSubnetinterface
I configlpSubnetiPvdGateway
A configipSubnetFriendly

configlpSubnetRowStatus

configlpAddressMode
configlpSubnetiPvaAddr
configlpSubnetiPvdMask
configlpSubnetMetric
«configlpSubnetDnsList

#' configpSubnetBridgeEnable configipSubnetTable: List of network interfaces currently associated with an IP address 5
o ipFact:
[ infactory ) configlpSubnetName L
fsynﬁoodpmtectlon Access: read-only 1
#' dropinvalidpacket 0OID: 1.3.6.1.4.1.28097.8.1.1.1.1
4 [ configlpZonesTable E Syntax: NetifName
4 i » inton ! f ootk ‘,

Macro || Log ’
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When the target is 1 single product, you can read the current data table from that
product by pressing the “Load Table” button. This button is only accessible for 1

target product.

Smart setup

#+ Smart Set

[Q Search asetting

] | Target devicels): ‘AirBox.r‘I-t: 192.166.358.111 |']‘ Submit Current = | Record Currentin Macro  Run Macro |

f ckeyManagementErase

f ckeyManagementignoreSetting

f ckeyManagementDisableled

f ckeyManagementTest

4 h networkConfiguration
F b tepip
4 @conﬁglpsubneﬂable
4 configlpSubnetEntry
&2 configipSubnetiame
) configipSubnetRowstatus
’ccnﬁglpAddressMode
# configlpSubnetiPudaddr
# configlpSubnetiPudiask
#° configlpSubnetMetric
fccmiglpsubnetDr\sLlst
fccmiglpsubnet\meﬂace
fccnﬁglpsubnet\MGateway
fccnﬁglpsubnetFrienmyName
# configlpSubnetBridgeEnable
V) b ipFactory

& surfinndnrataction
] 1

»

i LoadJoble MNewTable MNew Column Delete Column  Edit Column | Undo Column  Undo All
3 e Item 1 | Item 2 ‘ 3
aoiipsubnetiiame lan ‘ netl
= configlpSubnetRowStatus SNMP Mo-Such-Instance SHMP Mo-Such-Instance L
] configlpAddressMode static(1) static(1) 1
m configlpSubnetiPudAddr 192.168.269 18216838111
N configlpSubnetiPudiMask 255.255.255.0 255.255.255.0
] configlpSubnetMetric o 0
] configlpSubnetDnsList
I coficinsubnetintertace o 2 e

configipSubnetTable: List of network interfaces currently associated with an IP address

configlpSubnetName

Access: read-only

OlID: 1.3.6.1.41.28097.8.1.1.11

Syntax: NetifName

- Description: Interface attached to this subnet

| Macro ‘| Log '
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éHow To

CONFIGURE A SCALAR OID

Select a scalar OID to configure

Enter a value in the “Value” field

Click on the “Set Current” button

Click on the “Save All” button to save this modification in the target product
without applying to the concerned services. This allows continuing
modifying the product without affecting the processes in service.

5. If you wish to save and apply this modification in the target product, click on
the “Save All & Apply” button.

— The operation result is in the log area.

el N

MODIFY A VALUE IN AN OID TABLE

1. Select an OID table to configure. It will be displayed in the table on the
right.An OID table can contain multiple data columns. You must indicate the
existing column that you want to modify.

1.1 If the target is a single product, you can load the data from the table by
pressing “Load Table”, and then double clicking on the value to modify.
The background color on the modified field will turn blue.

smart Setup o B R

e
7+ Smart Setup A\
[Q Search a setting | [ Target device(s): |AirBox/14: 19214838111 |~ | Submit Current ~ | Record Currentin Macro  Run Macro ‘
4 [ netohy 3
4 Emnﬁgpwm-[ame . LoagJable MewTable Mew Colurnn  Delete Colurmn  Edit Column | Undo Column  Undo All

4 configPhyWifiEntry - — r
ﬂmnﬁgPW\ﬁName
£ configPhyWifiLabel PhyWifiName radio0 L
Gacliothoniiila configPhyWifiLabel WiFi
# configPhyWifiEnable = configPRyWIfiMAC 00 09 90 01 4E 8F
o COMNg T Aoae Emnﬁgpwmr\ame | I disable(1} I |
’conﬁgPhyW\ﬁCountry
fconﬁgPW\ﬁChannel : configPhyWifiMode n-a{12)
&' configPryWifiHTMode configPhyWifiCountry us
&' configPryWifiTxPowerDEM configPhyWifiChannel 157

E
# configPhyWifiDistance
f configPhyWifiClusterMode configPhyWifiTable: List of Wi-Fi radio devices -
&' configPryWifiClusterList
fconﬁgP?’wW\ﬁCImterArgs configPhyWifiEnable =
Access: read-write
nfig PhyWifiAntennaPorts

o configPnWifAntenna OID: 13.6.1.4.1.28097.82.1.15
#' configPhyWifisBGBasicRates

Syntax: DisableEnable
A e mEamero s ane S ——

1 il 3 —

Macro Log

1.2 If the target is a set of products, you can click on the "Edit Column"
button from an empty table, and then enter (or choose) the name of the
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existing column to modify. A new column with the name of the chosen
column will be displayed in the table. Then you can enter your

configuration there.
Edit Column

A .4
ke hd
Edit an existing column bd

configPhyWifiTable

Enter The Column Name:

[\WiFi1 [radio0) =]

Symbolic identifier for the radio device

Ck | | Cancel

4

Smart Setup

7 Smart Setup

[Q Search a setting l| Target device(s): |All selected products (2 |"‘tubm'\1Currerﬂ - | Record CurentinMacre  Run Masro
4 [ netony =
-+ FFF configPhyWifiTable : MewTable Mew Column Dalete Coluran  Edit Column | Unde Column  Undo Al
4 configPhyWifiEntry
£ configPryWifame ‘OIDName ‘ ftem 1
£ configPhyWifiLabel configPhyifiName l [radio0] l
£ configPryWIfIMAC configPhyWifiLabel 1
#" configPryWifiEnable = e
#' configPhyWifiMode e
# conmgPywinCountry . |5 configptyWifiEnable [ enable(2) |
A configPhyWifiChannel i | configPhywifitlode
# configPhyWifiHTMode configPhyWifiCountry
#" configPinyWifiTxFowerDBM configPhyWifiChannel
#" configPiyWifiDistance = §
configPhyWifHTMode

A configPhyWiiClusterMode = b
o configPyWinClusterlst configPhyWifiTable: List of Wi-Fi radio devices E
A configPhyWifiClusterArgs
A configPhyWifiAntennaPorts configPhyWifiEnable
#" configPhyWifiABGEasicRates Access: read-write E
# configPhyWIRABGSupportedRats OID: 1.3.6.1.4.1.28097.8.2.1.1.5
% comngPrywinchannellist Syntax: DisableEnable

_ configP/WifichannelLis ~| | Description: Configured state 3

4 I »

Macro I|Lw_gr

2. Click on the “Set Current” button
3. Click on the “Save All” or “Save All & Apply” button to finish
— The operation result is in the log area
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CREATE A NEW COLUMN IN AN OID TABLE

=

Select an OID table to configure.

2. Click on the “New Column” button. You can enter the name or select a
column to create according to the different tables. A new column will be
created. You can customize the settings in this column by entering the
values.

3. Click on the “Set Current” button.
4. Click on the “Save All” or “Save All & Apply” button to finish.
— The operation result is in the log area.

MHew Column

I

Add a new column 2

configlfAPTable

Enter The Column Name:

[wiFi1 [radio) T+

Symbolic name of the wlan. Referred toin the
general Interfaces toble.

Ck | | Cancel

smart setup

24 Smart Setup

|y search asetting | || Torget devieels: [All selected products (2] | =] Submit Current ~ | Record CurrentinMacro  Run Macro
| |

[ comgnsr o

4 configifaPEntry

2 conaitapiame : MewTable MNew Column Delete Column Edit Column | Undo Column  Undo All

D configitaPRowStatus OID Name Item 1 e

gz:x::::;:‘; D/ configitaPHame | | new iradion | | =

’conﬁgllﬁPH\dden _cormgllAPRowStatus Add

’conﬁglml’wds configlfAPPhy

#° configitaPisalate | configitapssid

,conﬁglmPSecumtyMede _cormgIlAPHldden

fconﬁgIIAPWepKey‘\ —

fconﬁgllAPWepKeyZ — cona WG

’ configlfAPWepkey3 = | configlfAPlsolate 3

A configifAPWepKeyd

’ configliAPWepKey configifAPTable: Access point services table 3

’conﬂglmPWepAuthentlcatlon configlfAPName 1

’cormglmPWpaVers\on Access: read-only 1

& configltsPWpaCipher OID: 1.3.6.1.4.1.28097.83.4.1.1

fcormgllAPKey E Syntax: NetifName 3
. - m = Darerind ; nf thalan B in tha '

Macro Log
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CREATE A NEW TABLE IN AN OID TABLE

=

Select an OID table to configure.

2. Click on the “New Table” button. When the table is created, the existing
data in this table will be deleted. New columns will be added from an empty
table. But the effect of creating a new column without creating a new table
will not erase existing data in the target product.

3. Refer to the chapter "Create a new column in an OID table" to add the new

columns.

Click on the “Set Current” button

Click on the “Save All” or “Save All & Apply” button to finish.

S

DELETE AN EXISTING COLUMN IN AN OID TABLE

1. Select an OID table to configure.
2. An OID table can contain multiple data columns. You must indicate the
existing column that you want to delete.
2.11f the target is a single product, you can load the data from the table
by pressing “Load Table”, select the column you want to delete and
then click on the “Delete column” button. The data in this column will
be crossed out and not editable.

Delete Column

Smart Sefup o B R
> N
2+ Smart Setup Lé\\g
[Q Search a setting | | Target device(s): [ReilBon/1140: 192.168.35.52 | = || Submit Curent = Record CumrentinMacro  Run Macro |

#' configlfStakoamingOfiChanMa... |~
#' corfigifstaRoamingOfiChanfro... ‘ LoodToble MNewTable Mew Column  Delste Column  Edit Column | Unde Celumn  Undo All

#° configifStaRoamingPerChanFro... >
i configifstaUsercert 0ID Name Item 1 ltem 2
fcon‘ﬁg\ﬁtaDeauthBeforeRoam\.n |i configlfAPName radio0w0 radio w0 =

4 Ff conmgitpTale configliAPRowStatus SNMP Mo -Such-Instance Delete

4 configltAPEntry configlfAPPhy radiod radiot

ﬁ configlfAPName
ﬁconﬁg\fAPRowStatm configlfAPSsid acksys acksysd
£ configIfAPPhy configlfAPHidden disable(1) At
A corfiglfaPssid configiftaPids enable(2) snablel
#' configiiAPHidden = configlfAPlsolate disable(1) disablally
#° configifaPuids b
#' configitaPisolate configlfAPTable: Access point services table -
#' configlfAPsecurityMode
f configifAPWepkey1 configlf APName 2
#° configltaPWepKey2 Access: read-only

# configliaPuiepKey3 oD 13 .5.1:4.1 28097.83.4.11
E Syntax: NetifName
B i FAB s Macrrintinm: I

thaswdan R : Intark
1 m 3 o Hha !

Macro Log
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2.2 If the target is a set of products, you can click the "Delete column”
button from an empty table, and then enter (or choose) the name of
the existing column to delete. A new “existing” column will be
created. Obviously, you cannot customize the values there.

Delete Column

4

Delete an existing column 3

I

configifAPTable

Enter The Column Mame:

[radioowd] |
Symbolic name of the wlan. Referred to in the
general Interfaces table.

Ok | | Cancel

Smart Setup

2+ Smart Setup

IQ Search a setting | ‘ Torgst device(s): |All selscted products (2] |+ ‘SubmHCurrEm T Record Currentin Macro  Run Macro
4 [ configliapTable -
4 configlfAREntry : MewTable Mew Column Delete Column  Edit Column | Undo Column  Undo Al
A configlftPName =
&) configifAPRowiStatus ‘O‘D feme) itemi
H configfAPPhy | B configifaPName [radio0w0] £
# configifapssid configfAPRowStatus Delete
# configltsPHidden I
A configliAPwds —
#' configlfaPisolate | configifapssid
# configltaPSecurityMode | ElGRETED
# configliaPwepkeyl configfaPWds
#' configifaPwepkey2 = configifAPlsalate
fcenﬁglmPWepKeyB — b
# configifPwepKeyd configlfAPTable: Access point services table o
fconﬁglmPWepKey
# configliAPWepAuthentication configlfAPName =
fcormglmPWpaVerslon Access: read-only
2 configitaPwpaCipher oID: 13.6.1..4\.1.28097.83.4.1.1
= Syntax: NetifName
& confnirapke: e . bt B - e . -
4 1} »

Macro ‘|Ln_gr

3. Click on the “Set Current” button
4. Click on the “Save All” or “Save All & Apply” button to finish.
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ADD CHANGES

TO THE MACRO LIST

1. Editan O

ID (scalar or table): step 1 & step 2 (see the following image)

2. Click on the “Record Value in Macro” button: step 3

The modi
list.

fication will be transformed into an order and saved in the macro

Example on a scalar OID

Smart Setup

#% Smart Set

[Q Search a setting

l ‘ Target device(s): [RailBox/11AQ: 192.168.36.59 "]‘ Submit eran13 I Record Current in Macro IRunMucm
-

4 [ senviceConfiguration

i
f , configHttpSerer

4 [ configDhcpTable
4 configDhcpEntry

A COMMGITSICCGreBnagelp

conngHttpserverPort Mame lconﬁgHHpServer I

# corfiaritipssener oD [1.3.6.1.41.28097.10.1.1 ]
fcormgHttpsPcrt """ T

#' confighttpsCertificate Access [read-write |

4 [ schep Firmware  |E2148.AC.1-V2.8.0.1 ]

Value 2 I gisable|1) @ Load vaie

A2 configDhcpSubnet
@ corfigDhepRowiStatus
#° configDhcpEnable
#° configDhepPoolstart - -
’ configDhepFoalCaunt Enable / disable the internal Http server.
fcqnﬁgDhcheaseDurat\cn E
4 [ sentp
confightp -
4 L} »
OID Mame | Item Name Value | Action
v
configHttpServer disable(1) Remove
Macro [ 1) 'l Log [
Smart Setup
s
#+ Smart Set
IQ Search asetting l : Target device(s): RoilBox/11A0: 192.168.238.89 |~ | Submit Current ~ ‘ Record Currentin Macro | Run Macro
nfigiEAPTabl F
e | LocdTable NewTable NewColumn Delete Column Edit Column | Undoftdiumn  Undo Al
ﬁ configlfAPMame QOID Name Item 1 ‘ Item 2. 5
) configlfAPRowsStatus D configiaPName radioDwd | radio Twd L
& configifAPPhy — =
ImrtﬁglfAPSsid . configlfAPRowStatus SMMP MNo-Such-Instance P Mo-Such-Instance
’ configifAPHidden configifAPPhy radiol radiol
# configltaPWas configlfAPssid test test2
# configiAPisolate configifAPHidden enable(2) disable(1)
iconﬁglmPSecuntyMode |
configifsPwds enable(2) enable(2)
# configlfAPWepKey1 L
,cormglmPWepKeyZ = | configlf&Plsolate disable(1] disable(1)
# configlfAPWepKey3 configlfaPsecurityMode none(1) wpa-wpa2(d)
# configitAPWepKey4
A configifaPWepKey configlifAPTable: Access point services table o
# configitAPWepAuthentication =
# configitsPWpaversion ;‘:‘"9"‘:;:“';
cess: read-onl
2 configlisPipaCipher ~ |} |oD: 136.1.4.1.28097.8.3.4.1.1 2
4 i »
OID Mame | ltem Name Value Action
L | ——
J| ||configiaessi radiolwd  test | Remove
]| || configitapHidden radiolwd  enable(2) | Remove
1 configlfAPSsid radiolwd test2 | Remove
I config lfAPSecurityMode radio w0 wpa-wpa2id) | Remove
[ L ’= -
Macro [4) ’ Log
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DELETE A COMMAND IN THE MACRO LIST

1. Select a command

2. Click on the “Remove” button on the right or “Remove selection” button in

the contextual menu by right-clicking.

When a column creation command is deleted, all changes following that

column will be deleted automatically.

QID Name Item Name Value Action
configHttpServer disable(1) | Remove |
configlfAPSsid radio0wl test | Remove |
configlfAPHidden radioOw0 enable(2) | Remove |

configlfAPSsid radioTwd  test2 Remave all
configifaPSecurityMade radio 1wl Wpa-wpazid) ‘ Remaove selection

| Remove |

| Remave |

RUN MACRO

Macro [3)

Log

Click on the “Run Macro” button to execute the orders in Macro list to the target

product(s).

CANCELLATION OF CURRENT CHANGES

1. "Undo Column" cancels all changes on the selected column
2. "Undo All" allows you to undo all the modifications on the whole table and to

empty the loaded data of the table.

3

Load Table HNewTable HNew Column Delete Column  Edit Column | Undo Column  Undo All

OID Name ?%
\i configlfaPMName radioOwl / radio 1wl

configlfAPRowStatus SMMP Mo-5uch-Instance ‘ SNMP Mo-5uch-Instance

config 8PPy radiol radiol

configlfaPSsid test test2

configliaPHidden enable(2) disable(1)

configlfaPwWds enable(2) enable2)

configliaPlsolate disable(1) disable(1)

configlfsPSecurityMode none(1) wpa-wpa2id)

By right-clicking on a cell, you can bring up a context menu allowing you to undo

the selected cell or the selected column or the whole table.

radio0 ri
| test | t
Undo Cell
enable{2)
) Undo Column
enable(2)
) ) Undo All
disable(1}
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7.4. Tools

éRSSI Trace

The RSSI (Received Signal Strength Indicator) is an estimated indicator of the
signal quality received by a client.

The RSSI trace provides 2 modes :

— Live Trace: It can trace RSSI in real time with a sample frequency and a
sampling depth. The trace starts from scratch. The sample frequency and
the depth of sample can be modified as you need. The RSSI live data is
supplied by SNMP service.

— History Trace: It can display immediately the RSSI history data graph with
a given period. The RSSI history data is supplied by Telemetry service or
by the SNMP service. In the case of both services available in the product,
WaveManager use Telemetry priority.

To display and analyze the signal quality of a Wi-Fi client associated with an
access point, select the client to examine and click on the RSSI menu. And then
chose a trace mode to launch.

4 H AirBox/14 19070049 00001AD386FD E2148.AC1 4404 192.16838.191 User-definable

Wireless Functions MNetworks

Role ssID Security Association Mode Channel Radio

@I Infra Client wm3 Mane =24 dBm mixed a+n 149 WiFi I
] [ Live Trace

History Trace

You can also double click on a client to launch a History Trace. Otherwise, you
can select a produit which has only one client and then launch the RSSI trace.
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1. RSSI Live Signal Monitoring

The RSSI trace window displays the signal level change over a set time frame
which depends on the graphic asset. At the bottom of the window, you can use
the sliding section to zoom or move the signal graphic for a specific period.
The sampling interval is configurable in the “Settings” menu.

Msan: -57.38 &Bm

Stogev: 266 dBm

sampling
Counter 21

Total: 10000

AirBox/14 - User-definable (00001 AD3BDOF)

o B2

ZA\Y
Y7=\\
Remaining Time :  0g 02:26:29

TolalTime :  0cl 02:46:40

AP (BSSID)
W’\ WWWW  ane0016

|

122823 12:28:05

12:28:47 12:30:28 12:31:11

12:31:53 12323

RSS! Live Trace
lad RSSI Live Trace
N Statistics
‘ Ssttings | Min: 86  cBm
Max -54 dbm
‘ Fint |
save -
10
‘ Pause |
-30.|
Reset
| | = Tgh Threshald
=
= 504
2
3
2
-70.
o Threaold
20|
o
27659 122741
4=
History Trace 7 2/4/2021 123209 PM

2/4/2021 124651 PM

2/4/2021 10133 PM 2/4/2021 11319 PM  2/4/2021 12505 PM  2/4/2021 13650 PM  2/4/2021 14836 PM

By using “History Trace” shortcut at the bottom right of the window, you can
launch a new History Trace or find the existing History Trace window for the

same client.

5 History Trace [

2/4/202

By clicking on “Settings” button, you can customize the sampling interval, the
depth of samples and the tracing graph display in the following window.

Trace Setiings

=

Apply

Reset

TRACE SETTINGS

Sampling
Update Interval
Max samples
Total Time

Chart

Background color
Trace line width
Y-axis interval
f-axis madmum

*¥-axis minimum
Thresholds

High Threshold |
Low Threshold .70

Valu

o 1= '
50 [T]dem 2

[1000
[ 10000
od 02:46:40

[0 |2 aem

=] (51
[Famm (2
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— Sampling rate (ms, one sample per second):

Min. 250 ms
Max. 60000 ms
Default 1000 ms
— Sampling depth:
Min. 1000 samples
Max. 20000 samples
Default 10000 samples

The “Print” button allows you to print the RSSI signal matching the time range
of the current zoom section.

RSSI Live Trace

lad RSSI Live Trace

~ sampling

— Statistics

seffings .
Min -86 dBm Mean : -57.38 aBm Counter: 1211 Remaining Time :  0d 02:26:29

Total: 10000 TolalTime :  0cl 02:46:40

Max: -54  dBm Stogev: 266 dBm

Fint

AirBox/14 - User-definable (00001 AD3BDOF)

Tgh Threshold

RSS! (dBm|
2

AP (BSSID)
w MMMWMW W 00:09:90:01:06:2D
o Threshald U

122741 122823 12:28:05 12:28:47 12:30:28 12:31:11 12:31:53 12323

»
I

History Trace [f SREPRORTE52:09 PM 2/4/2021 124651 PM 2/4/2021 10133 PM 2/4/2021 11319 PM  2/4/2021 12505 PM  2/4/2021 13650 PM  2/4/2021 14836 PM

The "Save" button allows you to export the RSSI trace data in ".txt" or ".csv"
format. To create a new data file, click on "Save as".

Warning: "Save" saves the history of (previous) data and not
those to come.

The "Pause" button temporarily stops the scrolling of the RSSI trace. Just click
on "Resume” to restart it.
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The "Reset" button allows you to erase all previous data and create a new
RSSI trace.

2. RSSI History Signal monitoring

The RSSI History Trace window displays the signal level change over a
personalized date time range. At the bottom of the window, you can use the
sliding section to zoom or move the signal graphic for a specific period.

RSS! History Trace = B O
.
lad RSSI History Trace
Date Time Range : |Last 30 minutes [+] \;\ || ‘@‘ ‘E‘ Live Trace [
AirBox/14 - User-definable (00001AD3BDOF)
-104
-57 dBm
-30
E
S 50
= B 00:09:90:01:06:2D
70
[ow Threshold
-0
-10 T T T T T T T T |
35153 13:52:44 1353:34 13:54:25 13:55:15 13:56:06 13:56:56 1357:46 13:58:37 13:59:2
4 1>
2/4/2021 1:52:24 PM 2/4/2021 1:53:24 PM 2/4/2021 1:54:25 PM 2/4/2021 1:55:25 PM 2/4/2021 1:56:26 PM 2/4/2021 1:57:26 PM 2/4/2021 1:58:27 PM
4] L4

The sampling interval is the association and RSSI refreshing frequency in the
“Application Settings”.

Refresh
Discover New Products | E: second(s)
Refresh Existing Products [15 E: second|s)
Refresh Associafions and Levels |5 E: second|s)

Like Live Trace, the History Trace has also a “Live Trace” shortcut in the top
right corner to launch a new Live Trace or find the existing Live Trace window

for the same client.

@ live Trace [
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The RSSI Trace provides various features in the button bar

Daote Time Range : |Last 20 minutes - l:' [3 E

You can display your RSSI trace by preset range or by custom range: Clicking
on “Refresh” button or F5 to refresh the trace.

Dote Time Ronge :  |Last 30 minutes - n:‘ @
“  PRESET INTERVALS i
-104 Last 30 minutes Last hour
Last 3 hours Last & hours
<y Last 12 haurs Today
5 High Threshal All Times
[oa]
= A CUSTOM RANGE
w -50
@ E—
o
12/1/2020 §:35:58 PM 12/1/2020 §:35:58 PM
T s
Low Threshole

By clicking on “Settings” button, you can customize the sampling interval, the
depth of samples and the tracing graph display in the following window.

Trace Setfings 2
Chart
Apply
Background color [I
Reset
Trace line width 2 S px
v-aidis interval 20 =
-oxis maximum -10 =
Y-gis minimum 90 |2
Thresholds
Value Line width Coler  Visible
High Threshold  [-4p |5 2 |[Tiex . v
Low Threshold 70 ¥ 2 |[Tipx . v

The "Export" button allows you to export the RSSI trace data in ".txt" or ".csv"
format.

Warning: "Save" saves the history of (previous) data and not
those to come.

75



ACKSYS

COMMUNICATIONS & SYSTEMS

The “Print” button allows you to print the RSSI signal matching the time range
of the current zoom section.

RSSI o B &
Dot fime Range - (Lost 20 minvtes B
AirBox/14 - User-definfible (00001AD386F0)
o
30
=3 [High Threshold
z 50/ AP (BSSID)
2 | e S P P B e P
= W 04:F0:21:22:90.03
rar=rn
\ L
.
20:46:49 ' Gy qomevar N\ 205148
A A W‘vvwmvw"—\vkup\ v e ™MV e
1 PM 12/1/2020 8:41:10 PM 12172040 84509 PM 12/1/2020 8:43:08 PM 12/1/2020 8:5348 PM 12/1/2020 85707 PM 12/1/2020 3:01:06 PM
I T T D
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éRoaming Monitor

This feature allows you to generate a tracking graph from the roaming log received
over a given period.

To display and analyze a roaming graph, select the product to examine
(configured in roaming mode) and click on the Roaming button.

Drag a column here to group by this column.

Madel Identification Serial number Version Firmware IP Address

> ‘ =T railBox/228Y 0000116FCES 16207016 31811 E2148AC.1 192.168.1.68
‘ "= | Win-RailBox/1 D0DD1764ACAT 312104 E2148AC1 192.168.1.207 o
] -
oo/ _
@ I I » | AirLink 000019805219 17135043 3.183.1 E2148AC1 192.168.1.59
» o L4 wgumkve 0D30485AAFC] 4140 2080AC. 192.168.1.19 Rooming
» WLg-XROAD/NP 008048642209 540 : 192.168.1.107

ra a

3 WLg-XROAD/NP 0080486B239E 540 192.168.1.108

The roaming data is supplied by Telemetry service or by the log service.

In the case of both services available in the product, WaveManager use Telemetry
priority.

See Telemetry, to setup Telemetry service.

See Setup the automatic emission & reception of logs, to configure log server.

To send roaming data by log service, the following option must be checked in the
product Web server. The option is located at: Setup >WIRELESS SETTINGS
>INTERFACE CONFIGURATION > “Advanced Roaming” Tab > “Roaming log
info” Section.

Log filtered table of APs used to select the best AP (limited to line buffer available space)

The minimum input log levels to receive the roaming data in WaveManager is:
Notice

Log Server
¥|Enable Leg server
Log server port 514

Store log data for |1 - | day(s)

Display log data 10000 |+ linefs) by page

Log Input Level Lvl.5 - Motice -

The minimum log levels to receive the roaming data in WaveOS are:

1. Tools menu> Log settings> General Setting: Notice
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2. Tools menu> Log settings> Wireless client log settings: Roaming

GENERAL SETTINGS

L
System Log Output Level I | Notice ™
J
System Log Buffer Size |100 |
@ «B

External System Log Server |1gz 168.1.170 |

External System Log Server Port |5:14 |

WIRELESS CLIENT LOG SETTINGS (ALL INTERFACES)

Wireless Log Level ’Rﬂamlng—v
T 5 ST T
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W N

The Roaming Monitor window displays the signal level change over a personalized
date time range.

Roaming Manitor

=%, Roaming Monitor

Dote Time Ronge = |Lost 30 minutes -2 @ B * Roaming States
[] Data Link
AirBox/12 - User-definable (000019028319)
[T] Best BSSID
-10 [ Mext Data Link
[ Blacklistad BSSID
- *  Scanning Zone
p
[ wiFi 1
o \’M/
_ :|> [ wiFi 2
E
g \‘\BSSID Filters
%
2
04:F0:21:3A:F1:21- CH.52
-0 \ 04:F0:21:3A:F1:27- CH.34
10 4 . ; ; .
44312 144323 14:4334 14:43:45 14:43:56
<
T T === ES
n n 13
< =
N
6/26/2020 2:41:56 PM 6/26/2020 2:42:29 PM 6/26/2020 Zﬂlﬂﬂ PM 6/26/2020 2:43:36 PM 6/26/2020 2:84:10 PM 6/26/2020 2:44:43 PM
o ' ' mo|

1. Each signal graph represents the RSSI evaluation received from an AP.
2. Data link graph indicates the data itinerary among the associated APs.
3. At the bottom of the window, you can use the sliding section to zoom or move

the signal graphic for a specific period.

You can display your roaming data by preset range or by custom range:

Date Time Range © |Last 30 minutes -] |_:-'| 1®| |3

“ PRESET INTERVALS

Last 30 minutes Last hour
Last 3 hours Last & hours
Last 12 hours Today

Last 2 days Last 7 days
All Times

“~ CUSTOM RANGE

6/26/2020 115922 AM  6/24/2020 11:59:22 AM
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The roaming monitor provides a filterable legend on the right. You can display or
hide a graph by checking or unchecking a legend.

Roaming Monitor

2% Roaming Monitor

Dote Time Renge - |Last 30 minutes “ Roaming States

Mt EIE

[ pata Link

-——— - [C] Best BSSID

[ 7] Mext Data Link
[] Blacklisted ESSID
“  Scanning Zone
/ [ WiFi 1

= 1 1 [E wiFi 2

s 1 1 ~ BSSID Filters

2 1 1
1 I B I
I I o I I
I - I i 04:F0:21:3A:F1:21- CH.52

=20 1 1 1 1 04:F0:21:3A:F1:27- CH.36
1 1 1 1
1 1 1 1
110 1 : 1 1 1.
443712 1 wazI ) 144534 1445 PR
1 1 1 1
# Link e A— L o —
4 LlP LlF F
6/26/2020 24156 PM 6/26/202024209 PM  6/26/2020 24303 PM_ 6/26/202024336 PM 6/26/2020 24410PM  6/26/2020 2:4443 PM
4 [ [ [ ulr]

1. Highlighting the signal flow according to the selected roaming states

2. Scan radio zone (WiFi 1 : green zone, WiFi 2 : blue zone).

o Scan radio zone is only available for the dual WiFi product
configured in roaming before break mode.

3. The RSSI evaluation graph received from an AP (with a BSSID)
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éWiFi Scan

This feature allows you to scan and display all the access points around a product:
select a product in WaveManager, and then click on the “WiFi Scan” button.

Maodel Serial number Identification Firmware Version IP Address @

@:} I: "= RaiBox/zzAY 16206012 0D0D116EEATT E2148AC.1 4906 19216838100

RailBox/22AY 16207016 0000116FECES E2148AC1 4401 192.168.1.68 WiFi Scan

WiF Scan

@ WiFi Scan

s AP Maquette (SN.16206012) is 2 RailBox/22AY
I = | P Address: 192.168.38.100 ‘ &

Start Scan
Last scan - £/24/2020 12:03:14

- WiFi 1 (04:F0:21:22:9C:16) - Enable - WiFi 2 (04:F0:21:22:90:93) - Enable

=

s SSID 8 BSSID s Role e RSS51 s Channel % Width Security W Scanned by W =
acksys 06:F0:21:22:9B:26 Infrastructure -38 153 80 MNone WiFi 1

[+] artest 04:F0:21:22:9B:26 Infrastructure -38 153 80 Mone WiFi 1

acksys 04:F0:21:18:03:B5 Infrastructure -82 140 20 None WiFi 1

[«] TestEtValidationPfRoaming 04:F0:21:3AEEN3 Infrastructure -T2 100 80 WPA/WPA2 WiFi 1

[v] acksys 02:09:30:00:CADF Infrastructure 46 100 20 Maone WIFi 1

TestEtValidationPfRoaming D&:F0:21:3AEEN3 Infrastructure -72 100 80 WPA/WPAZ-PSK WiFi 1

hy_test1 00:09:99:00:02:49 Infrastructure 47 56 20 WPAWPAZ-PSK WiFi 1
-
2.4GHz Band Channels 5CHz Band Channels
10 UNI-1 UNI-2 UNII-2e UNII-3 ISM

— acksys

E

=

=

w

@

o

-70
-110
36 40 44 43 B2 B €D &4 100 104 108 112 116 120 124 128 132 136 140 144 149 152 157 161 168

Channel

The scan is done on all the radios of the product. Those deactivated are activated
in automatic mode during the scan, and then deactivated again.

If a radio is configured on certain channels in client mode, only the configured
channels will be scanned. Otherwise the product will scan on all channels.

When the radio card is in access point mode, the scan will disconnect associated
clients. On DFS channels, CAC will be re-performed if required. When the radio
card is in 802.11s mesh mode, peers seldom appear because their beacon
interval is large per the protocol definition.

o The product to scan must be reachable by SNMP.
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7.5. Geolocation

Geolocation is used to edit a product Description field and to enter or find the
GPS coordinates of the latter product.

— If you know the product coordinates, you can enter them directly in the
fields and click on save. They will thus be saved in the WaveManager
database.

I" Automatic geolocation ("Search” button) is only possible on LTE
products.

To locate an LTE device, select it from the product list and click on the
“Geolocation” button in the toolbar.

Geolocation B

PRODUCT GEOLOCATION
Product Information

IP Address |192.168.1.63 Model |RailBox/224Y
Firmware [E2148.AC.1 Idenfification |0000116FBCES
|® Geolocation :> Group serial [18207016

Descripfion |User-definable

Save

|

Longitude

Latitude

— Click on “Find”. The “Longitude” and “Latitude” fields will be filled in
automatically.

— Add a description if necessary.

— Save the coordinates and the description by clicking on “Save”.



ACKSYS

COMMUNICATIONS & SYSTEMS

7.6. LED Tracking

This option allows you to “physically” locate a product by flashing its diagnostic
LED within a given time.

2<:<|@LEDTchk I mn 3 }:{} 1

T

Repérage LED

1 minutes LED tracking of the product :

N, L] s
—g‘mnuox/w\v (User-definable ) 192.168.1.68

Its red LED is flashing....
STOP TRACKING (3

1. After selecting the product to be tracked, you can customize the flashing
duration (in minutes) by using the A and V¥ arrows.

2. Click on “LED Track” to trigger the flashing.

3. A new pop-up window will appear. You can stop the process before the
expiry time by clicking on “Stop Tracking”.

The product to track cannot be Unreachable or IP conflict status.
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7.7. Application Settings

This menu allows you to configure and customize WaveManager through various
tabs:

.General

APPLICATION SETTINGS 22

APPLICATION SETTINGS

@)‘ save | General SNMP Advanced Print / Export Color Nofifications

Refresh
Reset

1 [¥] Discover Mew Products [
[w] Refresh Existing Products ['15

[#| Refresh Associafions and Levels |5

Group/ione Timeout Interfaces
Ethernet(192.168.38.6)
2 —.I Mcmmgmg Groups/Iones Discovery | Wi-Fi[192.168.1.145)

: ms
Product Validation Method > 4
Wi-Fi
5 <:.—l 192.1¢8.1.145

8

second|s)

second|s)

[« (3] o

second|s)

[4]¥

[¥] Auto Intel(R) Dual Band Wirsless-AC 8265

I —

1. Refresh section
Discover New Products:

Enables the automatic detection mode

and defines its frequency. This mode only Min. L
allows the detection of products located
on the local network. Max. 3600 sec
Default 30 sec
Refresh Existing Products:
Queries the database on the products it :
. ) : . . Min. 1 sec
contains to retrieve their configuration
information and update their status
(“Online”, “Unreachable” ...) according to Max. 3600 sec
a query frequency.
query req y Default 15 sec
Refresh Associations and Levels:
Updates the Access point / Client :
AT : : Min. 1 sec
association information, the signal level
recorded in the database and defines the M 3600
update frequency. ax. sec
Default 5 sec
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2. Groups section

Enables group management and displays the “Group/Zone” tab on the main
screen (see Group/Zone tab) and the “Group” column in the product list.

3. Timeout section

Sets the timeout of the automatic detection process.

Min. 5ms
Max. 5000 ms
Default 300 ms

4. Interfaces section

Allows you to select which network interfaces (found on the computer) will
be used in the automatic detection process. You must select at least one
interface, otherwise no product will be detected.

Warning: Whenever the network configuration of your PC changes,
A you must restart WaveManager and check the selection of
WaveManager interfaces in this section.

5. Product validation method section

If the “Auto” option is checked, a new detected product will be validated
automatically to Online status.

Its configuration will also be validated at the same time.
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'SNMP

To give the administrator an overview of the ACKSYS SNMP equipment,
WaveManager supports the SNMP protocol.

SNMP makes it easier to manage and detect the deployed products.

APPLICATION SETTINGS

Save

APPLICATION SETTINGS

General SNMP || Advanced Print / Export Color | Nofifications

Reset ‘

Version Community

_ Version 1 Read [public
[ Auvto ® Version 2

_ Version 3 Write Ipubln:

4 <

Timeout Security

1= Ushi
Timeout | 2000 =) ms

security level [MNone
Refry [0 2]

[~}
2uth algorithm [ene

Auth password
Privacy algorithm [Mone

Privacy password

1. Version section

— Sets the SNMP version used for manual product search and the
configuration information collection.

product, and its WaveOS version must match the one specified in

n Warning: The SNMP service must, therefore, be activated in the

WaveManager information tab.

2. Community section

— Access settings for SNMP V2.

3. Security section

— Settings of access and security for SNMP V3.

Copyright © 2021 ACKSYS Communications & Systems. All rights reserved
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4. Timeout section

— Sets the SNMP timeout:

Min. 5ms
Max. 5000 ms
Default 2000 ms

— Sets the SNMP retry counter:

Min. retry number 0
Max. retry number 10
Default retry number 0
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éAdvanced

APPLICATION SETTINGS

APPLICATION SETTINGS

‘ Save | General SNMP Advanced Print / Export Color Notfifications
‘ REB* | I — LED Tracking |- Log Server
1

1<

ion (1 1]
| Durafion [1 [T/ mn

| - Identification
[C]Enable User Management

2<

Auto-login as |admin -

L e ——
~ Product Protection

[ rrotect product pending configuration

with this opfion enabled, wavemanager will not

attempt fo change the configuration of products

3<

that clready have unapplied changes by external
means.

[i.e. Telemetry service, Wireless Configure, Smart
Setup)

[[JEnable Log Server

Log server port
store log data for
Display log data
Log Input Level

I Telemetry

7 L days)

10000 o line(s) by page

Lvl.3 - Eror e
R ————————————————

> 4

Enable Telemetry service

Server port

Store data for

8628

1 [T dayls)

1. LED Tracking section

> 5

— Setting of the flashing time of a product DIAG LED when requesting a LED

tracking. (See LED Tracking)

Min.

Max.

Default

1 min

60 min

1 min
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2. ldentification section

— This section makes it possible to limit WaveManager access by a login
request.

— As soon as the option is checked and saved for the first time, the “admin”
user, with all rights, will be enabled by default and a new button will appear
at the bottom of the main screen.

By clicking on that button, you can access the User Settings.

. ] WaveManager'

Home [ Group/Zone

=) {} ERY =
Q@ ® E @ . ¢ &
Discover/Refrash Discover Remote Products validate Setup Firmware Archives Web Serv:

Group Model Serial numb
()
L AirBox/14 1907002
&) Unassigned Products ( 68 ) . ot | reorom
iroxld | 19070057
SZone A [0) N T [ —
Sione AA(0) v AirBox/14 19070056
Shione AAA (D) 3 AirBox/14 18070028
@c2(0) =l |» AirBox/14 18070052
@ cl [ 0 ] AirBox/14 19070023
» irBox/1
@co(0) '
&hiones (0]

&Ione BRI (0)

@cs5(0)
» AirBox/14 19070010

o6 (0)
» AirBox/14 19070043

&hioneB.B2(0)
L AirBox/14 19070063
. 40) §

5) £ User settings .. > AirBox/4 18070022
@ [ Logout &S| & 3 AirBox/14 18070051

INNENEVENNENRNNN]

N
\ ‘ & User setfings ...

[+ Logout

|2, admin -

The default login details for the admin account are:

Username: admin

Password: admin

DTUSO074 rev A8 — February 5" 2021
Copyright © 2021 ACKSYS Communications & Systems. All rights reserved

89



ACKSYS

COMMUNICATIONS & SYSTEMS

3. Product protection section

With this option enabled, WaveManager will not attempt to change the
configuration of products that already have unapplied changes by external means.
If you are setting your product via its Web server, this option can stop all attempts
to modify this product by WaveManager.

However, this option may prevent such products from using some functionalities,
like Telemetry service, Smart Setup or Wireless Configure.

4. Log server section

In this section you can :
— Enable the log server in WaveManager
— Set the logs retention period

— Set the input log level (Higher priority logs will be ignored. It avoids
congestion of the database in the event that the logs were set too high on
the product side)

For more information, see Logs.

5. Telemetry section

The Telemetry protocol allows WaveOS to spontaneously send historical data to
one or several clients (WaveManager). See Telemetry.
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éUser Settings

This menu allows defining users according to their rights level and editing their
information.

Adding a user:
To add a user:

1. Click on “New”.

Login info User info

Login [Newuser ] First Name | ]

New Rights Level [super User T] Last Name | |
| Password @ Mail | |

Phone |

2. Enter the requested information:
— Login: which must only contain alphanumeric characters
— Rights Level: 3 types of users are available:

v Administrator who has all the configuration rights on
WaveManager

v" Super User who has all the configuration rights except the one
to edit users

v" User who has no configuration rights.

I The “User” role may be useful for creating a guest account.

— Password: must contain at least 8 alphanumeric characters.

— The “User Info” section fields are optional.

3. Click on “Save” to create the user.

For security reasons, only users with “Administrator” right level can add
@ Nnew users.
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Editing a user:
To edit a user or the logged-in account:

3.1.1.1.1.1.1. Click on “Edit”

3.1.1.1.1.1.2. In the case of an “admin” session, choose the user to
edit from the list.

3.1.1.1.1.1.3. Update the fields.

3.1.1.1.1.1.4. Click on “Save”

User Information

USER INFORMATION

Mew | guest1 I+

guest

4 Legin info admin > 2
Save
Login guestt =
1 C:II‘ Ediit Rights Level [Use - Last Name

‘ Celete | Mail

| Change Password | Phone

For security reasons, all the users (except administrators) can only
edit their own profile. Administrators can edit any user.

To change a user password:

— Still in the “Edit” menu, click on “Change password”.
— A new window appears:

Password 28

CHANGE PASSWORD

Sae
Change Password

Current : “

@l

New : |

©]

Confirm: |

©]

Password must be at least 8 characters long.

— Enter the current password in the “Current” field.
— Enter the new password in the next two fields.
— Click on “Save”.

I" The “Save” button becomes active when the two new passwords entered
are identical and the current password is correct.
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Deleting a user:
To delete a user (as an administrator):

1. Select the requested user from the drop-down list:

TaTO -

guest Delete
admin
Mewuser
TOTO

— Click on “Delete”.

For security reasons, only administrators can delete users.

Login / Logout:

— From now on, as the user management is activated, WaveManager starts
with a frozen window:

74 Products » oo bl

4

¥sword

71 Roles

LEEril

@ | sm

1. Click on “Login” at the bottom of the window.
2. Fill'in the login name and password.
3. Click on the “Login” button.
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— In case “Auto Login” has been checked in the application settings,
WaveManager will automatically start a session with the defined user. You
will then have to log out to change user.

— To log out from any session: click on the logged-in

user name, and then click on “Logout”. & User setfings ...

[ Legout

|R¢ admin =|| Legout admin i
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éTeIemetry

The Telemetry protocol allows WaveOS to spontaneously send historical data to
one or several clients (WaveManager).

Telemetry data will be sent over TCP. Once WaveManager connects with an
ACKSYS product in Telemetry, WaveManager will watch out to receive data.

The big advantage compared to SNMP refresh is that WaveManager no longer
sends a frame to request data. The bandwidth will be less polluted by the
communications frames.

Likewise, roaming monitoring no longer need to activate log server when telemetry
Is activated and when the product supports Telemetry.

WaveManager replaces SNMP with Telemetry for association refresh:

v" Receipt of RSSI data in case of client

v" Receipt of the list of associated customers in case of AP

v Receipt of the list of mesh survey in case of mesh

v" Receipt of roaming data in case of roaming client

v" Receipt of GPS data in case of product equipped with a cellular card

Product conditions required:

v" Product OS: WaveOS

v" Minimum WaveOS version: 4.10.0.1
v" Reachable by SNMP

v" Reachable by TCP

In order to be compatible with all ACKSYS products on the market, WaveManager
alternately usess SNMP and Telemetry. This means that WaveManager refreshes
products that do not support Telemetry by SNMP and those support Telemetry by
Telemetry.

. There is no security encryption in Telemetry protocol. For security
W&  reasons, SNMP V3 is recommended for security sensitive areas.

95



ACKSYS

COMMUNICATIONS & SYSTEMS

1. Overview

The Telemetry service is disabled by default. By enabling the Telemetry service,
WaveManager will configure Telemetry (enable, configure the port and sending
frequency) over SNMP to all products that are reachable and support Telemetry,
and then connect them with Telemetry sockets. Also, WaveManager performs
automatically Telemetry initialization for newly discovered products.

1. Discover by SNMP

«

2. Configure Telemetry by SNMP - il

-
|
i

I

3. Open the socket by Telemetry

Telemetry client - Telemetry server
4. Send Telemetry data

a

Telemetry settings can be found in the Telemetry section of "Application
settings"/"Advanced”. The settings are applicable for all products in the
WaveManager database. You can customize the activation of the Telemetry
service, the Telemetry server port and the storage depth in the WaveManager
database.

Telemetry

Encble Telemeiry Service

Server port 8428

Store dota for 1|3 day(s)

In order to make the Telemetry service as transparent as possible to the user, the
sending frequency and sampling frequency are configured with the same value as
the association and RSSI refreshing frequency.

Refresh
Discowver Mew Products |30 .i second /s
[« Refresh Existing Products 15 li second /s
[¥| Refresh Associations and Levels |5 .i second|z
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You can cut or reconnect the Telemetry socket for a specific product by
unchecking or checking this option in its details window. The unavailable option
means that the Telemetry service is not available or supported in this product.

Smart Setup

Roaming

Configuration File ‘

WiFi scan

Geolocation

Alerts

validate Product

Elements

Physical Interfaces

() Discovery Agel

() SNMP Agent

walidate Configuration

Network Interfaces

Product =2
it Product
Listony IP Address |192.168.38.115 Idenfification |00001AD3C393
AirBox/14 Mask [255.258.255.0 Firmware [E2148.AC.1
Logs
2 | Goteway [0.0.0.0 Version [4.10.0.1
$/N 15070045
Group
signal Trace - L
‘ Discovery date |Friday, November 20, 2020 - 11:35:48 AM Descripfion |user-definable
Last connecfion |Monday, Movember 30, 2020 - 6:22:35 PM Latitude Longitude
Associations

)
l E|Te|eme1ryServiceI Tracking |. | Fing | WebServer |

# Type Label MAC address Status
1 WIFI WiFi 00:09:80:01 4E9E Enable
2 CELLULAR Cellular Disable
3 GNSS Enable
4 LAN LANT 00:02:80:01 4E.:9F Down
5 LAM LANZ 00:09:90:01:4E:40 Up
Roles/Details
# SSID BsSID Role Security Mode Channel Association
1 wm3 04:F0:21:22:50:93 Infra Client None mixed a+n 157 meb4dBm |
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2. Telemetry data display
Display of historical data from RSSI in case of client

WaveManager saves historical RSSI data received by Telemetry into the database
during refresh. The user can see the RSSI trace over a period of time when the
"RSSI" window opens. (see RSSI Trace)

Display of the list of associated customers in case of Access Point

To display the clients associated with an access point (or display the neighbors
with a mesh point), double-click on the row of the selected access point, or click on
the “Association” button in the “Product Details” window. The data is refreshed in
real time. No user-level difference between SNMP and Telemetry feed.

Associations £
3D [wma | Modsl [RailBox/227 |
Label [wiFi 2 | Fimware [E2148.AC.1 |
Descripfion |AF Maguette ‘ Version ‘4.]3.3.1@!?05 ‘
# MAC address dBm RSS! Identification Label o
1 00:09:90:01:4E:A1 -3 — 00001AD3C4C User-definable =
2 00:09:90:01:4E:C2 -19 | [ — 00001AD39329 User-definable
3 00:09:90:01:4E:56 43 |— 00001AD3C32C User-definable
4 00:09:90:01:4E:32 38— 00001AD3B6C2 User-definable
5 00:09:90:01:4E:23 38— 00001AD3A101 User-definable
6 00:09:90:01:4E:CE -32 | — 00001AD3AADE User-definable
7 00:09:90:014E:9E 42 | [— 00001AD3C393 User-definable
] 00:09:90:01:4E:8C 41 | — 00001AD3BC51 User-definable
9 00:09:90:01-4E:29 45  |— 00001AD3A5B8 User-definable
10 00:09:90:01:4E:77 -39 | — 00001AD39107 User-definable
" 00:09:90:01:4E:4A -39 | — 00001AD3ABE2 User-definable -~

Same to display the list of mesh surveys in case of mesh.

Roaming data display in case of roaming client

Select a product (configured in roaming mode) in the main list and click on the
"Roaming" button in the toolbar or in the "Product Details" window.

If the product supports Telemetry, the graph will be displayed correctly. Otherwise,
you will have to use the syslog service. (see Roaming Monitor)

Display of GPS data in case of product equipped with an activated cellular
card

To geolocate an LTE product, select a product in the main list and click on the
"Geolocation" button in the toolbar. And then click on “Find” button to retrieve
GPS data by Telemetry. Telemetry is transparent at the user level. (see
Geolocation)
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éPrint/Export

APPLICATION SETTINGS

APPLICATION SETTINGS

Save ‘ General SNMP Advanced Print / Export Color Nofifications

Print
Reset ‘

[¥] ©n Each Page

1 < Header [PRODUCTS LIST |
1

Footer |ACKSYS Communications & Systermns

watermark |

Export
Format

2 [¥ Include column headers JC8v
P

[include hidden columns & Himl

_Excel

1. Print

This section allows you to customize the printing and export of the database
report by adding a header, footer and/or watermark (see Database).

2. Export

This section sets the report format of the database to be exported (CSV,
HTML, Xlisx or PDF) containing the product list and the column options (see
Database).
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[ APPLICATION SETTINGS 52
APPLICATION SETTINGS
Color x
Sar ‘ General SNMP Advanced Print / Export Color Nofifications T :
Reset Dizplayicoloy HMrEET NN
~ Cnline Product
- New Product ENEEEEEN
F% sackeolor D ‘ EEEEEEEN
~ Config; n changed ~4- UL el R
rorcoir [ — ‘ S
/ m I
f 5 — oo [ ]| il
Ip confiict ‘ Define Custom Colors »» |
— =

This tab allows customizing the colors of the status of the products displayed
in the inventory.

Adding Custom Colors: You can add up to 16 custom colors by clicking on
“Define Custom Colors”

Color

Basic colors:

_ Uil el 0 |

_ el B |

HENEENNN

HEEEEENN

EEEEEENN

L 0 0 0 ind Am

Custom colors:

Crrrrrrrrr

rrrrrrrrr
Define Custom Colors =

| Add to Custom Colors |

1. Select the color using both selectors.

2. You can also manually enter the HSB (hue, saturation and brightness)
or RGB (red, blue and green) values of the requested color.

Click on “Add to Custom Colors™.

4. Confirm the changes by clicking on “OK”.

w
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éNotifications

This feature allows you to generate notifications related to various configurable
alerts.

APPLICATION SETTINGS

APPLICATION SETTINGS

General SNMP Advanced Print / Export Color || @ Nofifications

MNotification settings Default Alers

Reset )
| [#l Enable alert nofifications

Receive alert nofifications by e-mail [ New Product

From [Usernome@sender.com |

£, | (=)
; [Junreachable for |40 < mn

To |usernome@recipient.com |

@ Youmust specify the sender and the recipient. .
SMTP Setfings [l Firmware Change

M P ————— 1
SMTP Server |smip.myserver.com [ Configurafion Change
lea7 |
SMTP Port |38

587 | Test Connection |
@ You must specify SMTP server and SMTP port. [[] 4P connection lost for | 50 li mn
[ 3ecure connexion 35L required
: o] Can =] e | [=]
[ Authentication required [[High threshold | -40 = dBm, exceeded for | &0 L=/ mn
Usernarme  WESIMAme

[Low threshold |-70 |7 dBm, exceeded for [0 S| mn

)

Pasgurord  sssssess LG

These notifications are displayed by pop-up messages on the screen and/or sent
by email.

To receive email notifications, you will need to configure an SMTP server

|‘- and an SMTP port (you can refer to your IT department to fill in the
fields).
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When an event is triggered, WaveManager generates a notification and saves a
report (with date and time) that can be viewed by the user.

The detailed information is shown in a pop-up message window.

You can consult and manage the past notifications by clicking on the icon at the
bottom right. And then you can refresh, clear, print, or export the notification
history.

Nofificafions 2

2.168.38.117 User-definable NOTlFlCATlONS

216838118 | User-definable Date = FroductiD B AL R

6/26/2020 12:34:04 PM | 0000116EEA1T MNew Product

2.168.38.119 User-definable

J‘ 4

216838120 | lserdefinahle ‘ Brint ‘
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ALERT HIERARCHY

The alerts can be defined for a product, a group, a zone or to all products. Only
the alerts on the highest priority level will be triggered.

- The hierarchy of alert parameters -

A product A group Azone  The whole network

For example, there is a network including 6 Airboxs. 4 alert settings are configured
in the network. The group 1.1 which contains Airbox-1, Airbox-2 and Airbox-3 can
trigger the alert setting — C, except the Airbox-1. The Airbox-1 can only trigger the
alert setting-D. Likewise, The Airbox-4 can trigger the alert setting - B. The Airbox-
5 and the Airbox-6 can trigger the alert setting - A.

Alert Setting — A (Applicable level: Default Alerts)
A

Alert Setting — B (ﬁpplicable level: Zone 1)

( A\
Alert Setting — C (Applicable level: Group 1.1)

Alert Setting — D (Applicable level: Airbox-1)

Airbox-1 Airbox-2 Airbox-3  Airbox-4 Airbox-5 Airbox-6
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DEFINE THE ALERTS FOR A ZONE/GROUP

To personalize the alerts for a zone/group, select the desired zone/group and click
on the Alert button.

Otherwise, by making a right-click on a group or a zone name, you can click on the
“Alert Settings” from the context menu.

Alerts =

ALERTS SETTINGS

(“\

Alert Seffings

Apply Alert Applicable Status
Current Target 1 Zone - Test

Default Alerts

Applicable Level : configurable in Applicafion Setfings
& Test [ 63 ) OR Al

[¥ New Product
Add 3

Delete M Unreachable for (60 |Z]mn
Rename [w| Firmware Change
Manage group / zone
[ configurafion Change
Clear the content

N tiar | om
Selact all products [[] AP connection lost for | g0 [=jmn

Alert Settings [CIHigh threshold exceeded |-40 l; dBm, for | 60 mn

Gk

[ Low threshold exceeded |70 .2 dem. for &0 |=|mn

[

The applicable level (see the red block) indicates the hierarchical level of the
following alerts. For example, the following photo shows the alerts are applicable
within the Test zone.

Alert Applicable Status

Current Target 1 Zone - Test

Applicable Level © 1 Ione - Test

In the group/zone tree, a zone/group which has its own alerts can be recognized
by a bell icon beside (see the following picture).

ShTest [ 63)

In order to go back the last alert level, click the “Delete” button that is under the
“‘Apply” button.
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DEFINE THE ALERTS FOR A PRODUCT

To personalize the alerts for a product, click on the “Alerts” button in the product
details window.

Alerts £

ALERTS SETTINGS

Alert Applicable Status

Apply
Current Target:  AirBox/14 - 00001 AD38B81
VI i |
. Default Alerts
Applicable Level : ceonfigurable in Application Setfings
Geolocation Aleris

[¥ Mew Product
Alerte > Unreachable for 60 [2/mn

Firmware Change

[[] Configuration Change

[ AP connection lost for | éo .3 mn

[ High threshold exceeded |-40 i dbm, for | 40 mn

KD

[[JLow threshold exceeded |-70 =) dBm.for [0 |2|mn
=]

K1

The applicable level indicates the hierarchical level of the following alerts. For

example, the following photo shows the alerts are only applicable for AirBox/14
(ID.00001AD39B2D).

Alert Applicable Status

Current Target 1 AirBox/14 - 00001 AD38BS]

Applicable Level : | Product - 00001AD38681

In the product detail window, a blue bell icon means that the product has its own
alerts. (See the following example)

Product :
& AirBox/14

3/M 19070044

Discovery date |Fri|:ic:\-fr June 26, 2020 - 10:32:55 AM |

Last connection |Friday. June 26, 2020 - 12:25:36 PM |

Applying the settings
The Save button validates the changes made.

The Reset button restores the default values of the software settings
including that all alerts configured in all hierarchy levels will be deleted. Click
on Save button to validate Reset operation.
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7.8. Database

WaveManager backs up the information about all registered products in its
database.

The screen below shows:

The name of the database

The database location

The number of products registered in the database

The number of undetected products (in “Unreachable” status) at the time of
consultation

AN

Database £

DATABASE SETTINGS

Connection Test Informerfions

Name : ‘WovqunugerDB |

| Lompack | Path : ‘C:\Users\yremy\AppDo1G\Room\ng\ACK&“'S\V\cheMonc:ger |

Reset Products : Unreachable :

| Print | Compact
Delete Unreachable Products [[|Delete System Logs
Delete Unknown Products [[] Delete Mofifications

Products History
[[keep the last 90 |3 Days

=]

Besides, you can perform some maintenance operations such as:

— Connection Test to check the database connection status.

)Dmmbme 23
DATABASE SETTINGS
@ Connecfion Test Informations
Name : [WaveManagerDB |
Ccmpact | Path : |~ llearchiranmt AnnDiodol Dacminal ACESYSL Wy eManager |
TEST CONMECTION 23

Reset Procucts : Unreachable :

‘7‘ o Connection open

Print Compact
\ | ok
Delete Systemn Logs
Delete Unknown Products [ Delete Nofifications

Products History

[ Keep the last 90 |3 Days

1=
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— Compact, which acts according to the options selected in the “Compact”
section:

v' Delete Unreachable products (“Unreachable” status);

v" Delete Unknown products refers to all the products not supported
by WaveManager;

v' Delete product logs;

v' Delete notification history.

I" If the product is still on the network, it will reappear in the list at the next
detection.

v" Product history: sets the duration of the backup history in days.

Min. 0d.
Max. 365 d.

Default 90 d.

— Reset, removes all products including related data from the database.

— Print allows printing and exporting all or some of the product list.
That list can be printed or exported with the group names and the products
it contains.

The database report is printed out with a header, footer and/or a custom
watermark (see Print/Export).

Export & Printing =2
PRODUCTS DATABASE REPORT
Export Selection Formart
o All Group G2 = [show Groups
Print
Model Identification Serial number Firmware Version 1P Address Description -
RailBoxiZ2AY 0DDD118EEATT 16206012 E2143.AC.1 4401 192.188.3.100 AP maquette
RailBoxi22AY 0000116FECES 16207016 E2143.AG.1 4401 192.188.1 88 User-definable =
WLn-RailBox/1 00DD17B4ACAT E2148.AC.1 3424041 128.17.56.154 User-definable
480-3925 000017702480 E2143.AC.1 31801 192.188.38.102  TestKF
RailBoxi20AY 000017971319 E2143.AG.1 4441 192.168.1.249 User-definable
RailBox/20P0 000017875034 E2148.AC.1 318341 17247852 User-definable
AirBox/14 000019025883 18306219 E2143.AC.1 31831 192.188.1.253 User-definable
AirLink 0000198C5203 E2143.AG.1 31831 192.188.15.170  Harvest Crane
AirLink 000019801784 E2148.AC.1 318341 182.166.15.171  Harvestside section 1
AirLink 0DDD188D48CH 17135009 E2143.AC.1 31831 192.188.1.262 User-definable
AirLink 000019805219 17135049 E2143.AG.1 318341 192.186.1.59 salledereunion
AirBox/14 000018305760 E2143.AC1 4401 192.168.38.112 Bureau de Dominique
EmbedAir DOK 0DDO198E2448 17151032 E2148.AC.1 4421 192.168.3.128 Magustte
AirBox/14 00001AD386F0 19070049 E2143.AG.1 2441 192.168.3.137 User-definable
AirBox/14 C0001AD38ED3 19070058 E2143.AC1 4441 192.166.2.138 User-definable
AirBoxi14 D00D1AD38S73 19070015 E2148.AC.1 4421 192.166.3.139 User-definable
AirBox/14 000014038881 19070044 E2143.AG.1 2441 192.168.3.140 User-definable =
] [T} 3
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7.9. Grid Display

For a detailed view of the products discovered by
WaveManager, click on the “Expand All Lines”

button.

For a reduced view, click on “Collapse All Lines”.

— Example of an expanded view:

Drag a column here to group by this column.

BExpand All Lines

-

e P -
L=rga D 'Jl.rl-\_rI!-'

Collaopse All Lines

Madel Identification Serial number Version Firmvare 1P Address Description
4 . RailBox/22AY | 0000116FECES 16207016 31811 E2148.AC1 192.168.1.68 User-definable
Wireless Functions | Networks
Role 551D Security Association Mode Channel Radio
Access Point R&D_Anthony WPAMIPAZPSK 2 clients ac 36 WiFi 1
Access Point R&D_Anthony WPA/WPAZ-PSK ac 64 WiFi 2
_ Win-RailBox/1 00001764ACAT 312101 E2143AC1 192.163.1.207 User-definable
4 \H/ AirLink 000019605219 17135049 31834 E2148.AC1 92.168.1.59 salledereunion
Wireless Functions Networks
Role SSID Security Association Mode Channel Radio
Access Point None WiFi
4 L;J Wlg-LINK V2 00B0485AAFCE 4140 E2080.AC 192168.1.19 WLG com
Wireless Functions Metworks
Role sSID Security Assaciation Mode Channel Radio
Access Point acksyscom WPAMIPAZPSK 5 clients mixed b+g 13 wifi
4 \ WLg-XROAD/NP 008045642209 540 E2080.AC.1 192.168.1.107 videa
Wireless Functions | Networks
Role SSID Security Association Mode Channel Radio
Infra Client az12@bjKm WPA/WPAZ-PSK _ -70 dBm a-only 120 wifi
4 ‘ WLg-XROAD/NP 00304868239E 540 E2080.AC 192.168.1.108 video
Drag a column here to group by this column.
Model Identification Serial number Version Firmviare 1P Address Description
Railbox/22AY | 0000116FECES 16207016 31811 E2148AC1 192.168.1.68 User-definable
WLn-RailBox/1 00001764ACAT 312101 E2148.AC.1 192.168.1.207 User-definable
b w AirLink 0000198D5219 17135049 31834 E2148.AC1 192.168.1.59 salleder
b l-; J WLg-LINK V2 00B0485AAFCE 4140 E2080.AC.1 192.168.1.19 WLG com
b \ ‘WLg-XROAD/NP 008048642209 540 E2080AC.1 192.168.1.107 video
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8. CHARACTERISTICS

8.1. Hardware configuration

At least Windows 7 (Windows 10 recommended)

32- or 64-bit version (64-bit recommended)

NET Framework 4.5.2 at least

GB Memory (8 GB recommended)

Hard disk (512 GB recommended)

A network interface of at least 100 Mbps (1 Gbps recommended)

AN N NN

8.2. Supported language

v English Only

8.3. Protocols and ports

UDP

v" Used by UDAP, SNMP and TFTP protocols
Port 17

UDAP

v' Automatic detection of products available by broadcast
v' Reading and editing the IP address of a product
v" Port 17784 and port range: 11000 to 11999

SNMP

v" Product monitoring
v" Reading and writing a product configuration
v" Ports 161 and 162

TFTP

v" Downloading a firmware
v" Reading and writing a configuration file
v' Port 69

ICMP

v Used to search for the product(s) within a given address range.
v Port 1

Syslog

v Used to receive WaveOS logs from the product(s).
v Port 514
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Telemety

v" Use to receive historical association data from the prod
v/ Port 8628
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